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he rapid advancement of technology has facilitated the interconnection of numerous 
devices, enabling the collection of vast amounts of data. Consequently, ensuring security 
within IoT networks has become a top priority. Cryptography is crucial in safeguarding 

network authentication, confidentiality, data integrity, and access control. In IoT settings, 
conventional cryptographic protocols frequently prove impractical owing to the limitations 
confronting IoT devices. Consequently, scholars have suggested multiple lightweight 
cryptographic algorithms and protocols customized for safeguarding data in IoT networks, 
aiming to overcome this hurdle. This review article delves into the most recent lightweight 
cryptographic protocols designed for IoT networks and furnishes a comparative evaluation of 
prevalent modern block ciphers. The comparative study discusses the most recent lightweight 
cryptographic algorithms in different evaluation parameters in terms of their performance 
metrics, and cryptographic features and offers in-depth analysis of their efficiency. In the 
concluding section, the paper discusses necessary adaptations and suggests future research 
directions. 
Keywords. IoT, Lightweight, Lightweight Cryptography, Block Cipher, Cryptography Feature 

     

 
 

   

    
 

T 

mailto:javaria.khalid666@gmail.com


                                 International Journal of Innovations in Science & Technology 

Dec 2024|Vol 06 | Issue 04                                                                              Page |2125 

Introduction. 
The notion of the IoT involves regular items embedded with data-sensing 

functionalities, rendering them accessible, trackable, and controllable through the Internet. IoT 
gadgets employ diverse communication methods like RFID, wireless, or wired technologies. 
These items include not just advanced electronic devices like smartphones and cars but also 
everyday objects such as groceries, garments, animals, trash bins, trees, and beyond. The primary 
aim of IoT is to enable seamless communication between objects anytime, anywhere, utilizing 
any network or service available. [1]. 

Over recent years, there has been an immense surge in the proliferation of the IoT, 
which has permeated various facets of our daily existence including urban settings, agricultural 
practices, healthcare facilities, environmental monitoring, residential domains, and 
transportation networks. Typically outfitted with an array of sensors and actuators, IoT 
endpoints gather copious amounts of data, transmitting this information through digital 
channels to facilitate monitoring, analysis, control, and the derivation of diverse insights. [2]. 
The majority of this information constitutes real-time data crucial for informed decision-making 
across various service sectors. However, the secure transmission and conversion of this raw data 
from the Internet into comprehensible insights are essential for leveraging knowledge in areas 
like smart city development, agriculture, environmental management, interactive transportation, 
and electricity grids. As per the United Nations Food and Agriculture Organization, there is a 
projected requirement for a 70% increase in food production by 2050 [3]. Effective 
implementation of advanced agricultural techniques will be pivotal in capitalizing on the 
expanding market. Take, for instance, the case of Chile, where the utilization of remote sensors 
has resulted in a 70% reduction in water usage for blueberry cultivation. [4]. Enhancing 
cryptographic protocols presents a viable solution to the security challenges prevalent in IoT 
domains like smart cities. [5].  

As per the analysis by Gartner, the IoT, excluding PCs, tablets, and smartphones, is 
projected to yield revenue exceeding $300 billion by the end of 2020. Additionally, the combined 
global market for smartphones and tablets is anticipated to encompass up to 7.3 billion units by 
2020 [6] [7]. These devices will establish an extensive and intricate network wherein a vast 
volume of information is exchanged across the network. With the rapid expansion of IoT, 
various challenges emerge, including managing substantial data loads, optimizing processing 
capabilities while minimizing energy usage, mitigating security vulnerabilities, and implementing 
robust encryption methods for handling large datasets [8]. 

To tackle the hurdles posed by the proliferation of interconnected smart devices within 
an IoT framework, there is a growing need for the adoption of suitable cryptographic solutions 
in embedded applications. However, these smart devices typically possess restricted resources, 
often termed low-resource devices, characterized by their limited computational capacity, 
constrained battery life, diminutive size, modest memory, and restricted power provision. 
Consequently, traditional cryptographic primitives may prove unsuitable for such low-resource 
smart devices, as exemplified by the impracticability of implementing the 1204-bit RSA 
algorithm in RFID tags [9]. This emerging field is known as lightweight cryptography. The 
primary motivations for integrating novel technology into IoT systems are outlined below. 
Enhancing the effectiveness of end-to-end communication entails implementing lightweight 
symmetric key algorithms to ensure security while minimizing power usage in resource-
constrained devices. The feasibility of deployment in low-resource smart devices is underscored 
by the smaller footprint of lightweight cryptography compared to traditional methods, 
potentially enabling greater network connectivity with such devices [8]. 

The proliferation of IoT has brought to light numerous security vulnerabilities, allowing 
unauthorized devices to breach networks and disrupt connectivity. Consequently, this 
jeopardizes both security protocols and network privacy. Moreover, IoT relies on cloud 
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computing, presenting numerous security challenges. Additionally, resource-constrained IoT 
devices face limitations such as low computation power, battery life, memory, and bandwidth. 
Thus, there is a pressing need for security solutions that are resource-efficient and do not strain 
IoT resources [10]. Therefore, it is imperative to tackle and mitigate security and privacy 
vulnerabilities through the advocacy of effective security measures, which is essential for the 
advancement of IoT sectors. As interest in IoT continues to surge, the pivotal research inquiry 
revolves around identifying the foundational elements of streamlined cryptography aimed at 
resolving the myriad security concerns outlined in Figure 1 below. 

 
Figure 1. Lightweight Cryptography Primitives [11] 

This paper examines the latest advancements in lightweight block cryptography research 
from 2020 onwards. It assesses recent protocols using various criteria such as block size, key 
length, and performance metrics to provide a comprehensive evaluation of lightweight 
cryptography block ciphers. The paper is structured into five sections to present an in-depth 
analysis of performance perspectives in this field.  
IoT Architecture and Threats. 

This portion explores the various tiers within the IoT architecture, distinguished by the 
functionalities of devices and their susceptibility to potential attacks. The vast scope of IoT 
domains offers abundant prospects. IoT networks bring together various devices with different 
operating systems and communication protocols, spanning wireless, Zigbee, and mobile 
technologies. Consequently, they present substantial challenges in terms of security and privacy 
[12]. Different OSI layers including their components and tasks are elaborated below in Table 
1. 

Table 1. IoT Layers Components and Tasks [13] 

Layers Components Tasks 

Application layer  Third-party applications, consoles, 
websites, touch panel. 

Machine learning, business 
models, graphs, and flowcharts 

Middleware layer  Vendor-specific third-party 
application.  

Machine learning, processing, pre-
processing, and real-time action. 

Network layer  Nodes, gateways, firmware.  Transmit and process data, device 
management, process, and secure 
routing. 

Perception layer  Sensors (temperature and humidity), 
actuators (relays and motor).  

Transfer data, identity, monitor, 
acquisition, and action. 

Application Layer and Security Attacks. 
The highest tier within the IoT infrastructure is known as the application layer. Situated 

above the middleware layer, it receives data for various applications. Within this layer, IoT data 
is represented in formats such as business models, flowcharts, and graphs. Areas that gain 
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advantages from automation at the application layer include smart cities, smart homes, and smart 
cars. Additionally, threats against this layer involve denial-of-service attacks [14], buffer overflow 
attacks [15], cross-site Scripting attacks [15], SQL injection attacks [16], phishing attacks [17], 
and concerns regarding data privacy [18].  
Middleware Layer and Security Attacks. 

The middleware layer oversees the execution of vendor-specific services tailored to 
different types of IoT node data, acting as a vital link between the network and application layers. 
This linkage streamlines the handling, pre-processing, and storage of IoT node information, 
catering to the needs of both third-party entities and the nodes themselves. [15]. An unauthorized 
individual has the capability to implement diverse forms of assaults within the middleware, 
including those pertaining to application security [19], unauthorized access attacks [20], replay 
attacks [21], sleep deprivation attacks [22], data security attacks [23], etc. The middleware and 
application tiers employ high-capacity devices capable of implementing conventional 
cryptographic techniques to safeguard IoT networks. 
Network Layer and Security Attacks. 

The transit layer, known as the network layer, manages the routing and secure transmission 
of data across the IoT infrastructure. It employs various protocols such as Zigbee, Bluetooth, IR, 
and 6LowPan for data communication. The middleware layer is relied upon by the network layer 
for additional processing and execution. Here are several potential attacks that can occur within 
this layer. 

Eavesdropping. Eavesdropping, characterized as a passive assault, involves extracting 
message contents from network broadcasts. It involves surreptitiously monitoring, capturing, and 
intercepting broadcasted data, potentially leading to various forms of attack or the theft of sensitive 
information. [24].  

Spoofing attacks. Within the context of the IoT, devices establish connections with the 
network either directly or via intermediary gateways. Malicious actors could potentially acquire 
physical access to nodes or gateways, enabling them to substitute or reprogram these components 
with nefarious code. To thwart such attacks, it is imperative to implement authentication 
mechanisms for edge devices and gateways, alongside encryption protocols to safeguard the 
transmitted data. [25].  

The diverse characteristics and constrained resources of IoT architecture nodes render 
them vulnerable to potential DDoS attacks. Initially, malevolent actors acquire the credentials of 
the devices, thereby gaining entry to the gateways and devices. Leveraging network data, attackers 
can scour IoT devices and unleash a Denial-of-Service (DoS) assault by flooding the system with 
counterfeit packets. [26].  

Man-in-the-middle attacks. Because of the diverse structure of IoT architecture, 
unauthorized individuals can clandestinely intercept communications between two entities to 
surreptitiously monitor or alter traffic passing between them.  

Sinkhole attacks. Perpetrators create sinkholes to lure traffic away from IoT devices. 
Subsequently, they redirect this network flow to alternate destinations instead of the intended 
gateway. This breach undermines the privacy and confidentiality of the IoT devices involved [27]. 
Perception Layer and Security Attacks. 

The primary function of IoT systems revolves around the collection and transmission of 
real-world data. As a result, the perception layer includes a range of tools that collect, analyze, and 
send data, such as pressure and temperature sensors, along with communication standards like 
Bluetooth and Zigbee. This stratum comprises two elements. (a) the sensing or controlling unit 
known as the perception node, and (b) the communication infrastructure, denoted as the 
perception network, which enables interaction with the higher tiers of the IoT framework [28]. 
Perceptual nodes, such as sensors and actuators, gather and manage data. The perception network 
plays a crucial role in facilitating the transmission of collected data to the gateway. It employs 
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various technologies such as Zigbee, RFID, GPS, and Long-Range Wide Area Network (Lora 
WAN) to ensure effective communication of information [29]. In this layer, nodes may encounter 
threats of intrusion, compromise, or physical tampering. Typically, such compromised entities are 
referred to as faulty nodes. Encryption algorithms and methods for managing cryptographic keys 
are employed to safeguard communication within the perception layer network. Device validation 
utilizes a proprietary key algorithm that offers enhanced scalability and upholds system security 
without necessitating a convoluted key management protocol. [30]. All the mentioned layers and 
their security attacks and threats are summarized in Figure 2. 

 
Figure 2. Targeting Attacks on IoT layer3 Literature Review 

This paper explores recent progress in lightweight cryptographic primitives applied on 
platforms with limited resources. These primitives present unique benefits in contrast to traditional 
cryptographic standards. The adoption of specific new technologies in such environments is 
motivated by two primary factors. Firstly, the efficiency of lightweight symmetric key algorithms 
enables the achievement of end-to-end communication security while minimizing energy 
consumption. Additionally, lightweight algorithms have smaller footprints compared to classical 
cryptographic ones, enabling low-resource devices to establish more network connections. [31]. 
Lightweight cryptographic algorithms are categorized into two groups which are symmetric and 
asymmetric ciphers, as outlined here in Fig. 3. 

 
Figure 3. Lightweight Cryptographic Algorithm Structure & Classification 

Symmetric Lightweight algorithms for IoT utilize a single key for both encrypting and 
decrypting data, ensuring a balance between security and efficiency. While symmetric key 
encryption is known for its speed and reliability, it lacks inherent authentication measures, 
making it vulnerable if the key is compromised. Symmetric ciphers encompass block, stream, 
and hash functions [32].  

In recent years, numerous techniques have been introduced and adopted in lightweight 
block ciphers to optimize performance for low-resource smart devices like the Advanced 
Encryption Standard (AES-128) [33], built on a structure called a Substitution Permutation 
Network (SPN). It operates with block lengths of 128 bits and accommodates various key sizes. 
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128 bits with 10 rounds Next is, DESL [34]. The cipher is essentially a streamlined version of 
the classical DES, aiming to boost its efficiency. In the DESL round function, instead of 
employing eight separate S-boxes, it operates with a single one, thereby reducing the complexity 
of hardware gates. The findings in [35] indicate that when compared to DES, DESX, DESXL, 
and AES, DESL demonstrates superior suitability for RFID tags, boasting the lowest gate 
equivalence at 35%. PRESENT [36] follows the SPN structure and employs either an 80-bit or 
128-bit key, comprising 31 rounds, and operates on blocks of 64 bits. It stands as one of the 
earliest ultra-lightweight block ciphers crafted specifically for ensuring robust security within 
resource-constrained hardware environments. However, its software implementation faces 
challenges due to the substitution layer's high cycle consumption, particularly in processing 4 
bits of input and the subsequent S-box output. As a remedy, an enhanced variant known as the 
RECTANGLE cipher has been introduced. [37]. RECTANGLE [38] and PRESENT share 
similarities, with RECTANGLE being comprised of only 25 rounds, making it highly efficient 
for hardware and software implementations with limited resources. 

CLEFIA [39], utilizing the Feistel network, operates with 128-bit block sizes and key 
lengths of 128, 192, and 256 bits, requiring approximately 6K gates for implementation. It claims 
superior hardware performance compared to other block ciphers. HIGHT [40] (High Security 
and Lightweight), which also utilizes the Feistel network structure, employs basic operations 
such as modulo 28 addition or XOR. It functions with a block size of 64 bits and a key size of 
128 bits, spanning 32 rounds. CAMELLIA [41], designed for both software and hardware 
implementations, operates with a block size of 128 bits and keys of 256 bits. TEA [42] and 
XTEA utilize an ARX architecture, characterized by straightforward round structures, making 
them ideal for resource-limited software environments. SIMON [43] and SPECK [44], unveiled 
in June 2013, present encryption solutions tailored for efficient hardware and software 
deployments, respectively. They exhibit efficiency surpassing AES in heterogeneous network 
scenarios. TWINE [45], another Feistel-based algorithm, offers both hardware and software 
adaptability. It comes in two variants, TWINE and TWINE8, both featuring a 64-bit block size 
and 36 rounds. Recently and most frequently used block ciphers are summarized in Table 3.
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Table 3. Summary of Recent Lightweight Cryptographic Block Ciphers 

Year Algorithm Performance metrics Results Applications 

[46] 2021 Speck-R, based on Speck with a key-
dynamic substitution layer, reduces the 
number of  rounds from 26 to 7. 

Reduction in execution time, 
security testing (including 
statistical tests), real hardware 
implementation on IoT devices, 
and comparison with Speck. 

Speck-R achieves a minimum of  an 
18% decrease in execution time on 
constrained devices, resulting in a 
77% reduction compared to Speck, 
all while upholding a stringent level 
of  security. 

Appropriate for compact devices like IoT gadgets, where 
minimizing processing time and ensuring top-notch 
security are paramount. 

[47] 2021 Ten lightweight block ciphers. AES, 
PRESENT, LBlock, Skipjack, SIMON, 
XTEA, PRINCE, Piccolo, HIGHT, 
RECTANGLE. 

Memory consumption (RAM 
and ROM), power usage, data 
transfer rate, and processing 
duration for both encryption 
and decryption methods. 

Evaluation of  performance metrics 
for each algorithm, providing 
insights into their suitability for 
IoT applications. 

IoT network development. Secure data transmission over 
cloud networks 

[48] 2021 Compression algorithm (not specified), 
lightweight cryptography based on the 
Vernam cipher principle. 

Bandwidth utilization, 
transmission security, and 
system resource usage. 

Achieved reduction in data 
transmission volume. Enhanced 
bandwidth efficiency. Improved 
transmission security with 
lightweight cryptography. 

IoT communication systems where bandwidth and 
transmission security are critical. Situations where 
maximizing existing infrastructure is essential. 

2021 [49] Shadow cipher, a combination of  
generalized Feistel structure and ARX 
operations, is designed to improve 
diffusion speed. 

Avalanche effect, FPGA 
implementation, ASIC 
implementation, security 
analysis. 

Shadow cipher demonstrates 
compactness in IoT nodes and 
high security against cryptanalysis. 

Suitable for securing data transmission in IoT networks. 
Potential application in other contexts where efficient 
and secure encryption is required. 

2021 [50] Not specified Not applicable (as the paper 
focuses on security threats, 
requirements, challenges, and 
existing solutions rather than 
specific algorithms or 
performance metrics). 

Identification and discussion of  
security threats, requirements, 
challenges, and existing solutions in 
IoT security. 

Provides insights for developing and implementing 
secure IoT systems. Useful for researchers, developers, 
and practitioners in the field of  IoT security. 

2021 [51] Enhanced Energy Efficient Lightweight 
Cryptography Method utilizing 8-bit 
manipulation principle (E3LCM). 

Power consumption, RAM 
usage, and comparison with 
other methods. 

The method under consideration 
utilizes 202 milliwatts of  power 
and requires 0.9 kilobytes of  RAM. 
It surpasses alternative approaches 
in terms of  hardware intricacy. 

Ensuring the safe transfer of  large data volumes in IoT 
contexts is viable for devices with limited resources like 
IoT devices. 
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2023 [52] Shadow cipher, a combination of  
generalized Feistel structure and ARX 
operations, designed to improve diffusion 
speed. 

Avalanche effect, FPGA 
implementation, ASIC 
implementation, security 
analysis. 

The Shadow cipher showcases 
efficiency in IoT nodes and strong 
resistance against cryptanalysis. 

Suitable for securing data transmission in IoT networks. 
Potential application in other contexts where efficient 
and secure encryption is required. 

2023 [53] Lightweight symmetric ciphers Speed, cost, energy efficiency, 
latency 

Evaluation of  various encryption 
techniques across varying block 
and key sizes, comparing their 
operational efficiency on Arduino 
and Raspberry Pi platforms, while 
also examining the performance of  
second-round NIST candidates in 
terms of  latency and energy 
consumption efficiency. 

Fields such as IoT networks, cyber-physical systems, 
distributed control systems, vehicular systems, wireless 
sensor networks, telemedicine, smart grid, and similar 
domains rely on devices with limited resources, 
necessitating secure communication. 

2023 [54] Lightweight block ciphers, stream ciphers, 
hybrid ciphers, and other cryptographic 
algorithms are used in IoT security. 

Performance, robustness, 
computational complexity of  
cryptographic algorithms. 

Comparative analysis of  
cryptographic algorithms in terms 
of  performance, robustness, and 
computational complexity. 
Discussion of  IoT security 
challenges, threats, attacks, and 
mitigation techniques. 

Guidance for implementing secure IoT systems. 
Awareness of  IoT security challenges and mitigation 
strategies. 

[32] 2023 Lightweight cryptography algorithms Cost of  implementation, 
hardware and software 
capabilities and resistance to 
attacks are among the properties 
to consider. 

Comparative analysis of  existing 
lightweight cryptography 
algorithms, identification of  
strengths and weaknesses in terms 
of  security and performance, 
discussion on potential research 
directions for optimizing cost, 
performance, and security balance. 

Ensuring the protection of  IoT devices with limited 
resources, like RFID tags, sensors, and smart cards, 
across diverse sectors such as healthcare, industrial 
automation, smart cities, agriculture, etc. 



                                 International Journal of Innovations in Science & Technology 

Dec 2024|Vol 06 | Issue 04                                                                              Page |2132 

Comparative Study of Recent Lightweight Cryptographic Block Cipher. 
In recent years, the field of lightweight cryptographic block ciphers has seen significant 

advancements, driven by the demand for efficient and secure encryption solutions in resource-
constrained environments such as IoT devices and embedded systems. These lightweight 
ciphers prioritize minimal hardware and software requirements while maintaining a high level of 
security against various attacks. In this comparative study, we analyze some of the most recent 
lightweight cryptographic block ciphers, considering their merits, demerits, targeted attacks, and 
performance in terms of power consumption and throughput. This examination aims to provide 
insights into the strengths and weaknesses of these algorithms, aiding in the selection of 
appropriate cryptographic solutions for specific application scenarios. The comparative table of 
lightweight cryptographic block ciphers and their evaluation metrics are discussed in Tab. 3. 

Discussion on Lightweight Cryptographic Block Cipher Algorithms. 
In assessing the "best" algorithm among the options listed, several key factors come into 

play, including security strength, efficiency, resilience to attacks, and adaptability. Algorithms 
such as PRESENT-256, SHADOW, and SPECK-R stand out for their robust security 
guarantees, offering protection against a wide array of potential attacks, including differential 
and algebraic cryptanalysis. Conversely, algorithms like TED, T-Twine, and 3D-RECTANGLE 
excel in competence and performance, possessing low overhead and high throughput, making 
them suited for resource-constrained environments. Temporarily, LRBC, UBRIGHT, and 
IVLBC highlight resilience against side-channel attacks, crucial for safeguarding IoT devices and 
vulnerable systems. Finally, ACT and LAO-3D exhibit compliance and scalability, with 
lightweight designs and low resource consumption, theoretically suitable for a varied range of 
applications. Eventually, the determination of the "best" algorithm centers on the specific 
requirements of the anticipated use case, evaluating factors such as security needs, resource 
constraints, and performance considerations. 
Conclusion. 

The IoT has been rapidly integrating into our modern existence, seeking to increase our 
daily practices by connecting numerous smart devices, technologies, and applications. Its goal is 
to usher in a scope of full automation in our environment. Despite significant research already 
conducted on the IoT, there remains a vast frontier yet to be investigated. The increasing 
attention from industries and governments has ignited extensive research efforts, returning 
numerous successful projects. Safeguarding IoT devices while ensuring they meet resource 
constraints is a serious and challenging task. Including many block ciphers available, selecting 
the absolute ones for specific applications presents a significant design challenge. This paper 
offers a detailed examination and evaluation of various lightweight block ciphers, considering 
discrete design principles. Certain attributes of IoT, such as the broader architecture, security, 
and privacy concerns, have garnered significant spotlight, while factors like the availability, 
reliability, and performance of smart devices require further investigation.
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Table 4. Comparative Analysis of Recent Lightweight Block Ciphers [23] 

  Block Cipher Features       Performance Metrics 

Proposed Structure 
Key 
size  

Block 
size 

Rounds Cipher Merit Demerit Targeted Attacks 
Power 
Consumption 

Throughput 

ACT (2020) 
[55] 

SPN 80 64 31 Block 
Lightweight, 
Efficient 

Susceptible to 
Linear 
Cryptanalysis 

Differential 
Cryptanalysis 

Moderate High 

ILEA [56] SPN 128 64 12 Block 
Simple Design, Low 
Resource 
Consumption 

Vulnerable to 
Differential 
Cryptanalysis 

Algebraic Attacks Low Moderate 

Improved 
Simeck [57] 

FN 64/128 32/64 32/44 Block Improved Security 
Limited Key 
Length 

Algebraic 
Cryptanalysis 

Low High 

LRBC (2020) 
[52] 

HYBRID 16 16 24 Block 
Resilient to Side-
Channel Attacks 

May not Scale Well 
with Larger Key 
Sizes 

Power Analysis 
Attacks 

Moderate Moderate 

LWE (2020) 
[58] 

HYBRID 64 64 3 Block 
Security Based on 
Hard Mathematical 
Problem 

Computationally 
Intensive Key 
Generation 

Lattice-Based Attacks High Low 

TED (2020) 
[59] 

FN 128 64 26 Block 
Lightweight, Low 
Overhead 

Vulnerable to 
Differential 
Cryptanalysis 

Statistical Attacks Low High 

T-Twine (2020) 
[60] 

GFN 80/128 64 36 Block 
High-Security 
Margin 

Limited Analysis in 
Practice 

Differential 
Cryptanalysis 

Moderate Moderate 

UPRIGHT 
(2020) [61] 

GFN 80 32 22 Block 
Robustness Against 
Side-Channel 
Attacks 

Limited 
Cryptanalysis 
Efforts 

Power Analysis 
Attacks 

Moderate Moderate 

3D-
RECTANGLE 
[62] 

SPN 128 64 25 Block 
Efficient in 
Hardware 
Implementations 

Vulnerable to 
Linear 
Cryptanalysis 

Differential 
Cryptanalysis 

High Moderate 

LBC-IOT [63] FN 80 32 32 Block 
Designed for IoT 
Devices 

Vulnerable to 
Known Attacks 

Side-Channel Attacks Low High 
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LAO-3D [64] SPN 128 64 20 Block 
Lightweight, Low 
Resource 
Consumption 

Limited Analysis 
Efforts 

Differential 
Cryptanalysis 

Moderate High 

SHADOW [49] GFN 64/128 32/64 16/32 Block 
High-Security 
Margin 

Limited 
Cryptanalysis 
Efforts 

Algebraic 
Cryptanalysis 

High Low 

IVLBC [65] SPN 80/128 64 29 Block 
Efficient 
Implementation 

Limited Analysis 
Efforts 

Side-Channel Attacks Moderate High 

SPECK-R [46] FN 80 64 
30 or 
min 

Block 
High Performance 
in Resource-
Constrained Devices 

Reduced Security 
Margin 

Differential 
Cryptanalysis 

High High 

PRESENT-256 
[66] 

SP 128 64 64 Block 
Strong Security 
Guarantees 

Increased 
Computational 
Complexity 

Differential 
Cryptanalysis 

High Low 

SCENERY [67] FN 80 64 28 Block 
Lightweight, Low 
Resource 
Consumption 

Vulnerable to 
Differential 
Cryptanalysis 

Statistical Attacks Low Moderate 

SLIM [68] FN 80 32 21 Block 
Efficient for Low-
Resource 
Environments 

Vulnerable to 
Known Attacks 

Differential 
Cryptanalysis 

Low High 

IIOTBC [69] SPN 128 64 10 Block 
Optimized for IoT 
environments 

Limited security 
analysis 

Brute Force, Side-
Channel Attacks 

Low  Moderate 
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