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NOISIAIQ

The ever-growing number of belongings of internet (IoT) devices in civilization creates a
reliable, accessible, and safe infrastructure for processing the calculated data. One-point failures
result from the prevalent IoT version's use of an imperative cloud server approach. Because
Blockchain uses a distributed community, IoT is integrated with Blockchain generation to avoid
this. Consequently, this study has developed a fully autonomous and self-regulating learning
system that can accurately operate channel time/spectral characteristics to communicate multi-
user statistics. The future system is distinct in that it uses community metrics as its primary basis
to recognize and adjust to increasing community density. Following the extraction of those
capabilities, the projected protocol efficiently selects the appropriate channel for incoming
nodes based on its interval features, recognizes and allocates the idle spectrum of nearby
channels, and provides the optimal and appropriate channel utilization through an article called
multilevel Gaussian radial and a multilayer non-linear assist vector machine (SVM) type model.
The value consumption rate of the secure network and its functionalities is calculated in order
to assess the performance of the proposed system. Future and conventional systems are
compared. Associated to the prior model, the accuracy of the current model is 95.6%.
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Introduction.

Due to the vast number of nodes in the Internet of Things (IoT) network, security and
privacy are major concerns. Although blockchain-based techniques provide decentralized
security and privacy, they come with a high overhead that makes them unsuitable for the majority
of IoT devices that are limited and reserved [1]. The Internet of Things is a real-time application
for high data rates, and blockchain technology is a real-time data storage solution. Data can be
moved from the communication node in the IoT network to the system efficiently using block
chain technology, the newest technology that every IoT node discovers and adapts for better
communication [2].

Applications pertaining to travel, communication, monitoring, and the identification of
medical data have all been implemented on wireless networks made possible by the Internet of
Things (IoT) (WSN). An Internet of Things structure is made up of web-enabled smart
machines that send and act upon the data they gather from their surroundings using stationary
processors, measurement tools, and transmission gear [3] [4]. IoT networks are made up of more
than only sensor nodes that, even with their highest power consumption, can identify nearby
ecosystems and handle data that is processed and stored in memory-based storage devices.
Transferring effective data from source to destination is one of the primary responsibilities [5]
[6].

A base station is situated in the center of each hexagonal cell that makes up the region
of a cellular radio system. Every mobile operator needs a channel in order to interconnect with
the cell's base station. In this study, a channel is defined as a general communication resource.
In a frequency division multiple access band, time division multiple access time slot, or code
division multiple access code, it may also be a radio channel [7]. At the proper distance (D), the
same channel can be utilized concurrently in several cells. The amount of shared channel
interference that is tolerated to permit dependable communications determines the minimum
distance (reuse distance) between cells where the same channel can be used [8]. In the internet
of things, there are numerous procedures to regulate the access to crucial interfaces [9].

Channel allocation and common admission control issues for PR overlaid cognitive
radio networks. We take into account the maximum cumulative latency limits of secondary users
and examine a network with few primary and inferior operators [10] [11].

A primary linkage and a secondary network are the two networks that make up a
cognitive radio network (CRN). The core statement linkage, which includes the source radio
station and its listeners, is the owner of the licensed band. The secondary communication
network's unused spectrum is filled by the number one network. Included are clients and the
radio source base station [12] [13].

user

Figure 1. Cognitive Radio Network [14]

Jan 2025 | Vol 07 | Issue 01 Page | 45



OPEN () ACCESS

International Journal of Innovations in Science & Technology

As seen in Figure 1, we are developing an intellectual wireless linkage with many prime
and secondary operators. Each of the M main users on the network occupies a distinct frequency
channel and uses it in an unpredictable manner. Delay times and sporadic secondary users join
the network. We presume that the ON/OFF Markovian pattern in the image is applicable to
the availability of all channels. When the channel is designated as "ON," it indicates that the
principal user is not communicating, and when it is in the "OFF" state, it is busy [15] [16].

The human body is not interrupted by this system's automatic operation. However,
people manage it by configuring the system; when they wish to access the data, they modify the
system configuration and do so. More than just sensor nodes that can sense their surrounding
ecosystem, albeit with limited strength, are part of the Internet of Things network (network).
These nodes also manage data by processing and storing it in devices that store it, such as
memory [17]. Transporting the effective data from its source to its destination is one of the
primary responsibilities. The majority of scientists have worked to optimize the data
transmission rate of WSNs by using energy to power wireless sensor nodes.

An idea has been put out to enable the effective transfer of data without any inter-
transmission delays. Furthermore, a number of methods have been put forth to use multichannel
techniques to transmit data efficiently for this purpose. For efficient channel utilization,
additional fusion channel division techniques are planned that run continuous network-based
time and frequency data slots [18] [19].

Efficient applications of Dijkstra's shortest path algorithm are examined. The basic heap
is a novel data structure that has been suggested for use in this technique. The margin time for
Dijkstra's O (m + n log C) algorithm is given by a simple stack-level in a mesh with n vertices,
m edges, and non-negative integer arc expenditures confined by C [20]. The optimal time for
Dijkstra's method is O (m + n log n) if arc costs are real integers and the stack implementation
just uses binary comparisons. In actuality, sorting n numbers can be easily reduced to a single
Dijkstra algorithm implementation. When all arc costs are medium integers, the question of
whether the O (m + nlog n) commitment can be beaten emerges. In this study, we investigate
this question. We now consider all spring costs to be integers + C [21].

This process can be used to implement the stack in Dijkstra's algorithm with a time
constraint of O (log log C) for each stack operation or O (m log log C) overall. For every positive
constant t, the stack requires O (n + C) of space; however, with trial and error, this can be
reduced to O (n + C'), or even O(n) if the dynamic or universal hash is perfect. They use a hash.
By consuming hash, the algorithm becomes dependent on predicted time rather than worst-case
and random rather than deterministic [22].

Any transaction that uses blockchain technology is more effective than one that doesn't.
The friction, time, and expense of communication are decreased because a third party is not
required for transactions from one location to another. Transactions using blockchain
technology are always rapid and secure [23]. The block chain's encryption helps preserve the
record and enables the transaction to be verifiably validated. In 2008, Satoshi Nakamoto
published a white paper proposing the blockchain idea. The fundamental technology of the
bitcoin cryptocurrency includes the delivery of your miles. Bitcoin is another name for the
original blockchain software. Digital currency money transactions are being conducted via the
blockchain era, which does away with the necessity for a central authority [24] [25].

Nodes in a block-chain network are directly connected to one another in a peer-to-peer
(P2P) method. Centralization is no longer a concept thanks to consensus processes. The
network holds elections once all nodes have come to an agreement. Another name for the
distributed ledger age is blockchain. The ledger, which contains a record of every network
transaction, is transmitted to every node [26].

Jan 2025 | Vol 07 | Issue 01 Page | 46



International Journal of Innovations in Science & Technology

(Genesis Block) Block 2 Block 3 Blockn
Header _ Header L Header | Header
Hash of Previous | ./ Hash of Previous “~a Hash of Previous 'Y ./ Hashof Previous
Block Bleck Block " ® - Block

Merkle | [ Meride Merkle [ Meride |
Root | Root Ro Root |
—— e - — X —
Transactions Tramactions Transactions Transactions
Transaction 1 Transaction 1 Transaction 1 Transaction 1
Transaction 2 Transaction 2 Transaction 2 Transaction 2
Transaction n Transaction n Transactionn Transaction n
|

Figure 2. Basic model of blockchain [27]

Figure 2 illustrates the basic block chain model, which aims to be a fully decentralized
system in which no individual or organization controls which transactions are added to the chain.
Data can be transferred via channels that use extremely secure protocols. Since the block chain
stores node data, anyone wishing to access it must first obtain that node's permission [28].

Blockchain apps are frequently made with a specific function or goal in mind.
Cryptocurrencies, smart contracts (software installed on a blockchain and managed by
computers running that blockchain), and company-to-company distributed ledger systems are a
few examples of functionality. Blockchain technology has always been developing continuously,
and the landscape is continually shifting with the release of new platforms [29]. Unauthorized
and unauthorized are the two broad top-level classifications established for blockchain
methodologies. It is possible for anyone to read and write to a blockchain network without
authorization. Authorized blockchains enable more precise control and limit participation to
particular people or organizations. A firm can choose which blockchain technologies could be
best for it by understanding the distinctions between the two groups [30].

The majority of blockchain networks share fundamental ideas, even if there are many
different types of blockchain networks and new blockchain-related technologies are developing
quickly. A distributed ledger composed of blocks is called a blockchain. Every block has block
data from a block header that includes a collection of transactions, other relevant data, and block
metadata. With the exception of the blockchain's first block, every block header has a
cryptographic connection to the block header before it. Every transaction has a record of what
transpired, one or more blockchain users, and a digital signature from the sender. Existing, tried-
and-true ideas are combined into a particular solution via blockchain technology. This paper
examines the foundations of these technologies' operation as well as the variations across block
chain methodologies [31] [32].

A deep-space cellular network that is separated into smaller units called tiny cells. The
base station displays the cell image with a hexagon of the entire object that is appropriate for a
directional antenna's rays. The cellular base station requests a channel allocation for every mobile
station. Additionally, use channel allocation for consumers to assign a base station and a mobile
station. The primary runners approve of the art stipend, which aims to lessen the likelihood of
call blocking. For a particular channel distribution channel (CAF), DCA, and HCA, there are
three allocation techniques. The way these techniques are applied depends on the channels [33].

The creation of a novel cryptocurrency-based compensation scheme for Internet of
Things devices is the main goal of this study. Promoting the best possible communication
channel selection in IoT networks is the primary goal. Blockchain technology is used in this
study to provide safe and open device-to-device transactions [34]. The suggested model seeks
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to ensure strong security measures while increasing the effectiveness and cost-effectiveness of
IoT networks. The performance will be thoroughly assessed in terms of energy efficiency,
communication latency, channel selection accuracy point, and overall system security.
Research Methodology.

An IOT system device's dependability verification involves confirming that the terminus
device possesses the characteristics—such as location and purposes—that are requested in the
investigation centre and that all data sent and received is not safe from linkage intrusions. There
are two main reasons why traditional security and privacy techniques based on asymmetric or
irregular encryption are difficult to apply in an Internet of Things environment.

. Since encryption relies on a central key-based management system, a decentralized
solution is more suited to keep up with the rapidly advancing IOT technology.

. Price is a major consideration in all IOT design aspects because the current generation
market is consumer-intensive. Decentralized technique is the greatest choice for pricing that
satisfies current market trends while also offering the highest level of security.

Experimental Research.

To assess the system's scalability, a phased approach is employed. Initial testing is
conducted with a small-scale network consisting of 50 to validate core functionality and establish
baseline performance. The system is then progressively scaled up by gradually increasing the
number of nodes. Performance is evaluated at key scalability milestones, such as 50 nodes. The
maximum achievable node count is determined while maintaining acceptable performance
levels, including latency, throughput, energy consumption, and resource utilization. Scalability is
assessed based on these key performance indicators (KPIs). The collected data is analyzed to
identify performance bottlenecks and evaluate the system's ability to scale effectively. Regression
analysis is used to model the relationship between system performance and the number of nodes.
The results are presented graphically to visualize the scalability trends.

A maximum of 50 sensor nodes are positioning at random throughout designated
deployment regions. Choose a top node and turn it into a centralized node that examines every
other node in the system. Each node has a hash that is linked to the node after it in the previous
hash, as well as registration blocks. An appropriate starting point for a proof-of-concept system
is 50 nodes. Before moving on to more extensive deployments, it enables researchers to test the
fundamental ideas of the suggested model cryptocurrency compensation, blockchain
integration, and channel selection in a controlled setting. The creation of a scalable system is
probably the aim of this study. Future research should therefore examine how the suggested
approach might be expanded to support more nodes while preserving security and efficiency.
Within a minute, the experiment's outcome is calculated. These tests are conducted on a
computer with two 1.8 GHz CPUs and 2GB of RAM.

Every system node is given a unique hash, which serves as an identifier. Every node's
hash is somehow linked to the hash of the node after it in the chain. This link creates a chain of
nodes in which the hash of one node in the sequence provides information about the hash of
another node. As a result, it provides an effective system for monitoring nodes and their
legitimacy.

Usually 50 nodes, the system is first evaluated with a small number of nodes. This stage
makes sure that the system's fundamental features are operating as intended with a limited
number of users and flowchart of network for evaluating performance is also shown in Figure
3. To create a baseline for comparison in subsequent stages, key performance indicators (KPIs)
such as latency, throughput, energy consumption, and resource utilization are assessed. To
replicate a growing system, the network's node count is grown gradually. This makes it possible
to see how the system's performance varies with increasing scale.
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Figure 4 illustrates the outcome, which is an increase in the number of radio container

multicast channel groups. Each ACC characteristic's transaction value and execution price are
displayed in parent Figure 4. The transaction value and execution price for each ACC
characteristic are shown in Figure 4. Because ACC controls the device's overall access
management, it has more characteristic calls compared to the other two smart contracts.
However, the smart settlement's basic skills are used to calculate the amount of gasoline used.
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Person registration, generating authorization degrees for the organization, and statistics to gain
access to function are among the many tasks that ACC is capable of performing.

Figure 4 illustrates a system that most likely functions in an Internet of Things setting,
highlighting the significance of two essential elements. the Smart Settlement component and the
Access Control component (ACC). The ACC, which is in charge of controlling device access,
makes a lot of "characteristic calls," which suggests that it actively participates in many access
control choices, such as encryption, authorization, and authentication [5]. An increasing number
of radio container multicast channel groups, which indicates an increasing number of linked
devices and communication channels within the network, is probably the cause of this increased
activity. The Smart Settlement component, on the other hand, is mainly concerned with
monitoring resource use, including data usage, processing resources, and network bandwidth,
and computing related expenses, maybe using a "gasoline" analogy to illustrate resoutrce
allocation.

Compared to the other two smart contracts, the Access Control Contract makes a lot
more typical calls because it is in charge of controlling all device access within the system.
According to analysis, the ACC processed three times as many times characteristic calls on
average as the Settlement Contract and five times as many as the Data Management Contract.
This is due to the fact that the ACC is a comprehensive role that oversees access permissions,
device authorizations, and system security in general. The capabilities' transaction and execution
costs are listed below.

EEEm Execution gas
g0000 | ™= Transaction gas
60000 +

@
m
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2
S 40000 A
20000 4
o

Data Access
User Register

Permissioned User

ACC Functions
Figure 5. Smart Contract function

Additionally, Figure 5 shows the throughput evaluation of it was found that when
associated to random, greedy, and particle swarm optimization (PSO) based protocols, the
suggested protocol outperforms the others in providing a high records rate in a dense IoT
community. For instance, over the suggested multiresolution channels, the average recording
rate is approximately 38.55 Mbps compared to 50 IoT devices. The channel blocking probability,
which illustrates the local channel blocking choices under the suggested protocol, has a
significant impact on the transmission fee. Additionally, parent eight contrasts the proposed
protocol that blocks off chance with PSO-based, random, min-max fair, and greedy protocols.
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The relative effectiveness of several channel allocation techniques in an Internet of
Things network is shown in Figure 6. The y-axis shows the mean throughput attained in Mbps,
and the x-axis shows the total number of IoT devices. Notably, the proposed multi-resolution
channel allocation method consistently outperforms the benchmark algorithms (Random,
Greedy, and PSO) across changing IoT device densities. In denser network situations, where the
suggested method maintains a noticeably higher mean throughput, this superiority is more
noticeable. These results highlight how well the suggested solution works to maximize channel
usage and guarantee effective data transfer in Internet of Things networks.
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Figure 7. Mean Blocking Probability with Different Number of Channels

The average blocking probability for different channel allocation algorithms is plotted
against the number of accessible channels in the graph in Figure 7. It compares the performance
of the proposed method versus existing approaches like Random, MMF, Greedy, and PSO.
According to the findings, the suggested method continuously shows a lower average blocking
probability for a range of channel numbers. This suggests that the IoT network will use its
resources more efficiently and be less likely to experience channel congestion. The blocking
probability drops for all techniques as the number of channels rises, but the suggested strategy
keeps a higher performance margin, proving that it is an efficient way to manage channel
resources.
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Figure 8. Comparison of proposed protocol with state-of-the-art ML based spectrum
occupancy detection using 192-fold cross validation

The classification accuracy of several methods over 30 iterations is depicted in the graph
in Figure 8. The y-axis shows the categorization accuracy, and the x-axis shows the number of
iterations. The suggested approach performs better than the others, retaining a high classification
accuracy over the course of the iterations. On the other hand, the accuracy levels of other
techniques including NBC, SVM, DT, Trained HMM, and HMM fluctuate, and some of them
show indications of overfitting or underfitting. These outcomes demonstrate how well the
suggested algorithm works to produce consistent and dependable categorization results through
interactions.
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Figure 9. Contrasts the proposed protocol
The link between the number of IoT nodes and the corresponding record count for
various system configurations is depicted in the graph in Figure 9. The entire amount of records
produced in a complete blockchain system is indicated by the "full BC" line. The "manager
centre improvement" and "BCS improvement" lines demonstrate how the suggested
optimization strategies reduced the number of records.
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The graph shows that the record count rises in tandem with the number of IoT nodes,
while the optimized systems' growth rate is noticeably slower than the complete blockchain's.
This suggests that by lowering storage overhead and increasing efficiency, the suggested
enhancements successfully address the scalability issues related to blockchain-based IoT
systems.

Performance Evaluation.

Numerous studies that demonstrate the effectiveness of IOT nodes are included in my

study technique. These nodes' performance is influenced by a few factors.

o FP is the number of forged node probabilities.
o These trees' degree is K.
o The quantity of samples for the forged node T solution.
. Numerous nodes are chosen at random, and the average path is calculated.
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Figure 10. Experiment result of IOT Path

The gradation of the tree determines the node pair's average path length. The potential
of forged nodes was used to assess the probability of a forged node appearing on the path.
Therefore, the probability of forging is determined by these two facts. We randomly select one
million node pairs and rerun the scenario with ten million IoT entity nodes for every limitation
grouping. The arithmetic results are displayed in Figure 10.

Results.

Table 1 demonstrates how the parameters of the current and suggested structures are
evaluated in the system design. Data exchange between peers or clients of the community,
referred to as circumstance and thing, is carried out on this gadget. The work involved a person
who firmly desired the statistics provided. Using issues, the item incorporates facilities that may
be required. Offerings include reports, programs, information, and more. Additionally, three
active contracts oversee data sharing and grant subjects and objects control access.

IoT devices, smart contracts, a fraud assessment method, and consent information access are
the components of the gadget. The different ways that RC and ACC discuss additives.
Additionally, workflow indicates how the anticipated device version would function generally.

Two smart contracts are used in the suggested network to regulate bearer sharing and
registrations amongst network users. ACC, RC, and JC are examples of smart contracts. While
ACC controls public access to operate the equipment, RC registers users (topics and things) to
the unit. Additionally, it generates a record table to hold client data. The registration desk also
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provides authorization and verification for customers. Additionally, JC determines how the
themes behave. It investigates whether abuse has occurred using the problem. It is deemed bad
behaviour to send too many requests or to cancel requests that have been issued.

JC assists in administering the severe punishment after the transgression has occurred.
As a result, the behaviour of the query determines its trustworthiness. The approval steps are
examined to make sure the issue is not malfunctioning. The broadcast request is then forwarded
by the ACC to the appropriate object in order to obtain the designated provider.
By registering the IoT device nodes in the system, RC completes the node registration. A node's
information is saved in the register as indicated in table 1 if it sends the system's initial request
to another node.

. Subject. The request's sending node.
o Object. The node hosting the demand in question and housing the necessary services.
. Service. The information or service that the subject has requested.
. Time. The moment when a request was made.
Table 1. Registration Nodes for Proposed System
Subject | object | Data/Service Time
Node 1 | Node A File-1 05/06/2024 11.13
Node 2 | Node B Program 1 05/07/2024 11.13
Node 3 | Node C File-x 05/08/2024 11.13
Table 2. Statistical Results for Proposed system
Comparison Test Statistic | P-Value
Throughput (Overall) <0.001
Proposed vs. Random
(Throughput) <0.001
Proposed vs. Greedy
(Throughput) F=12.56 <0.001
Proposed vs. PSO
(Throughput) 0.012
Proposed vs. Min-Max Fair
(Throughput) <0.001
Blocking Probability
(Overall) <0.001
Proposed vs. Random
(Blocking Probability) 0.005
Proposed vs. Greedy F=8.72
(Blocking Probability) ' <0.001
Proposed vs. PSO (Blocking
Probability) 0.021
Proposed vs. Min-Max
(Blocking Probability) <0.001

In Table 2 the Proposed, Random, Greedy, PSO, and Min-Max Fair procedures differed
significantly in throughput and blocking likelihood, according to statistical research. Throughput
(F-statistic. 12.56, p < 0.001) and blocking probability (F-statistic. 8.72, p < 0.001) showed
significant differences, according to a one-way ANOVA. In comparison to Random, Greedy,
and Min-Max Fair, the Proposed protocol greatly reduced blocking probability and beat all other
protocols in terms of throughput, as shown by post-hoc Tukey's HSD tests. Although
statistically significant, the difference in blocking probability between the PSO protocol and the
proposed approach might be less significant. These results offer compelling proof that, in a
dense IoT environment, the suggested approach offers notable performance gains.
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Conclusion.

Channel characteristics were automatically discovered using the proposed design's fully
automatic channel recognition and allocation process. Adhere to the channel allocation process
for effective data transfer at high speeds. Additionally, the suggested method makes use of multi-
resolution channels and provides us with good wireless network channel localization for time
and frequency features. The suggested process is an automatic network that offers the user the
ability to send data automatically from the source to the destination. In order to view the
bandwidth and time allocation, it automatically chooses the channel. To improve transmission
speed, move some of the data to another channel if there is more data on one.

Even if the suggested approach has certain aids, there are still a number of facts that
need to be secure. For instance, an attack on the MS would not be able to confirm the legitimacy
of every node beneath it, which would impede total decentralization. The entire network is still
at risk from the 51 percent of the computation problem, which has not yet been adequately
addressed. For the purpose of efficiently transmitting data to applications that require it, a
Wireless Sensor Network integrated using the Internet of Things (IOTs) has been proposed.
Build the channel using the time spectral technique and use the channel swapping when
necessary to increase the channel's throughput. In multi-channel sensor networks, the protocols
for measuring channel excellence and adaptive channel distribution have been implemented.

In this scenario, a single individual or group gains control of most of the network's
processing capacity, giving it the ability to alter transactions, reverse payments, and even bring
the network to a complete halt. Due to issues including the concentration of mining power in
sizable pools, the unequal distribution of nodes, and possible regulatory intervention, blockchain
technology appears to fall short of achieving complete decentralization. These restrictions may
affect the efficacy, security, and stability of blockchain-based applications, particularly those used
in Internet of Things settings.

With a high data rate of up to 43 Mbps, the anticipated technique is incredibly robust.
The telemedicine and medical sectors, where remote work need extremely quick data transfer,
adopt this network design. The diagnostic report and patient history are sent across this network
between the hospital and the distant laboratory. Additionally, the suggested process can be used
to the defence sector to facilitate rapid data transfer between the Army and the high command.
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