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 gas leak in a home can be very dangerous and cause accidents or illness if it is not 
found soon enough. Many existing gas detection systems cannot avoid false alarms 
and delays, which means better, real-time systems are needed. A system that uses an 

ESP32 microcontroller, two sensors (MQ6 for high sensitivity and NDIR for confirmation), 
and detects gas leaks using the Internet of Things (IoT) is presented in this paper. The 
methodology of the system includes simulating sensor readings, code within the 
microcontroller, and MQTT cloud messages at gas concentrations running from 0 to 10,500 
ppm. The simulation adds both sensor noise and delays from the network to reflect real life, 
as alarms are sounded only after both sensors agree. Tests showed the system stays true to 
zero false alarms and has detection rates above 95% up to 100% when gases reach over 
5500ppm. Furthermore, MQTT provides consistently low communication latency of 26 to 32 
milliseconds, which helps make responding to emergencies nearly real-time. The research 
introduces a new IoT approach that manages accuracy, dependability, and speed for residential 
gas safety, validated through detailed simulation experiments. 
Keywords: Gas Leak Detection, IoT, MQ6 Sensor, NDIR Sensor, ESP32 Microcontroller, 
Simulation. 
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Introduction: 
The swift advancement of smart home systems and IoT devices has revolutionized the 

way residential safety is managed, making it more convenient and reliable than ever before. 
One of the biggest risks in homes is gas leakage, which can lead to dangerous explosions or 
serious health problems if not detected quickly. This current study presents an intelligent IoT-
enabled gas leak detection system designed to promptly detect gas emissions and automatically 
initiate safety protocols to safeguard both individuals and property. 

Identifying and addressing environmental hazards in residential and workplace settings 
is crucial for preventing accidents and saving lives.  Gas leaks pose a significant threat due to 
their potential to endanger both human health and the surrounding environment. [1]. Natural 
gas is widely used in urban kitchens, whereas LPG is more prevalent in rural homes. Despite 
their differences, both gases are extremely flammable, and leaks have led to catastrophic fires 
and explosions across the globe.  Studies show that, in certain regions, LPG leaks have 
accounted for a notable portion of fire incidents, with kitchen-related gas accidents increasing 
significantly over recent years. [2][3] To improve safety, wireless sensor networks (WSNs) have 
become valuable tools for real-time gas leak detection. Technologies like ZigBee have been 
tested successfully in factories and industrial environments, where sensor data combined with 
network quality indicators help monitor conditions reliably. [4][5] 

In this work, we presented an IoT gas leak detection system designed to enhance 
residential safety. It uses an MQ6 sensor to detect the presence and amount of natural gas and 
LPG in indoor air. The sensor data is processed by an ESP32 microcontroller and sent to 
Google Cloud IoT for near real-time monitoring and anomaly detection.  

By utilizing the MQTT protocol along with its Quality of Service (QoS) settings, the 
system guarantees the timely and dependable delivery of alerts whenever gas concentrations 
reach hazardous levels. When a leak is detected, the system automatically activates alarms, 
exhaust fans, opens windows for ventilation, and shuts off gas valves to prevent further 
leakage. This solution combines secure data transmission with cloud-based control, offering a 
stable, responsive, and effective safety system. Altogether, it provides early detection, accurate 
alerts, and fast action, making it well-suited for modern smart homes. 
Objectives: 
The primary objectives of this study were to: 

• Design a smart residential gas leakage detection system using IoT technologies 

• Implement a dual-sensor architecture (MQ6 for primary detection and NDIR for 
verification) to enhance detection accuracy 

• Minimize false alarms through sensor cross-validation 

• Automate safety actions (alarms, exhaust fans, window ventilation, gas valve shutoff) 
to quickly mitigate risks 

• Enable real-time monitoring and alerts through the MQTT protocol and Google 
Cloud IoT integration 

Novelty of the Study: 
This work presents the following novel contributions: 
Dual-sensor verification: A combination of MQ6 and NDIR sensors to reduce false 
positives, unlike most single-sensor systems 
Cloud-based low-latency architecture: Integrates ESP32 and MQTT with Google Cloud 
IoT for scalable, real-time response 
Automated, multi-tier safety response: Simultaneously triggers alarms, ventilation, and 
valve shutoff only when both sensors detect a leak 
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Simulation-driven evaluation: A comprehensive simulation model validated system 
behavior under realistic conditions, achieving zero false alarms below 5000 ppm and 95–100% 
detection above threshold 
Optimized data transmission: Efficient communication with only 5.4 KB/hour bandwidth 
and under 500 ms system latency 
Related Work: 

A smart kitchen system for detecting LPG leakage using the Internet of Things (IoT) 
incorporates several key components: an MQ6 gas sensor for detecting LPG, a solenoid valve 
for controlling gas flow, and an STM32F411CEU6 microcontroller.  The microcontroller is 
configured with a shutdown mechanism enabled by an MMBT3904 NPN transistor. Together, 
these components form an integrated IoT-based solution for identifying and responding to 
gas leaks in kitchen environments. In any explosion, a special smartphone app allows 
monitoring and controlling of 5V power. [6] 

[7] designed a system using a mobile app and Firebase for gas leak monitoring with a 
customizable detection threshold. With the recent addition of the MQ5 gas sensor, the system 
now supports integration with other sensors and is designed to operate within an event-driven 
architecture for more responsive and scalable performance. These unified boards feature a 
Wemos D1 Mini board equipped with an ESPA266 Wi-Fi module to embrace IoT. The 
control element assumes MQTT communication between a phone application and a cloud 
server. And technology was utilised for the logical alert by the triggered actuators and alerting 
to a gas leak from a distance. [7] 

Applying a gas sensor to measure the level of the gas and use the Internet of Things 
(IoT) to transmit the level of the gas to Ubidots. In some cases, the system continuously 
monitors gas levels within a home or industrial facility, compares them against predefined 
safety thresholds, and logs the data to the Ubidots dashboard.   

Additionally, integrated with social media platforms on smartphones, the system 
ensures that the owner receives instant alert notifications in the event of a gas leak [8] 

A LoRa client and a LoRa gateway are included in the recommended system. An 
RFM69HW LoRa module, Arduino Uno, and a few sensing devices that are located in the 
kitchen. A LoRa Gateway used a Wi-Fi network as transmission media to connect to a cloud 
server. During the gas leak, the buzzer was triggered, and the liquid crystal display (LCD) 
simultaneously activated to signal the warning. The GPS sensor then ascertained where the 
affected area was, and the LoRa client stored the data collected from the measuring 
instruments to Ubidot’s IOT platform, where the police station received the data. Then, at 
home, the main power circuit was isolated and the exhaust fan was activated. [9]. 

The objective of this paper is to raise awareness about the importance of monitoring 
and reducing the gas weight in containers. This is achieved through an IoT-assisted gas 
booking and ordering system, which integrates a load cell with a microcontroller to 
continuously measure and track the gas weight in real time.  To ease the task, RF, TX, and RX 
modules have been included. An MQ2 gas sensor and an LM35 temperature sensor will help 
it monitor the surrounding environment [10]. 
Materials and Methods: 

The proposed gas leakage detection system primarily prevents accidents associated 
with LPG and natural gas leakage in homes. It employed MQ6 and Infrared sensors for the 
detection of gases, and an ESP32 microcontroller analyzed the data in real time. The overall 
hardware arrangement is illustrated in Figure 1. The system operated with the MQTT 
communication protocol and sent data to the Google Cloud IoT for analysis. In the event of 
a leak, it gave out an alarm, turned on the exhaust fans, and, together with the aid of a 
ventilation system, opened the windows. To increase safety further, it turned off the gas valves 
to stop the leakage at its source. The system’s reliable detection, combined with automation 
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safety measures and cloud monitoring, made it effective and viable in enhancing residents’ 
safety. 

 
Figure 1. Hardware block diagram of the proposed IoT gas leak detection system. 

MQ6GasSensor: Among the various gas sensors available, the MQ6 sensor was selected due 
to its high sensitivity to LPG, methane, and butane gases.  It works from 200 ppm up to 10,000 
ppm, allowing even small leaks to be detected early and thus minimizing safety hazards. Thus, 
wide detection capability guarantees the provision of early alerts before the concentrations of 
particular gases pose risks. Figures 2 and 3 show the MQ6 gas sensor, highlighting its design 
and detection capability. 

 
Figure 2. MQ6 gas sensor  

 
Figure 3. Structure of MQ6 

gas sensor  
To achieve high accuracy in system performance, the sensor was calibrated and tested 

using standardized LPG concentration levels. Calibration was done to set a standard of 
reference and develop a calibration curve linking the sensor’s signal to the gas concentration. 
This step helped reduce unnecessary alarms and improve the reliability of the system. The 
calibration process established a sensitivity threshold of 5000 ppm, ensuring that alarms were 
only triggered during substantial gas leaks, as this value is considered the safety standard for 
residential environments. Figure 4 presents the labeled components of the MQ gas sensor 
module. This approach ensures that the system triggers alarms only during significant leaks, 
while maintaining both accuracy and operational efficiency. 

The MQ6 sensor calculates gas concentration based on its analog voltage output, 
which varies with the gas concentration in parts per million (ppm). The relationship follows 
the formula: 

Concentration (ppm) = 𝑎 × 𝑉𝑜𝑢𝑡
𝑏  

Where: 

𝑉𝑜𝑢𝑡 is the analog voltage output of the MQ6 sensor, 

𝑎 and 𝑏 are constants determined from the sensor’s calibration curve, based on empirical data 
with known gas concentrations. 
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Figure 4. MQ gas sensor module with labeled components. 

This formula converts the analog readings into precise gas concentration levels, 
enabling the microcontroller to determine if the safety threshold has been breached and trigger 
the necessary alerts. 
NDIR (Non-Dispersive Infrared): To enhance the system's reliability, the MQ6 sensor was 
supplemented with an Infrared (IR) sensor. The NDIR sensor is shown in Figure 5. The IR 
sensor operates by detecting changes in infrared absorption levels caused by gas mixtures like 
LPG or methane. This is a multi-sensor method for the purpose of having a backup on what 
the MQ6 sensor detects as a gas leak to reduce false alarms. 

  
Figure 5. NDIR gas sensor photograph. 

To test the response of the NDIR (Non-Dispersive Infrared) sensor, the system was 
tried on normal atmosphere as well as when exposed to special gases to measure its sensitivity 
and accuracy. The output was subsequently analyzed to assess whether it consistently reflected 
accurate concentrations of the target gases. The NDIR sensor works as the second layer of 
verification, hence increasing the reliability of the system, in that it is uncommon to miss a 
leak or produce false alarms. 
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Figure 6. Functional diagram of the NDIR working principle. 

The NDIR sensor measures the extent to which particular infrared wavelengths are 
absorbed by gases such as methane, propane, and butane. Table 1 summarizes the target gases 
and their detection wavelengths. These gases’ absorption bands are emitted from an IR light 
source, and the sample has to go through a chamber wherein it comes across the light. Optical 
filters select individual bands; they are typically 1653 nm for methane, and 3400 to 3500 nm 
for LPG. The detector specifically measures the remnant light, and if it decreases at these 
particular wavelengths, then the concentration of the gas is determined. The functional 
working principle of the NDIR sensor is explained in Figure 6. 

The outcomes of signal processing and calibration demonstrate that the sensor can 
accurately quantify gas concentrations and reliably detect the presence of LPG or natural gas 
with minimal error. 

Table 1. Gas Detection Requirements and Wavelengths for Various Gases 

Gas Primary Sources/Uses Detection Need Detection Wavelength (nm) 

Methane 

(CH₄) 

Main component of 
natural gas 

Used in natural gas 
detection 

1653 

Propane 

(C₃H₈) 

Main component of 
LPG 

Required for LPG 
leak detection 

3400-3500 

Butane 

(C₄H₁₀) 

Component of LPG Required for LPG 
leak detection 

3400-3500 

For LPG detection, which primarily involves propane and butane, sensors typically 
target the infrared wavelength range of 3400–3500 nm. In contrast, methane detection requires 
sensors that are tuned to the 1653 nm infrared wavelength.  We employed a dual-layer 
detection approach using both the MQ6 and NDIR sensors, which significantly enhanced the 
system’s efficiency and accuracy. During calibration, the following formula helps determine 
the sensitivity and accuracy of the MQ6 sensor in detecting specific gases: 

𝑆 =  
∆𝑉

∆𝐶
 

Where: 

𝑆 is the sensitivity of the sensor, 

∆𝑉 is the change in voltage output, 

∆𝐶 is the change in gas concentration. 
The calibration curve is obtained from the response of the sensor at different known 

concentrations of the gas in the form of V_out. This curve assists in defining a threshold 
concentration level associated with a particular sensor output that leads to the safety measures. 
Data Processing: 

In this gas detection system, the ESP32 microcontroller is used to handle the sensor 
data and to control the safety action to be taken in case of a gas leakage. The sensor module’s 
connection to the ESP32 microcontroller is illustrated in Figure 7. The ESP32 microcontroller 
receives analog and digital sensor signals, processing them according to the threshold and 
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verification logic described earlier to trigger safety actions reliably. When the gas concentration 
goes higher than this value, the system provides signals for safety actions and controls possible 
dangers quickly and effectively. 

 
Figure 7. Interfacing the MQ6 sensor module with the ESP32 microcontroller 

Workflow: 
Continuous Sensor Monitoring: 

The ESP32 microcontroller constantly reads the MQ6 sensor's analog output, which 
provides the gas concentration in ppm, along with the digital signal from the IR sensor that 
confirms the presence of gas. 
Threshold Check: 

The system compares the MQ6 sensor reading 𝑅𝑀𝑄6 against the predefined threshold 

T=5000 ppm. It also checks whether the IR sensor has detected gas. The conditions are 
expressed as: 

𝐼𝐹 (𝑅𝑀𝑄6 > 𝑇) 𝐴𝑁𝐷 (𝑁𝐷𝐼𝑅 𝑑𝑒𝑡𝑒𝑐𝑡 𝑔𝑎𝑠) 

Upon detecting both conditions (i.e., MQ6 > 5000 ppm and gas detected by the NDIR 
sensor), the system triggered the necessary safety measures. Safety Actions: 

If both conditions were met (i.e. 𝑅𝑚𝑄6 > 5000 and the NDIR sensor detected gas, 

then the system-initiated safety measures. These measures included activating an alarm to alert 
occupants to evacuate the area, turning on an exhaust fan to disperse the leaked gas and reduce 
its concentration, and opening windows through automated window controls to increase 
ventilation. Additionally, a gas valve shutoff mechanism was triggered to cut off the gas supply 
and prevent further leakage.  

This dual-sensor verification process ensures high reliability by reducing false alarms. 
The workflow of the gas leakage detection process is summarized in Figure 8. Safety actions 
are triggered only when both sensors detect gas, providing a robust response to potential gas 
leaks. 
Communication Protocols and Data Transmission: 

Successful implementation of the MQTT protocol is essential for enabling efficient 
communication between the ESP32 microcontroller and an affordable cloud platform. MQTT 
was chosen for its simplicity and because the messages in IoT solutions have to be delivered 
with high efficiency. Figure 9 illustrates the sequence of MQTT-based data communication. 
While the hardware cannot be directly configured, the MQTT protocol supports two key 
Quality of Service (QoS) levels. QoS 1 ensures that messages are delivered at least once, while 
QoS 2 guarantees that each message is delivered exactly once, avoiding any duplication. 
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Figure 8. Workflow diagram of the dual-sensor verification system 

The ESP32 microcontroller acquires the data from the sensors. Analog-to-digital 
conversion of the MQ6 gas sensor signal was done by the ESP32’s ADC (Analog to Digital 
Converter), which changed the analog signal from the sensor into a digital format for further 
analysis. In this aspect, the microcontroller transmitted this processed data through Wi-Fi to 
Google Cloud IoT. This system was created with a bandwidth rate of only 5.4 KB per hour, 
and a high level of reliability was observed despite the variation in the networks. 
The data transmission rate was determined by the frequency of sensor readings and the bit 
size of each reading, as shown in Table 2 (Detailed Overview of Communication Protocols 
and Data Transmission). 

𝐷𝑎𝑡𝑎 𝑅𝑎𝑡𝑒 =  
𝐵𝑖𝑡𝑠 𝑝𝑒𝑟 𝑅𝑒𝑎𝑑𝑖𝑛𝑔 × 𝑅𝑒𝑎𝑑𝑖𝑛𝑔 𝑝𝑒𝑟 𝑠𝑒𝑐𝑜𝑛𝑑

8
 𝐾𝐵/𝑠 

For example, if each sensor reading is 12 bits (from the ESP32's ADC) and readings 
occur once per second, the data rate is calculated as: 

𝐷𝑎𝑡𝑎 𝑅𝑎𝑡𝑒 =  
12𝑏𝑖𝑡𝑠  𝑟𝑒𝑎𝑑𝑖𝑛𝑔⁄ × 1 𝑟𝑒𝑎𝑑𝑖𝑛𝑔 𝑠⁄

8
= 1.5 𝐾𝐵 ∕ 𝑠 

This ensures the data transmission rate is optimized for efficient and timely uploads 
to Google Cloud IoT without overwhelming the network bandwidth. 

Table 2. Detailed Overview of Communication Protocols and Data Transmission 

Aspect Details 

Communication Protocol MQTT 

MQTT QoS Levels QoS 1: Ensures message delivery at least once 

 QoS 2: Guarantees message delivery exactly once 

Data Transmission Method Wi-Fi 

Average Data Rate 1.5 KB per second (based on sensor readings every 
second, with 12-bit data) 

Sensor Data Frequency 1 reading per second 

Data Handling Data sent to Google Cloud IoT for analysis and 
storage. 

Network Efficiency Optimized for low bandwidth usage, ensuring 
efficient cloud communication 

The system was designed with a low latency to ensure timely detection and response 
in real-time applications. The total latency from sensor detection to cloud notification was 
kept below 500 milliseconds, which was essential for quick safety responses. The latency was 
broken down into several components: 
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Sensor Processing: 1-2 milliseconds, for the time taken by the MQ6 and IR sensors to detect 
gas levels. 
Microcontroller Processing: 1 millisecond, for the ESP32 to process the sensor data and 
execute the necessary logic. 
Wi-Fi Transmission: 50-200 milliseconds, for the data to be transmitted from the ESP32 to 
the cloud over Wi-Fi. 
Cloud Processing: 100-200 milliseconds, for the cloud platform (e.g., Google Cloud IoT) to 
receive, store, and analyze the data. 

Table 3. Overview of Latency Components in the System 

Components time 

Sensor Processing 1-2 ms 

Microcontroller Processing 1 ms 

Wi-Fi Transmission 50-200 ms 

Cloud Processing 100-200 ms 

Total System Latency < 500 ms 

The total system latency is calculated by summing these individual times: 

Total Latency Sensor Processing Time Microcontroller Processing 
+  WiFi Transmission Time +  Cloud Processing Time 

Calculation of Total System Latency: 
The total system latency is calculated by summing the individual times involved in each 

step of the process. Table 3 provides an overview of latency components across the system. 
These include the sensor processing time, microcontroller processing time, Wi-Fi transmission 
time, and cloud processing time. This ensures that the overall latency remains under 500 
milliseconds, enabling the system to notify users and trigger safety actions quickly, such as 
activating alarms or shutting off gas valves. 

 
Figure 9. Data communication sequence using the MQTT protocol 

In our system, the OSI model is a gross structure that guarantees integration of the 
gas sensors and passing information to the cloud station. The MQ6 and NDIR sensors at the 
Physical Layer record analog data, and the analog data is converted to digital format by the 
ESP32 microcontroller at the Physical Layer for further manipulation. The ESP32 uses 
protocols such as the IEEE 802.11 at the Data Link Layer to enhance the connection to the 
local Wi-Fi and sustain an error-free flow of data to the network router. The internet works at 
the network layer to transmit this data to the Google Cloud IoT platform by directing data 
packets towards their destinations using IP addresses from the ESP32. 

The Transport Layer utilizes the TCP protocol, enhanced by MQTT’s Quality of 
Service (QoS) features, to ensure reliable and lossless data transmission—an essential 
requirement for maintaining accuracy in gas detection. The ESP32 at the Session Layer has a 
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connection kept alive with Google Cloud IoT’s MQTT broker, allowing for constant data 
transfer. For this reason, the Presentation Layer employs SSL/TLS in an endeavor to boost 
security by preventing the access of data during transit. Finally, at the Application Layer, 
MQTT appends gas concentration data with relevant application-level information to comply 
with the requirements of Google Cloud IoT. This enables the cloud platform to analyze the 
data, trigger alarms, and activate safety features such as sirens and mobile notifications.  

 
Figure 10. OSI model layers applied in the proposed gas detection system. 

Such design principles observed in this implementation follow the OSI model 
standards to facilitate safe and fast data transmission from sensors to the cloud. The layered 
OSI model as applied to the system is presented in Figure 10. It allows real-time surveillance 
and man-on-crime detection, thereby using MQTT and cloud interfaces to make safety 
measures for eradicating danger caused by gas leaks successfully. 
Cloud Integration and Analysis: Google Cloud IoT is involved in the gas detection system 
since it helps store and monitor data in real-time, besides offering prompt safety solutions, 
and trend investigation required in the future. The ESP32 microcontroller is used to transmit 
the sensor data to the cloud, where the data is stored and can be accessed by various devices 
through control commands. The system produces about 172.8 kilobytes of data daily, and 
about 5.8 megabytes per month. This reveals the capacity of the cloud as an optimal storage 
tool as data demands increase steadily. With the help of Google Cloud tools for data analysis, 
the system is capable of tracing such patterns over time in the data from the sensors and 
detecting such issues as potential problems. This predictive approach enables the identification 
of approaches that could lead to faults, thus improving the reliability and responsiveness of 
the safety setup. 

 
Figure 11. Google Cloud IoT in Gas detection. 

Information transfer to Google Cloud IoT is protected through encryption to avoid 
privacy invasion of the information being transferred. Also, the measures to authenticate the 
users regulate admission to the system to only authorized users; it protects live data and archive 
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data. Such security measures protect the content and prevent unauthorized access to critical 
information. Appropriate data management coupled with sophisticated security measures 
makes Google Cloud IoT a strong platform to process operational data, but also secure, 
effective, analyze, and provide automated safety measures. 
Automated Safety Responses:  

If the gas level in the detectors increases to a danger level that the system recognizes, 
it starts various safety measures in order to minimize danger. These automated responses are 
shown in Figure 12. The first response is to switch on a local alarm to sound a bell to notify 
occupants of the leakage, so that they are aware of the hazard and can take the right action. 
Simultaneously, the system switches on the exhaust fan in order to expel the gas, and thus 
minimize its quantity in the air and the possibility of explosion as well as toxic contact. 

For added control, the system opens windows to increase fresh air circulation and 
reduce the risk of suffocation due to dangerous gases. Furthermore, through this indicator, 
the solenoid gas valve is activated to close the gas supply, so that no more leakage is produced 
at its source. The result is often the prevention of further aggravation of the situation and the 
reduction of emissions of CO2 and other gases into the atmosphere. 

In addition to the safety and convenience, users receive notifications in real-time 
through the MQTT protocol. Such notifications make users aware of the status of the gas 
leakage even when they are out of the house and offer them options to either alert somebody 
they left behind or track the condition through their mobile gadgets. Combined, these 
automated answers do prevent risk and improve the safety of the residential environment. 

 
Figure 12. Automated safety responses triggered by gas detection 

System Overview: The proposed residential gas leakage detection system integrates 
two complementary sensors—the MQ6 sensor, which detects LPG, methane, and butane 
gases within a broad concentration range (200 ppm to 10,000 ppm), and the NDIR sensor, 
which confirms gas presence via infrared absorption characteristics. This dual-sensor setup 
enhances detection accuracy while reducing false alarms. An overview of the integrated system 
is provided in Figure 13. 

The ESP32 microcontroller monitors the dual-sensor system, applying the detection 
and verification strategy summarized in the Materials and Methods, to initiate safety responses. 
These include audible alarms, exhaust fan operation, window ventilation, and gas valve 
shutdown to prevent further leakage. 

Sensor data and system alerts are transmitted to the Google Cloud IoT platform using 
the MQTT protocol. This cloud integration enables real-time monitoring, secure data storage, 
and remote user notifications through mobile applications. The system’s design emphasizes 
low-latency communication, reliability, and scalable deployment suitable for smart home 
environments. 
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Figure 13. System Overview (Schematic overview of the integrated gas detection system, 

including sensors, ESP32, and cloud connectivity.) 
Simulation setup:  

Due to the challenges and safety concerns associated with physical testing of gas 
leakage detection systems, simulation was employed to evaluate the performance of the 
proposed dual-sensor detection and IoT communication architecture. The simulation models 
the behavior of both MQ6 and NDIR sensors under varying gas concentrations from 0 to 
10,500 ppm in increments of 500 ppm. 
For each concentration, multiple trials incorporating sensor noise and communication 
variability were conducted to estimate detection accuracy, false alarm rate, and message 
latency. The microcontroller logic was simulated to trigger alarms only when both sensors 
confirm hazardous gas levels above the calibrated threshold of 5000 ppm. 
Additionally, MQTT protocol communication to the cloud platform was modeled with 
realistic transmission latency and message success probability to reflect near real-time alerting 
performance. 
Results and Discussion:  

This section comprehensively presents and discusses the simulation results for the 
IoT-based gas leakage detection system. The evaluation focused on detection accuracy, 
communication latency, false alarm rates, sensor voltage response, and MQTT latency 
distribution across varying gas concentrations. Below is the detailed output from the 
simulation representing the detection rate, MQTT latency, and false alarm rate at various gas 
concentrations: 
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This detailed printout supports the graphical and statistical results. It reinforces key 

findings: Zero detection and zero false alarms below 5000 ppm, validating the threshold 
configuration. Gradual rise in detection accuracy at 5000 ppm, indicating correct system 
sensitivity. Stable MQTT latency values within 26–33 ms post-threshold, confirming efficient 
real-time communication. Consistent 0% false alarm rate across all trials, verifying the 
reliability of dual-sensor logic. 

Furthermore, the detailed results reveal significant patterns in system behavior. 
Notably, all detection rates were 0% below the 5000ppm threshold, highlighting the precise 
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tuning of the MQ6 sensor voltage and NDIR confirmation logic. At exactly 5000 ppm, the 
detection rate jumped to 55%, indicating a realistic transitional sensitivity zone where 
environmental noise or borderline readings cause partial detections. This is a desirable 
behavior in real-world systems, ensuring that warnings are not prematurely triggered. 

From 5500 ppm onward, the system maintained near-perfect detection (95–100%), a 
strong indicator of high reliability in genuine hazardous scenarios. Equally important, the 
MQTT latency remained between 26 and 33 milliseconds across all triggered alarms, proving 
the network efficiency and the ability of the ESP32 and MQTT protocol to handle urgent 
message transmission. The false alarm rate holding at 0% throughout the entire simulation, 
despite the presence of Gaussian noise in the MQ6 analog readings, confirms the robustness 
of the dual-sensor validation approach. 

Altogether, these quantitative results offer a strong foundation for claiming that the 
proposed IoT-based detection system provides accurate, timely, and dependable safety 
intervention. These outcomes closely match the theoretical expectations described in the 
system design section, affirming the simulation’s success in replicating intended performance. 
Detection Accuracy: 

The detection accuracy, illustrated in Figure 14 (Detection Rate vs. Gas 
Concentration), remained stable at 0% for all gas concentrations below the threshold of 5000 
ppm. At the critical concentration threshold (5000 ppm), the detection accuracy sharply 
increased to 55%, showcasing the system’s defined sensitivity threshold. At gas concentrations 
above 5500 ppm, the detection accuracy ranged between 95% and 100%. These results align 
closely with the research goal to develop a highly reliable detection system capable of 
identifying hazardous gas levels accurately and promptly. 

The dual-sensor system (MQ6 and NDIR sensors) clearly succeeded in validating each 
other's readings, significantly enhancing accuracy. This approach effectively minimized the risk 
of missed detections and ensured reliable performance under varying gas concentrations. 

 
Figure 14. Detection Rate vs. Gas Concentration. 

MQTT Communication Latency: 
Figure 15 (Average MQTT Message Latency vs. Gas Concentration) demonstrates 

consistent and low MQTT latency, critical for timely emergency response. The system 
recorded near-zero latency below the threshold as no transmissions were triggered. At 
concentrations above 5000 ppm, MQTT latency consistently ranged between 26 ms and 33 
ms. 
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Figure 15. Average MQTT Message Latency vs. Gas Concentration. 

This low-latency performance is critical in ensuring prompt alerts and immediate 
activation of automated safety responses in emergencies. The MQTT protocol efficiently 
maintains real-time communication, underscoring its suitability for critical IoT applications 
such as gas leak detection systems. 
False Alarm Rate: 

As depicted in Figure 16 (False Alarm Rate vs. Gas Concentration), the false alarm 
rate remained consistently at 0% across all gas concentrations tested, affirming the system's 
robustness against false positives. The dual-sensor logic effectively prevented any unnecessary 
alarms, enhancing user confidence and operational reliability. 

 
Figure 16. False Alarm Rate vs. Gas Concentration 

The absence of false alarms at sub-threshold concentrations confirms the system's 
efficiency in accurately distinguishing non-hazardous scenarios from genuine risks, greatly 
improving practicality and user trust. 
MQ6 Sensor Voltage Response: 

Figure 17 (MQ6 Sensor Voltage vs. Gas Concentration) illustrates a clear linear 
relationship between sensor voltage output and gas concentration, indicating accurate and 
predictable sensor behavior. The realistic simulation of sensor noise further validates the 
practicality of sensor deployment in real-life scenarios. 

The predictable voltage behavior enables precise calibration and reliable threshold 
detection, essential for accurate and consistent system operation. This sensor response 
significantly contributes to the overall reliability and effectiveness of the proposed IoT 
detection framework. 
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Figure 17. MQ6 Sensor Voltage vs. Gas Concentration. 

MQTT Latency Distribution: 
Figure 18 (Histogram of MQTT Message Latencies) presents the latency distribution 

of MQTT messages, indicating a uniform spread between 10 ms and 50 ms. The absence of 
significant latency outliers illustrates stable network performance, essential for critical real-
time applications. 

Such stable and predictable communication performance ensures rapid response 
capabilities, vital for effective hazard management in residential environments. The reliable 
communication demonstrated here highlights MQTT's advantages for real-time safety 
applications. 

 
Figure 18. Histogram of MQTT Message Latencies 

Practical Implications and Reliability: 
The integrated analysis of these simulation results demonstrates significant 

advancements over traditional gas detection methods. The key strengths include: 
Robust Detection Accuracy: Consistently high accuracy at critical gas levels ensures reliable 
hazard detection. 
Zero False Alarms: Exceptional reliability and minimal risk of false alarms substantially 
improve user trust. 
Low Communication Latency: Ensures swift emergency response, greatly enhancing the 
system's practicality. 
Predictable Sensor Behavior: Accurate sensor responses ensure dependable operation and 
straightforward calibration. 

The results collectively indicate a highly effective IoT solution for residential gas safety, 
outperforming traditional single-sensor systems and previous IoT-based research efforts. This 
robust, scalable, and accurate solution demonstrates significant potential for deployment in 
residential smart safety systems. 
Future Recommendations: 

While these simulation results are highly promising, future work should include 
physical prototype testing and real-world deployment to further validate simulation accuracy. 
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Additional studies focusing on user interface integration, cloud data analytics, and system 
scalability would further enhance system capabilities and confirm its real-world effectiveness. 

In conclusion, the simulation results strongly validate the proposed IoT-based dual-
sensor gas detection system's practicality, reliability, and accuracy, demonstrating its suitability 
for modern smart home safety applications. 
Discussion: 

The proposed IoT-enabled gas leakage detection system demonstrated superior 
performance compared to existing studies. For example, Keshamoni and Hemanth (2017) 
implemented a single MQ2 sensor-based solution with basic threshold triggering, which lacked 
dual-sensor verification and thus could be more prone to false alarms. In contrast, this study’s 
dual MQ6 and NDIR sensor cross-validation achieved zero false alarms below the threshold 
of 5000 ppm. Similarly, Soh et al. (2019) presented an IoT system with Ubidots for gas alerts 
but reported higher notification latency than our MQTT-based system, which consistently 
maintained 26–32 ms message delivery. Tombeng (2017) relied on SMS notification, which is 
significantly slower than the low-latency cloud architecture proposed here. Overall, the dual-
sensor system with MQTT and Google Cloud IoT integration provides improved detection 
accuracy, faster response times, and more robust safety measures compared to the previous 
studies. 
Conclusion: 

This paper presents an IoT-enabled dual-sensor gas leakage detection system designed 
to enhance residential safety. By combining the high sensitivity of the MQ6 sensor with the 
confirmatory accuracy of the NDIR sensor and leveraging the ESP32 microcontroller for real-
time processing, the system effectively detects hazardous gas leaks while minimizing false 
alarms. Simulation experiments validate the system’s performance, demonstrating near-perfect 
detection rates above the 5000ppm threshold and zero false alarms below it. Additionally, the 
MQTT communication protocol provides low-latency, reliable cloud-based alerts, enabling 
prompt safety actions. The integrated approach of sensor fusion and IoT cloud connectivity 
offers a practical, responsive, and scalable solution for modern smart homes. Future work will 
focus on physical prototyping and real-world field testing to further verify and refine system 
performance. 
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