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NOISIAI

Wireless Body Area Networks (WBANs). WBANSs are essential networks for fitness

diagnostics, observation, and flexible actuators, which rely on data gathered from
numerous wireless sensors installed in or above the human body. Due to the Ad hoc nature
of WBAN:Ss, there are security concerns, which can affect the confidentiality, authenticity, and
integrity of data. Security and privacy play a critical role in ensuring secure communication by
helping networks prevent unauthorized access and avoid fraudulent activities. Despite its
significance, no survey has been conducted in WBANs in terms of computation and
communication overheads, Man in the Middle attack (MIMA), Denial of Service (DoS), and
Spoofing attacks. This paper helps the new researcher in WBANSs security to better understand
the area and the need for designing new schemes that focus on the aforementioned
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Introduction:

Wireless Sensor Networks (WSNs) have undergone a significant transformation
through the integration of wireless communications, microelectronics, distributed processing
systems, ad hoc networks, sensor applications, and implantable technologies. WSNs consist
of multiple distributed sensors that are designed to monitor and record environmental
conditions, with the collected data subsequently transmitted to a base station [1]. Wireless
Sensor Networks (WSNs) have been applied in various fields, including healthcare monitoring.
The significance of medical observing has increased due to its capability of providing real-time
data and communication. The use of WSNs in healthcare is known as Wireless Body Area
Networks (WBANs). WBANSs represent a specialized category of sensor networks that
leverage the Internet to connect patients with healthcare providers, facilitating the
transmission of critical health information [2]. WBANSs are essential networks for fitness
diagnostics, observation, and flexible actuators, which rely on data gathered from numerous
wireless sensors installed in or above the human body. There are numerous returns of WBAN,
such as locality independent checking, no disruption to patients’ movement, timely detection
and stoppage of diseases, and distant patient assistance, amongst others. Therefore, it is highly
suitable for continuous monitoring, enabling accurate analysis and providing on-time response
to health professionals [3].

In [4], the authors highlighted that WBANSs are a key application of the Internet of
Things (IoT), aimed at enhancing the quality of patient care. The IoT market is projected to
exceed 19 trillion USD in the coming years [5]. Therefore, it is expected that by 2025, more
than 100 billion IoT devices will be functioning worldwide, with an estimated monetary value
of more than $11 trillion USD [6]. Among the most influential wireless sensor tools for
healthcare, WBANs allow healthcare system users to access real-time statistics for critical uses
like inaccessible health observing, sports, home-based patient care, substitute comeback, and
timely disturbance revealing [7][8][9][10]. Nonetheless, the absence of robust information
protection mechanisms in such a networking model renders sensitive medical data vulnerable
to illegitimate access by malicious actors. This puts the security and privacy of users' data at
risk, with potential adverse effects proceeding patients. Such as, if a patient experiences a heart
attack, wireless sensors installed in or above their body can detect the event. Therefore, within
a public network, it is vital to ensure user and data protection to enable doctors to initiate
treatment quickly [11][12].

Ensuring the security of WBANSs requires a strong protective framework.
Authentication and confidentiality are two primary concerns that need attention, typically
addressed through the use of encryption and digital signatures [13]. When both encryption
and signing are necessary simultaneously, the sign-then-encrypt method is commonly
employed. However, due to the severe restrictions linked with low-end WBANSs detecting
procedures, such as inadequate committed energy and CPU competencies, complicated
cryptographic procedures are not feasible. To address this challenge, an integrated approach
called signcryption is employed [14]. Additionally, signcryption is more suitable for resource-
constrained scenarios like WBANSs than using signatures based on encryption, primarily due
to its lower cost.

Considering the entire WBAN environment, data communication can be organized
into multiple layers. It is important to note that as a person moves, the positions of the sensors
attached to their body may also change. Therefore, WBANSs are inherently dynamic. According
to the WBAN standards [15][16][17], communication is generally classified into three levels:
Tier-1 of WBANSs refers to Intra-BAN Communications, which can be either wired or
wireless. The authors in [18] proposed a communication scheme in which only the sink and
sensors are connected, focusing on intra-BAN communication [19]. The communication
range of this tier is approximately two meters in and around the body. For instance, the sensors
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are placed in the link range; this tier is crucial. Therefore, the mode of communication is
narrow in range. The communication technologies, which are ZigBee and Bluetooth, are used
in this layer [20]{21]. The sensors monitor physiological parameters and transmit the data to a
sink located at the boundary of Tier-1. The sink then processes this information and forwards
it to the next level, Tier-2 [17][22][23]. In addition to facilitating inter-network connectivity,
Tier-2 is responsible for routing data between the access points and the corresponding sinks
in Tier-1. The communication range of this tier is usually up to a few hundred meters, which
is significantly larger than Tier-1. However, due to the limited communication range, access
points must be strategically positioned to ensure reliable data transfer between Tier-1 and Tier-
3. Access points can be connected to the Internet, enabling remote access to the data collected
by WBANSs and allowing for the monitoring and management of patients' health from a
distance. Tier-3 connects WBANs to the Internet or other wide area networks, enabling
healthcare providers to remotely access and manage patient data. This layer ensures global
connectivity, supporting continuous monitoring of patient health. The communication
technologies employed in this layer are typically based on the Internet Protocol (IP), such as
Wi-Fi, WiMAX, and cellular networks. This layer provides a wide range of services, including
telemedicine, remote patient monitoring, and emergency response services, among others. It
allows healthcare providers to remotely access patient data and provides patients with the
ability to communicate with healthcare professionals regardless of their location [23]. The
database in Tier-3 is a critical component in WBAN:Ss as it stores the patient's profile, medical
history, and other relevant information. Medical professionals can access the database to
remotely monitor and assess a patient's health status. When the patient's condition
deteriorates, the system can generate an alert or notification to the concerned healthcare
providers to take immediate action based on the patient's medical history and real-time data
collected from the WBAN sensors. This approach can potentially save lives by enabling timely
medical intervention and treatment [17][24]. In practice, the sink in Tier-1 can connect to an
Access Point (AP) via 4G, 5G, or 6G, which forms part of Tier-2's communication
technologies. This setup enables a more direct connection to the Internet or other networks
for data transmission and retrieval, eliminating the need to rely on Tier-2's inter-BAN
communications. However, this approach demands higher power and may not be suitable for
all WBAN applications. It is common in the first-tier communication to have 2 BANs
depicted, through the body nodes and fixed nodes range all over the body, as shown in Figure

1. The nodes can either be directly connected to the center or by the relay nodes.
Level 3 Level 2 Level 1

Doctor
Processes/Gateway
Sensor

Communication

Patient / Human Body

Smartphone

00 —| Computer/Laptop

Server

Figure 1. WBAN level of communication
Table 1 shows a comparative summary for Tier 1, Tier 2, and Tier 3 with respect to
communication types, range, technology, and purpose.
Table 1. WBAN Communication Tiers

Tier Communication Type Range Technologies Purpose
Tier-1 Intra-body Up to 2| ZigBee, - Monitors physiological
(Intra-BAN) | communication meters  (in | Bluetooth, signals (e.g., heart rate,
(wired or wireless) | and around | UWB temperature)
between sensors and | the body) - Transmits data from
sink body sensors to the sink
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- Narrow, energy-efficient
communication
Tier-2 Communication Up to a|WiFi, LTE, |- Aggregates data from
(Inter-BAN | between sinks and | hundred 4G/5G/6G, Tier-1 sinks
/  Personal | access points meters ZigBee - Routes data to Tier-3
Network) gateway, (Internet/cloud)
Bluetooth - Enables remote access
to WBAN data
Tier-3 WBAN:-to-Internet Beyond  a | Internet - Provides global
(Beyond or WAN | hundred Protocol  (IP) | connectivity
BAN / Wide | communication meters  to | based: Wi-Fi, | - Supports telemedicine,
Area global WiMAX, emergency response, and
Network) connectivity | 4G/5G/6G, remote monitoting.
Satellite, Cloud | Stores medical history,
services profiles, and real-time
health data

As reported in [23], WBANSs are being applied across diverse domains, including
healthcare, entertainment, defense, and sports. As noted in [25], WBANSs play a crucial role in
healthcare by facilitating the transmission of patient information during emergencies, thereby
contributing to the preservation of life. According to [26], WBANSs involve the placement of
the sensors on the human body, which persistently observe in real time the patient's health.
Slightly anomalous fluctuations in the patients’ healthiness, for example, low heart rate, high
temperature, or supplementary indications, are communicated to the physician through the
internet, enabling quick and timely intervention. In [27], the authors categorize WBAN
applications into two types: implantable sensors and wearable sensors. An implantable sensor,
which is surgically placed inside the human body and not intended for removal, is used for
continuous patient monitoring. On the other hand, a wearable sensor is utilized when patients
need to be monitored and can be removed at any time. The wearable sensor node is designed
to detect patient movements and unusual positions. For example, wearable devices like
personal digital assistants can help monitor various health parameters, including blood glucose,
body temperature, SpO2, heart function, and blood pressure [28].

Figure 2 illustrates the diverse range of applications that are being developed using
WBANS, comprising remote healthcare, local aided active, and worker-centric uses, such as
smart households and gaming. While human activity recognition has gained considerable
attention in recent years, WBANSs are increasingly being applied in healthcare, particularly for
remote monitoring, early diagnosis, and the management of chronic diseases in eldercare.
Ambient assisted living applications can also help older adults maintain their independence in
their daily routines. Moreover, WBANs are also useful in the entertainment industry as they
facilitate data streaming operations.

Furthermore, WBANs have applications in tracking an athlete's training regime and
physical health in various sports such as swimming, hammer throwing, volleyball, football,
cricket, and related events. By analyzing the sensory data collected, customized metrics can be
developed to improve performance while also maintaining user comfort [29]. Wearable
sensors can detect body movements in water sports such as swimming and water volleyball,
and are capable of adapting communication mediums between water and air. These
applications require water-resistant sensor enclosures and intelligent Media Access Control
(MAC) protocols that can dynamically switch communication mediums as needed.
Additionally, in military settings, WBANSs play a crucial role in enabling medical personnel to
monitor the health of soldiers and locate them in emergencies.
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Figure 2. WBAN Applications

WBANS are anticipated to be employed in the future for emergency response and
disaster relief situations, for instance, flood and fire rescues [30]. Once body sensors are
utilized in disaster relief operations, ache signals are directed, which can be selected by rescue
apparatus or transmitted via nearby BANs [31]. Consequently, WBAN applications have
acquired a significant new aspect that demands communication capabilities not only within
the same Body Area Network (BAN) but also across different BANs in a heterogeneous
environment. A wide range of sensors, such as temperature and multimedia sensors, are used
in combination with GPS for these applications, with the volume of transmitted data varying
depending on the sensor type employed. The ability of flood rescue sensors to send statistics
through both air and water forces the use of intelligent MAC procedures.

Sensors are utilized in all of these applications either on, in, or around the human body,
and they gather data on the uset's behavior. Consequently, the close integration of humans
with the system raises concerns about its overall security and reliability. Maintaining the
integrity of data is a crucial prerequisite for WBANSs' uses, for the reason that inaccurate
statistics regarding one's body vitals could lead to improper treatment and potentially deadly
outcomes. Moreover, safeguarding the confidentiality of user data is critical, as these
applications may expose sensitive details about daily activities and behavior, potentially
affecting an individual’s social well-being. Even a small piece of evidence or fabrication
regarding a participant's qualification could harm their reputation. Therefore, it is imperative
to continuously enhance the security of WBAN applications to ensure the accuracy and long-
term sustainability of the observing applications they are intended for. As more events become
integrated with such applications, it becomes increasingly important to establish rigorous
security requirements. In recent years, there has been growing interest in authentication
research within the field of WBAN security. To strengthen WBAN security, several
comprehensive surveys and analyses of state-of-the-art authentication methods have been
presented in the literature. Though both security and privacy are vital components of WBANs
safety, and regrettably, nobody in the current reviews examines security and privacy solutions
critically.

Obijectives of this research:

This paper provides readers with a summary of WBANSs technology, security needs,

and architecture, aiming to give them a fundamental comprehension of the research field.

This study comprehensively reviews the security and privacy methods suggested to
safeguard the infrastructure of WBAN:S.

Apart from providing a comprehensive analysis of the current security schemes for
securing WBANs in terms of security and privacy, this survey also includes comprehensive
explanations of the threats that aim to exploit these techniques.

An investigation of interrelated studies has been conducted to establish the novelty of
the proposed review in terms of computational and communication overheads, Man in the
Middle (MIM), DoS, and Spoofing attacks.

Home
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This study presents the future research opportunities and the issues in the subject
domain, providing potential avenues for further investigation and exploration.

The remainder of this paper is distributed into different sections, which are the following:
Related security and privacy Survey Presented for WBANs:

The primary objective of this review study is to offer a summation of the most recent
research papers on security and privacy, and future developments in the security of WBAN:S.
Relevant information on the research topic is scattered across numerous previously published
papers. To gather these resources, widely used online databases such as IEEE Xplore,
Springer, and ScienceDirect were consulted. As a second step, a guided search was conducted
in the relevant area. Furthermore, efforts were made to review all security and privacy studies
in the field of WBANSs. In [32], researchers stressed the primary security necessities and
concerns related to Denial of Service (DoS) attacks in WBANSs. The authors also provided a
comprehensive overview of key security features and identified prevalent attacks on WBANs
across different layers. Lastly, they conducted an in-depth evaluation of the prevailing security
protocols.

In 2011, the researchers in [33] conducted a study to examine potential attacks on
resource-constrained WBANs and analyzed communication protocols, cryptographic
techniques, and key management methods relevant to WBAN security and privacy. The
researchers also examined the flaws of existing solutions and identified potential research areas
in WBANS security that could be explored in the future.

In [34], the authors provided an acute investigation of possible authentication methods
for WBANSs. The discussion and reviews were guided by the IEEE 802.15.6 standard. In [35],
the researchers investigated major security and privacy issues as well as potential attacks in
WBANSs. The authors also highlighted an unresolved Quality of Service (QoS) issue in
WBANS, which may give rise to significant security challenges. Lastly, the novelists outlined
forthcoming research guidelines that could be explored in the field of WBANS.

The researchers in [360] provided an overview of the current state of security aspects
in existing WBANSs. In addition, the researchers highlighted several significant security
challenges. In [37], the authors gave an overview of WBANs and allied experiments with a
specific emphasis on safety issues. They discussed WBANSs' security attacks, WBANSs' security
requirements, and vulnerability assessments.

In [34], the authors proposed a taxonomy of attacks in WBANSs, categorized as
physical, link, network, transport, and application layer attacks. The authors also examined
existing weaknesses and potential security issues and further provided recommendations for
enhancing WBAN security. In [38], the researchers presented a comprehensive overview of
existing security and privacy mechanisms in WBANSs is presented. In addition, the authors
highlighted the potential security threats and challenges that WBANSs face. Finally, the authors
suggest possible future research directions in this field.

The authors of [39] conducted a survey of WBANS' security protocols and techniques,
including authentication, confidentiality, integrity, and availability. The authors also examine
existing security and privacy challenges and propose potential solutions. Lastly, the writers
suggest possible future research directions in this field.

In [38], the authors also examined potential attacks and defenses, as well as future
research areas that can be pursued in the domain of WBAN security. The authors of [39]
examined the security of healthcare information systems, including WBANS, discussing
various security challenges and potential attacks, along with existing solutions and future
research directions. Lastly, the writers provide a comparative analysis of the present WBAN
security procedures.

In [40], a comprehensive survey of the recent advancements in security and privacy
issues of WBANS, with a focus on the authentication and key management schemes, is
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presented. The authors also discussed the emerging technologies and standards related to
WBAN:S' security and privacy. Similarly, a survey in [41] provides a comprehensive review of
WBAN:S' security requirements, attacks, and existing security protocols, as well as the gains
and restrictions of these protocols. Finally, the authors outlined potential future research
directions for enhancing WBAN security.

The study in [40] investigated the suitability of various secure communication
technologies for use within WBANSs, as well as for external communication between WBANs
and other organizations. They also highlighted the crucial security requirements that must be
met for secure transmission at both levels. Meanwhile, in [41], the authors provided an in-
depth review of key research on mobile, ubiquitous, and WBANSs, with a specific focus on the
challenges related to routing and security. However, they did not critically analyze the security
and privacy attacks.

In [42], the authors showed a broad analysis of several authentication approaches.
They evaluated the techniques based on factors such as security threats, safety features, and
additional relevant issues. Meanwhile, in [43], the researchers provided a concise summary of
WBAN security, proposing a classification to categorize entities involved in healthcare
systems. The authors identified important topics and potential research directions related to
security issues at all layers of WBANSs.

In [44], the researchers presented a comprehensive outline of the main security
necessities and potential threats in WBANSs across the various communication layers. The
authors first provided a summary of WBANSs for healthcare observing, followed by a
discussion of cryptographic explanations for solving the security and privacy concerns. In [45],
the authors focused on the security and key management of intra-BAN communication. They
analyzed existing key agreement methods, but did not consider the potential threats properly.
In [40] the researchers proposed multiple design solutions for WBANSs, accompanied by a
thorough analysis of security facilities. The main objective of the survey was to provide a
comprehensive overview of the security aspects of the entire WBAN system. Similarly, in [47],
the authors provided an overall summary of WBAN:S, their uses, and safety apprehensions
based on recent research.

The authors of [48] presented a methodical literature review of the security and privacy
concerns of E-healthcare schemes in WBANs. Meanwhile, the authors of [49] identified design
issues in WBANSs' authentication protocols. Furthermore, the authors suggested significant
research prospects for the communities in this field. In [50], the researchers investigated the
security and privacy challenges of WBANSs, proposed solutions, and described the category of
authentication methods used. Similarly, in [51], the researchers provided a summary of
WBANS and their belongings, including a classification of several authentication schemes. The
study also compared numerous verification techniques, highlichted their pros and cons,
performance assessment, and strengths against numerous security threats. Lastly, the
researchers sketched upcoming guidelines, which could be followed in the area. The authors
of [52] provided a comprehensive evaluation of the issues in WBANs concerning
communication and security. However, the authors' review of major security concerns was
found to be lacking. On the other hand, the researchers in [53] conducted a study on WBANs
that focused on significant security requirements and concerns regarding Denial of Service
attacks.

In [54], the researchers conducted a detailed analysis of the security and privacy
challenges of both WSNs and WBANs. The study examined the features, architecture,
management measures, and uses of both systems, followed by a comparative analysis. The
authors also identified exposed research challenges for future studies. In contrast, the
researchers of [55] on evaluating the routing, security, energy, and cost-cutting issues of
WBANS.
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The authors of [56] provided a comprehensive outline of the technology involved in
WBANSs with a particular emphasis on security and privacy apprehensions, proposed
solutions, research guidelines, and open problems. However, the authors' focus is solely on
authentication schemes. On the other hand, the researchers of [57] covered several security
processes and routing questions, which WBANSs encounter, as well as potential attacks on the
network and the mechanisms in place to prevent them. The researchers also examined the
security of different attack scenarios and summarized the main challenges faced by users when
creating a WBAN network, which has become a new area. This appears to be a comprehensive
and valuable study, as reviewing and evaluating existing security approaches is essential for
identifying potential weaknesses and enhancing the protection of sensitive data in healthcare
systems. Using quality assessment criteria and considering recent work can help ensure that
the identified techniques are relevant and effective. Implementing strong encryption
algorithms, such as Advanced Encryption Standard (AES) and Elliptic Curve Cryptography
(ECC), can significantly enhance data security and privacy. Equally important is the evaluation
of these security measures against diverse attack scenarios to ensure their robustness and
effectiveness. In [58], the authors presented a comprehensive review of security and
authentication schemes and solutions in WBANSs. Unlike previous surveys that addressed
these issues in a fragmented way, this study adopts a holistic perspective by examining key
aspects of security, including risks, potential attackers, and countermeasures. They provided a
detailed explanation of security techniques in WBANs along with their functionality,
technology, and building blocks. Moreover, the study discusses the applications of WBANSs,
investigation challenges, endorsements, and future guidelines. Generally, this review offers a
broader understanding of WBANS' security and authentication, and suggests potential avenues
for further exploration. Author [59] designed a good technique to address certain issues of
WBANS security, but prone to DoS, MIMA, and Spoofing attacks. The researchers [60]
designed an approach using a blockchain technique to address security issues. However, it
introduces high computation and communication costs. Similarly, author [61] designed a good
approach, but prone to MIMA and Spoofing Attacks. Author [62] introduced a good
approach, but prone to DoS and MIMA attacks.

WBANS have been a well-established topic of research for a significant period, leading
to the publication of several survey and technical papers that compile research on different
features of the domain. The investigations discussed above mainly focus on topics such as
authentication, architecture, security, and challenges. The papers under discussion contributed
to the literature by covering security requirements, applications, security methods, and the
organization of existing security structures based on cryptography and algorithms. The study
also provides an overview of recently presented techniques, a collected list of the security and
privacy properties of these schemes, and a discussion of approaches for evaluating the security
and privacy, and performance of WBANSs. The main objective of this survey is to provide a
comprehensive organization, different types of attacks, analysis, and comparison of security
and privacy methods for WBANSs, which is given in Table 2.

Taxonomy and Security Requirements:

Depending on the form of cryptographic approach used, the security and privacy
schemes for WBANSs can be broadly classified into 3 categories:

Symmetric Key Schemes: In this category, the same secret key is used for both
encryption and decryption of messages. Symmetric key algorithms are faster than asymmetric
key algorithms and require less computational overhead. Symmetric key schemes such as
CLEFIA-SC, PRESENT-SC, and HIGHT-SC have been applied in WBANSs; however, their
functionality is largely limited to ensuring confidentiality, without adequately addressing other
security needs.

August 2025 | Vol 07 | Issue 03 Page | 1888



OPEN ; ACCESS E . . . .
International Journal of Innovations in Science & Technology

Asymmetric Key Schemes: In this category, two different keys, namely the public key
and the private key, are used for encryption and decryption of messages, respectively.
Asymmetric key algorithms provide better security and key management than symmetric key
algorithms. Examples of asymmetric key schemes for WBANs include RSA-SC, ECC-SC, and
NTRU-SC. However, the computational costs of these schemes are high in general.

Hybrid schemes: These techniques combine both the symmetric key and asymmetric
key cryptographic concepts to address the security and privacy of WBANSs efficiently.
Examples of hybrid schemes include AES-SC, RSA-SC, and ECC-SC. However, there are
different types of attacks, which should be avoided.

Based on the security requirements of WBANSs, security and privacy schemes can be classified
as follows:

Confidentiality: This requirement ensures that the data transmitted over the WBANSs is
protected from unauthorized access and interception.

Integrity: This requirement ensures that the data transmitted over the WBANs is not
tampered with or altered during transmission.

Authentication: This requirement ensures that the sender and receiver of the data transmitted
over the WBANS are verified and authenticated.

Non-repudiation: This requirement ensures that the sender of the information cannot deny
that he/she sent it, and the receiver of the data cannot deny having received it.

Key Management: This requirement ensures that the secret keys used for encryption and
decryption of messages are propetly managed, distributed, and updated.

These are the main categories for the classification of security and privacy techniques for
WBAN:S based on the type of cryptography used and WBAN's security requirements.
Comparison of Security schemes and Research opportunities:

Based on the literature, Table 2 provides a comparison of the security schemes in
WBANS that give direction to the researchers to remove the shortcomings of the schemes and
develop their own schemes. In WBAN:Ss, if the computational cost of the message generation
and verification is more than 1 second, it is considered high, if more than 100ms and less than
1 second, it is considered moderate, and if less than 100ms, it is considered low [63][64].

Table 2. Comparison of the security schemes and their shortcomings

Research | Computational | Communication | Man In the Middle | DoS | Spoofing
paper cost overheads Attack Attack | Attack
[5] Low High Yes No Yes
[6] High Moderate No Yes Yes
[8] Low Low Yes Yes Yes
[9] Moderate Low Yes Yes No
[12] High High No Yes No
[14] High High Yes No Yes
[25] Moderate Moderate No Yes No
[20] Moderate Moderate Yes No Yes
[29] High Moderate Yes Yes NO
[31] High High Yes No Yes
[49] Moderate Moderate Yes No No
[59] Moderate Moderate Yes Yes Yes
[60] High High No Yes No
[61] Low Low No Yes Yes
[62] Moderate Moderate Yes Yes No
Conclusion:
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Security and privacy play a critical role in ensuring secure communication by helping
networks prevent unauthorized access and avoid fraudulent activities. Despite its significance,
no comprehensive survey has been conducted in WBANSs on security, privacy, and privacy
procedures till now. This paper fills this gap by providing a detailed analysis of various security
and privacy techniques in WBANSs. In this paper, useful information and features of these
techniques are presented in tabular form and developed diagrams to showcase their
architecture, taxonomy, and analysis in a presentable way. The survey begins by introducing
WBAN's basic information, including its architecture, applications, and requirements related
to security and privacy. This information is decisive for researchers to increase WBANSs' better
understanding and to develop efficient security and privacy techniques. This review classified
different WBANS security and privacy schemes with computational and communication
overheads, MIMA, DoS, and spoofing attacks. This research is expected to be useful for
researchers interested in this specialized area. With WBANs being one of the utmost favorable
technologies in e-health, they are poised to modernize healthcare by providing numerous
services and reducing the need for traditional hospitals. However, due to wireless
communication, WBANSs face several security risks, making secure, security and privacy a
critical issue. Efficient security and privacy solutions are necessary to prevent illegal activities
and unwanted users in the network.

Future Recommendations:

Future research in this area should focus on developing lightweight, energy-efficient
mechanisms with enhanced security and privacy features to ensure secure communication in
WBANS efficiently.
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