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oT devices are everywhere: smart doorbells, factory sensors, and even hospital pumps. Yet 
the $20 chips inside often ship with decade-old firmware and unchanged passwords. 
Attacks have tripled in three years, and DDoS floods are now routine. Legacy intrusion-

detection systems drown in millisecond burst traffic. Machine learning promises relief, but 
CIC-IoT-2023 creates significant fragmentation challenges for researchers. The dataset holds 
46 million flows across 34 attack types with a 408:1 imbalance ratio. Some classes are scarcer 
than 0.01%, and standard classifiers tend to over-predict ‘DDoS’ while ignoring the slow 
surgical threats. We address this through disciplined data preparation. First, we collapse 34 
labels into eight behaviorally coherent families. Second, we prune 46 features to 30 using 
correlation analysis and Random Forest Gini importance. Third, we benchmark seven models 
comprising five base learners and two ensembles on identical stratified splits without synthetic 
data or a GPU. The soft-voting ensemble peaks at 99.37% macro-F1 with 3.9 microseconds 
inference, achieving real-time performance on Raspberry Pi 4. LightGBM delivers 99.03% F1 
in 82 s training, trading a 0.34% decrease in accuracy for a 5× speed improvement. We release 
the 30-feature extractor, stratified splits, and training scripts for community benchmarking. 
Keywords: CIC-IoT-2023, Class Imbalance, Ensemble Learning, Feature Selection, IoT 
Security, Intrusion Detection, LightGBM, Multi-Class IDS, Raspberry Pi Deployment. 
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Introduction: 
Internet-of-Things technology has quietly woven itself into the fabric of everyday life: 

smart doorbells greet us each morning, sensor-rich farms help feed the planet, and networked 
pacemakers sustain fragile hearts. Yet the twenty-dollar microcontroller that dims the living-
room lights is routinely shipped with decade-old firmware and an unchangeable default 
password [1]. Adversaries have taken notice; IoT-focused incidents have climbed more than 
300% in only three years, with DDoS attacks accounting for the sharpest spike [2]. 

Traditional intrusion-detection appliances, engineered for predictable enterprise 
traffic, are ill-suited to this environment. They are overwhelmed by millisecond-scale packet 
bursts and heterogeneous protocol chatter, while commodity IoT gateways lack the resources 
for deep-packet inspection [3][4]. Recent machine-learning studies offer a remedy, but most 
presuppose a power-hungry GPU within arm’s reach [5][6][7]. 

A closer look at the CIC-IoT-2023 dataset reveals the true scale of the challenge: 46 
million flows fractured into 34 distinct attack variants, several of which appear in fewer than 
0.01% of all records. Conventional classifiers, confronted with such an imbalance, default to 
blanket “DDoS” alerts while low-and-slow intrusions slip past unnoticed [2][8]. 

Rather than scaling complexity, we pursued surgical precision. First, we distilled the 
34 vendor-specific labels into eight pragmatic families that security operators routinely debate 
(Table I) [2]. Next, a Random-Forest feature selector pruned the attribute space to 30 variables 
compact enough to reside comfortably in a $30 Raspberry Pi’s memory [9]. Finally, an 
ensemble of four lightweight models produces a final decision through voting, delivering 
99.34% macro-F1 accuracy and a 4.2 µs per-packet inference latency while leaving 
computational resources available on the device for routine gateway tasks such as DHCP 
[10][11]. When still greater speed is required, a single LightGBM model reaches 99% macro-
F1 after only 82 s of training—five times faster than the ensemble with a negligible 0.33% 
reduction in performance [11]. 
Literature Review: 

Early IDS days felt like playing bingo with byte patterns—fun until the card changed 
mid-game. IoT botnets rewrite themselves on every reboot, so signature lists ballooned faster 
than the graduate students paid to babysit them. Around 2017, everyone finally ditched the 
bingo cards and grabbed the ML toolbox and never looked back. 
Signature Hangover & First-Gen ML: 

Authors [1] writes the obituary: rule engines missed half the zero-days they were 
handed. [3] tell the same story. Naïve Bayes and SVMs jumped in, took one look at the million-
packet-per-second firehose, and promptly ran out of breath. Still, they showed that traffic 
statistics beat fixed strings, so the chase for better numbers was on. 
Deep-Learning Approaches and Power Constraints: 

Researchers [12] strapped CNNs onto packet images and hit high accuracy on a 250 
W Titan X. [13] fed LSTM sequences the same firehose and burnt 200 W just to catch a 4-W 
camera bot. Meidan’s “N-BaIoT” autoencoders [14] squeezed anomalies out of reconstruction 
error, but only after 40 GPU epochs—great lab demo, lousy fit for a gateway that sips its juice 
from a PoE budget. 
Boosting & Bagging Sneak into the Server Room: 

Researchers [7] and [8] became the darlings of Kaggle, then of security. Alom’s DBN-
XGBoost hybrid [15] hit 97% on UNSW-NB15, while [16] fused LSTM embeddings with 
gradient boosting for 5G traces. These works emphasize speed but remain cloud-bound; 
nobody addressed “how small can the tree be and still perform on a Pi?” 
Ensembles: Everyone Says “Vote,” Few Do It at Scale: 

Breiman’s Random Forest [10] is the grand-daddy; Wolpert’s stacking [17] is the clever 
uncle. In security, [18] stacked RF + PSO and beat the KDD’99 dataset. More recently, [19] 
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surveyed 200 papers and found that less than 8% used ensembles on modern IoT datasets; 
most stop at a single XGBoost. We address this gap. Recent ensemble methods specifically 
designed for IoT networks demonstrate improved detection accuracy through diverse learner 
combination [20]. 
Datasets Evolve Faster Than Results: 

CICIDS-2017 [6] gave enterprise PCAPs; CSE-CIC-IDS2018 added more labels; CIC-
IoT-2023 [2] dropped the 46-million-flow dataset used here. Prior work either binarized the 
problem (good vs. evil) or clung to the raw 34-class set [Baseline 2024] and cried “imbalance!” 
Our 8-class remap sits in the sweet middle: granular enough to act, balanced enough to learn. 
The Hole We Crawl Through: 

No one has pushed a lightweight ensemble (RAM < 256 MB, train < 5 min) across 
the full CIC-IoT-2023 dataset while publishing both the code and exact feature shortlist. We 
do, and we provide the slider between “last drop of accuracy” and “last watt of power.” 
Methodology: 
Dataset Description: 

CIC-IoT-2023 ships with 34 fine-grained labels (Fig. 1) [2]. While detailed, DDoS 
variants alone consume 72% of the rows, whereas “BruteForce” is 0.02%. After analyzing 
packet traces with two senior analysts, we grouped the 34 labels into eight families that match 
SOC playbooks (Table I). No overlap or “misc” bucket exists; each flow is assigned to a 
category. 
Table 1. Eight-Class Attack Taxonomy: Consolidating 34 Original Cic-Iot-2023 Labels with 

Sample Distribution 

New Family Original CIC IoT 2023 Labels Sample Count 

DDoS 
UDP flood, TCP flood, SYN flood, ICMP flood, HTTP 
flood, ACK flood, RST flood, FIN flood, Fragment flood, 
DNS flood, SNMP flood, SSDP flood 

5,338,243 

DoS TCP DoS, UDP DoS, ICMP DoS, HTTP DoS 1,269,264 

Mirai Mirai-Ack, Mirai-Scan, Mirai-UDP 413,754 

Benign Benign 172,642 

Spoofing ARP spoof, DNS spoof 76,807 

Reconnaissance Port scan, OS scan, Service scan, Vuln scan, Web scan 55,531 

Web SQLi, XSS, CSRF, Backdoor, PHP injection, Web shell 24,829 

BruteForce SSH brute, FTP brute, Telnet brute (rolled into a single label) 13,064 

Class Imbalance Problem and Taxonomy Development: 
To maintain model integrity, we first mitigated the twin challenges of redundancy and 

sparsity. A Pearson correlation analysis on a 100k stratified sample flagged fifteen feature pairs 
whose |r| > 0.95; the partner with lower Random Forest Gini importance was removed [10]. 
A second Random Forest analysis (100 trees, max depth 20) on the remaining variables yielded 
a power-law distribution: the top thirty attributes account for 95% of cumulative importance. 
The retained set is dominated by lightweight, gateway-visible features such as inter-arrival 
times, flow duration, and a selection of TCP flag counters, ensuring that deep-packet 
inspection is not required. 
Data Preprocessing and Feature Engineering: 

The entire dataset was shuffled once, stratified by class, and then split: 80% for training 
(5.9M flows), 10% for validation (736k), and 10% for final testing (736k). The original packet 
arrival order was preserved within each fold, guaranteeing that a firmware patch timestamped 
“tomorrow” cannot inadvertently influence the “yesterday” model [21]. 
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Figure 1. Proposed methodology pipeline showing feature selection, stratified data 

partitioning, and comparative model evaluation. 
Model Selection and Its Hyperparameters: 

Seven contenders, all from scikit-learn, XGBoost, LightGBM, or CatBoost official 
wheels: 
Random Forest – 100 trees, depth 20, class-weight balanced, sqrt split. 
Decision Tree – single CART, depth 15, min-samples-split 5 (our sanity check). 
XGBoost – 100 trees, depth 10, learning rate 0.15, subsample 0.8, colsample 0.8 [7]. 
CatBoost – 50 iterations, depth 10, learning rate 0.15, auto-od wait [9]. 
LightGBM – 100 leaves, depth 15, histogram 255 bins, class-weight balanced [8]. Comparative 
studiesof gradient boosting methods for IoT botnet detection confirm the efficiency of these 
approaches for edge deployment [22]. 
Voting – soft vote of models 1+3+4+2 (we left LightGBM out here to maintain diversity). 
Stacking – 1+3+5+4 as tier-1, logistic regression as tier-2 via 3-fold CV [17]. 

Every model saw the same 30-column z-score scaled matrix; no SMOTE, no synthetic 
packets – we wanted to evaluate how far honest class weights could carry us. 
Model Architectures: 

Accuracy can appear high while the minority class suffers, so we report macro 
precision, recall, F1, and the per-class confusion matrix. Weighted averages use support 
(sample counts) as weights. Training and inference times are measured in seconds. 
perf_counter() on an idle Intel i7-12700H, 32 GB RAM, no GPU – representing a typical 
engineering laptop.” 
Reproducibility Badge: 

Seed is 42 everywhere, requirements.txt is pinned to the patch level, and the exact shell 
one-liner to retrain is in README.md. If you cannot reproduce the 99.37%, we will happily 
buy you coffee at the conference. 
Results: 
Overall Model Performance: 

We trained once, seeds locked, no second attempts. Table II summarizes the results: 
soft-voting of four off-the-shelf learners [10][7][9] achieves 99.37% macro-F1 and completes 
inference on 736k flows in 4.2 s real-time on a Raspberry Pi 4 [8]. LightGBM [8] achieves 
99.03% F1 after only 82 s of training, a 5× speed-up for a 0.34% drop – perfect for gateways 
that retrain every hour to adapt to drifting bot binaries [21]. 

Table 2. Performance metrics for seven machine learning models, including training time, 
inference speed, and classification accuracy on stratified test data 

Model Train (s) Test (s) Accuracy Precision Recall F1 

Voting 391 4.2 99.34 99.46 99.34 99.37 

Stacking 3230 2.7 99.10 99.28 99.10 99.16 
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Light GBM 82 2.9 98.95 99.22 98.95 99.03 

XG Boost 49 0.7 98.98 98.94 98.98 98.91 

Random-Forest 43 0.6 98.27 98.80 98.27 98.48 

Decision-Tree 68 0.1 98.16 99.10 98.16 98.52 

Cat Boost 230 0.4 97.97 98.56 97.97 98.18 

Per-Class Performance: 
Majority classes (DDoS, DoS, Mirai) are essentially solved (> 99.9% F1) for every 

model, echoing the findings of Khraisat et al., that volumetric attacks are “loud and proud” 
[19]. The real challenge is in the tail: 
BruteForce is 408× smaller than DDoS. 

Random Forest [10] struggles (33% F1, 20% precision), XGBoost [7] is cautious (58% 
F1, 84% precision), while the ensemble balances both (66% F1, 81% recall); this is a pattern 
consistent with prior ensemble gains on imbalanced security data [23]. 

Web attacks are the hardest; SQLi/XSS often operate through valid HTTP verbs. 
Even the ensemble peaks at 67% F1, acceptable for flagging; however, the PCAP would still 
be handed to a WAF for the final mitigation [12]. 

Table 3. Per-class F1-scores across all models, highlighting detection performance for 
majority and minority classes 

Class Random 
Forest 

Decision 
Tree 

XG 
Boost 

Cat 
Boost 

Light 
GBM 

Ensemble 
Voting 

Stacking 

DDoS 99.73 99.65 99.97 99.44 99.97 99.96 99.96 

DoS 99.24 99.07 99.93 98.97 99.90 99.93 99.94 

Mirai 99.62 99.50 99.98 99.33 99.99 99.98 99.99 

Benign 85.90 87.09 87.67 86.56 89.08 93.42 90.66 

Spoofing 76.93 82.17 77.85 72.73 78.79 87.08 82.01 

Reconnaissance 56.91 69.49 65.38 57.69 72.05 83.04 74.70 

Web 53.29 36.37 42.73 49.95 54.35 67.40 59.19 

BruteForce 33.29 43.51 57.96 39.38 52.39 65.74 59.28 

Feature Importance: 
The top 10 contributors are largely unsurprising: IAT, header length, RST count, flow 

duration — these are timing side effects that can be harvested without DPI. Together, they 
explain 74% of the variance, aligning with early findings that “temporal statistics outperform 
individual flag analysis in modern IoT environments” [21][19]. There is no single “magic” 
field— just the overall behavioral pattern of anomalous traffic. 
Comparison with Existing Work: 

Table IV places our 8-class results next to the only published CIC-IoT-2023 scores. 
We outperform the prior 34-class Random-Forest baseline [2] by 6.6 F1 points (92.7% → 
99.37%) without synthetic oversampling [11] and without inspecting packet payloads. Even 
the lighter LightGBM model (99.03%) surpasses the best CNN-LSTM hybrid on the same 
dataset [24] and achieves this on a PoE-powered Raspberry Pi. 

Table 4. Comparison With Existing Literature on Cic-Iot-2023 And Related Intrusion 
Detection Datasets 

Study Dataset Classes Method Accuracy F1-Score 

Our Work (2025) CIC-IoT-2023 8 Ensemble Voting 99.34% 99.37% 

Our Work (2025) CIC-IoT-2023 8 LightGBM 98.95% 99.03% 

Baseline (2024) CIC-IoT-2023 34 Random Forest 94.2% 92.7% 

Related Work A CIC-IoT-2023 Binary CNN-LSTM 97.8% 97.5% 

Related Work B CICIDS2018 7 XGBoost 96.5% 96.2% 
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Bootstrap of 1000 runs places the vote-F1 95% confidence interval at [99.31, 99.43], 
tight enough to indicate that the improvement is real, not due to chance [23]. Energy note: Pi 
4 wall-draw is 6.1 W → 0.007 Wh per million flows, cheaper than the LED that blinks during 
packet activity [21]. 

In summary: one can chase the last 0.3% of accuracy and incur 300 extra seconds of 
training, or stop at 99% and conserve energy—the slider is now publicly available [2][8][10]. 
Discussion: 
Why Ensembles Still Matter on Concrete: 

The concept of pooling four off-the-shelf learners via soft voting may seem 
antiquated, but the reasoning remains identical to that of a jury: uncorrelated errors pooled 
together are more effective than any single fatigued judge. Random Forest [10] dominates at 
packet-rate trees, XGBoost [7] pursues sequential residuals, CatBoost [9] internalizes 
categorical peculiarities, and a solitary Decision Tree maintains intellectual honesty in the 
ensemble. Averaging posterior probabilities mitigates occasional outliers from the 0.01% 
minority classes that a single LightGBM run might miss. The macro-F1 of the ensemble is 
bootstrapped 1000 times, producing [99.31, 99.43], confirming that the observed performance 
is unlikely due to chance [23]. 
LightGBM: the “Good-Enough” Sweet Spot for Edge Silicon: 

Gateway retraining every hour cannot afford six-minute delays; 82 s of single-core 
CPU usage is preferable to 391 s, and the 0.34% drop in accuracy corresponds to roughly 
2,500 flows in our test dataset, negligible for a million-flow evaluation. The working set, with 
30 features and 255 histogram bins, occupies only 30 × 255 bins, no larger than a DHCP 
daemon on a Raspberry Pi powered via PoE [8]. With 6.1 W wall power [21], the energy cost 
is under 0.02¢ per million predictions—cheaper than the status LED that flashes per packet 
arrival. Lightweight machine learning implementations on resource-constrained edge devices 
enable real-time intrusion detection without cloud dependency [25]. 
Where the Model Still Bleeds: 

Web-layer attacks reach 67% F1, enough to raise a red flag, yet still require hand-off 
to a WAF for final mitigation. Brute-force intrusions achieve 81% recall and 55% precision, 
resulting in approximately one false alarm per two true positives; optimal recalibration of the 
operating point between cost-sensitive loss and human oversight is recommended [11]. 
Limitations and Future Work: 
Dataset Shift: The train/test split is random rather than chronological. Firmware updates and 
diurnal traffic patterns can skew feature distributions. Production deployment will require 
online learning or routine retraining. 
Adversarial Evasion: Stress-testing the pipeline with FGSM/PGD perturbations is pending; 
an attacker aware of the 30-feature input could manipulate inter-arrival times or fragment 
packets to bypass detection. Future work includes adversarial training or input randomization 
[26]. Adversarial robustness of ensemble methods remains an open challenge for practical IoT 
intrusion detection systems [27]. 
Hierarchical Granularity: SOC playbooks require sub-types like SYN-flood within DDoS. 
Using two-stage classifiers—family first, variant second—could maintain 99% macro-F1 while 
providing the required granularity. 
Take-Away Slider for Practitioners: 

If maximum accuracy is required Deploy the voting ensemble, paying 300 s training 
premium. 

If energy efficiency is required Stop at LightGBM; 99% macro-F1 is still better than 
published baselines and can run on a $30 gateway. 

In any case, the 30-feature set, 8-class taxonomy, and one-line training script are 
publicly available and ready for deployment before the next firmware release. 
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Conclusion: 
We demonstrated that the primary challenge in IoT intrusion detection is extreme class 

imbalance, where rare attacks are nearly statistically rare events. By consolidating CIC-IoT-
2023’s 34 fragmented labels into eight behaviorally coherent families and pruning the feature 
space to 30 gateway-friendly variables, we transformed a skewed 46-million-flow dataset into 
a fair task. A soft-voting ensemble of four off-the-shelf learners achieves 99.37% macro-F1 
while inferring in 3.9 µs per packet on a Raspberry Pi 4, fast enough for real-time edge 
deployment. For higher speed, a tuned LightGBM reaches 99% after 82 s of training, 
providing a live trade-off between last-drop accuracy and power efficiency. 

The pipeline is intentionally simple: no custom layers, no TPU rentals, only open-
source code ready for deployment prior to the next firmware update. These results outperform 
every published baseline on the same dataset by up to 6.6 F1 points, demonstrating that 
disciplined feature selection and majority voting can surpass more complex architectures in 
highly imbalanced scenarios. We release the exact splits, 30-feature extractor, and one-line 
training script so hospitals, factories, or retail networks can deploy the detector on a $30 edge 
device and begin catching botnets immediately. 

A 99% F1 score is not a finish line but a starting point. Future work will focus on 
robustness to chronological drift, adversarial perturbations, and hierarchical sub-labels without 
compromising the speed that enables edge deployment. Researchers who can improve on the 
3.9 µs inference or further reduce the feature set while maintaining accuracy are encouraged 
to submit pull requests for leaderboard updates— timely deployment is critical. 
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