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NOISIAI

These attacks are highly stealthy, long-term, and multi-stage in nature, typically

targeting critical infrastructure, businesses, and government organizations.
Conventional security solutions and classical machine learning approaches often struggle to
detect such threats due to their ability to evade detection over extended periods. Recently,
deep learning methods have demonstrated strong potential for APT detection by learning
complex temporal and behavioral patterns from large-scale security data. This study presents
a comprehensive review and comparative analysis of deep learning—based APT detection
techniques reported between 2020 and 2025. The analysis covers the APT attack life cycle,
taxonomy of attack types, commonly used benchmark datasets, and the performance of state-
of-the-art deep learning architectures applied in modern cybersecurity systems. A quantitative
synthesis of the reviewed literature shows that CNN- and LSTM-based baseline models
typically achieve detection accuracies between 88% and 93%, with Fl-scores ranging from
0.87 to 0.91. In comparison, more recent architectures such as transformer-based models and
graph neural networks report mean detection accuracies of 94%-98%, F1-scores between 0.93
and 0.97, and recall rates above 0.92 across multiple benchmark datasets. These models
demonstrate performance improvements of approximately 4%—7% in detection accuracy and
5%—8% in F1-score compared with CNN/LSTM baselines, while also achieving relative false-
positive reductions in several experimental evaluations. Despite these advancements,
important challenges remain, including limited availability of high-quality labeled datasets,
difficulties in model interpretability, and constraints related to real-time deployment in
operational environments. The study concludes with future research directions emphasizing
multi-modal data fusion, explainable Al techniques, online learning frameworks, privacy-
preserving detection mechanisms, and scalable deployment strategies to advance robust and
practical APT detection systems.
Keywords: Advanced Persistent Threats (APTs); Cybersecurity; Machine Learning (ML);
Deep Learning (DL); Reinforcement Learning (RL); APT Attack Llfe Cycle.
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Introduction:

One of the most dangerous and complicated cybersecurity threats of the digital era is
advanced persistent threats (APTs) [1][2][3]. APTs are not an immediate disruption like
conventional cyberattacks, but rather represent an insidious and long-term intrusion in which
highly skilled attackers gain unauthorized access to target networks and stay unnoticed over a
long period. These attacks have the primary aim of constant monitoring, data theft, and
extended manipulation of sensitive data, as opposed to immediate destruction of the system.
High-value entities, such as government agencies, defense institutions, financial organizations,
energy providers, and research institutions, are targeted by APT actors, who have sufficient
resources and are often funded by state agencies and seek to steal strategic assets and
intellectual property [4][5][6]. Attackers use advanced methods in order to gain persistence,
such as zero-day vulnerabilities, targeted phishing, lateral movement, and advanced social
engineering. The effects of such attacks are extensive as they cause massive financial,
reputational losses, and disruption to operations and pose critical threats to national security.
Notable examples include the Colonial Pipeline ransomware cyber-attack in the USA [7] and
the SolarWinds supply chain vulnerability [8]. These cases represent only a few notable
examples that demonstrate the significant potential of APTs to infiltrate and compromise
highly secure environments.

The dynamic and responsive quality of the APT's has underscored the ineffectiveness
of the traditional cybersecurity systems [9], including firewalls, signature-based intrusion
detection systems (IDS), and the traditional antivirus systems. These safeguards are mainly
based on pre-set rules and recognized attack signatures, which cannot be effective in defending
against zero-day vulnerabilities, polymorphic malware, and improved attack techniques. As
attackers also actively improve their tactics to avoid active defenses, the need for innovative
and smart security systems that will be able to recognize the presence of latent, multi-step, and
previously unseen attack patterns is growing. To address these issues, machine learning (ML)
has been widely studied in the field of cybersecurity as a data-driven solution to the detection
and prevention of APTs [3].

Deep learning (DL) is a more potent paradigm based on ML because it can
automatically learn hierarchical and complex feature representations on large-scale, high-
dimensional security data [10]. Deep learning models, including convolutional neural networks
(CNNs), recurrent neural networks (RNNs) [11], short-term memory networks (LSTMs), and
transformer-based architectures are best suited to learn temporal relationships, behavioral
patterns, and contextual relationships among APT attack campaigns. Such capabilities allow
DL-based systems to detect abnormal user activity, rogue network traffic, and hidden system-
level abnormalities, which could signal the continued presence of APT activity, even even in
the absence of known attack signatures.

Moreover, deep learning contributes to improving cybersecurity with the ability to
monitor and identify threats in time, as well as respond more quickly to incidents in dynamic
settings [12][13]. The combination of Explainable Artificial Intelligence (XAI) methods and
deep learning models enhances their applicability in practice as they enhance transparency,
interpretability, and trust. This allows security analysts to understand model decisions, verify
alerts, and act in response to detected threats. With cyber adversaries becoming more and
more sophisticated and more persistent, explainable and deep learning-driven detection
mechanisms will become key to improving resilience against Advanced Persistent Threats and
making sure that critical infrastructure and organizational networks are safe.
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Statistics on the proportion of APT attacks in the industry
in June 2025
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Figure 1. Statistics on the proportion of APT attacks across the industry as of June 2025

Advanced Persistent Threats (APTs) remain a major and ever-changing threat to
cybersecurity in the world, especially because of their attack strategies, which are target-
oriented, covert, and long-term. Figure 1 shows how the APT attacks have been spread in
different sectors as of June 2025, indicating the strategic purpose of such campaigns [14]. APT
incidents are predominantly observed in government agencies. This large percentage indicates
the interest of attackers in sensitive government data, political intelligence, and key national
activities. The importance of state data and the geopolitical reasons that are often attributed
to APT groups can be seen in this targeting.

In addition to government agencies, national defense forces account for 22% of APT
attacks. This shows that large institutions are not the only ones that can be affected by APT
campaigns, but other organizations and individuals, which may also be entry points or
secondary targets, are also a possibility. The military and defense institutions continue to be
under scrutiny due to their association with military intelligence, defense technologies, and
national security resources. The figure also indicates that 9% of APT events are of uncertain
or unattributed nature, which demonstrates the secretive nature of APT activity and the
challenges of properly attributing attacks in the first place. Observed attacks on research
institutions constitute 6 percent, which is probably because of the high value of intellectual
property, scientific research, and new technologies. Even though critical infrastructure has the
lowest share, at 3 percent, the presence of attacks on critical sectors like energy, transportation,
and communications infrastructure is disproportionately dangerous since the impacts of
disruption in these fields can be devastating to both society and the economy.

Generally, the distribution in Figure 1 reveals that the majority of APT attacks are
directed against government agencies, defense forces, organizations, or individuals and shows
that APT campaigns have strong political, strategic, and economic goals instead of arbitrary
or opportunistic interruptions. This narrow focus and relentless character of APT's that further
outlines the constraints of the conventional protection systems and emphasizes the
significance of novel and unconventional detection strategies. In this regard, the application
of deep learning to cybersecurity solutions has a lot of potential because it allows for analyzing
the security data on a large scale and recognizing the advanced attack patterns, as well as
identifying the minor anomalies related to the activity of APT. As the APT actors keep
upgrading their methods, the use of deep learning-based detection schemes is becoming more
important to enhance the threat visibility aspect and bolster the cyber defense potential in the
high-risk industry.
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Methodology:

This study uses a systematic and analytical approach to examine the deep learning-
based methods for Advanced Persistent Threat (APT) detection. Figure 2 shows a flow chart
that illustrates the overall structure of the study titled Deep Learning (DL) for Advanced
Persistent Threat (APT) Detection in Cybersecurity. It presents the logical sequence of the
research, beginning with the introduction, methodology, objectives, and novelty of the study.
The diagram then highlights the comparison of machine learning, deep learning, and
reinforcement learning techniques, followed by the APT attack life cycle and common types
of APT threats such as social engineering, phishing, spear phishing, exploit kits, and rootkits.
It further includes the overview of cybersecurity datasets, the effectiveness of deep learning in
detecting APTs, and the comparison of DL-based detection approaches from 2020 to 2025.
Finally, the flow chart concludes with the discussion, results, conclusion, and future research
directions, providing a clear visual representation of the research framework and progression

of the study.
Deep Learning (DL) for Advanced Persistent Threat (APT)
Detection in Cyberrecurity
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Figure 2. Structure of the paper
Obijectives of the Study:

To analyze Advanced Persistent Threat (APT) attacks and their life cycle, and
investigate how different cybersecurity datasets and deep learning models address the various
stages of multi-stage and long-duration APT attacks.

To conduct a comprehensive comparative analysis of deep learning—based APT
detection models developed from 2020 to 2025, based on datasets, algorithms, approaches,
detection accuracy, and evaluation metrics.

To identify the key findings, major challenges, and future research directions in deep
learning-based APT detection.

Novelty of the Study:

The proposed research is innovative in its life-cycle-conscious and holistic view of

deep learning-based APT alerts, systematically applying recent models (2020-2025) to multi-
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stage attack patterns as opposed to single events. It is among the few studies that incorporate
model performance, data constraints, and real-world deployment risks in order to bridge the
gap between research and operational cybersecurity systems.

Comparison of ML, DL, and RL for APT Detection in Cybersecurity:

Table 1 provides a comparison of the three concepts, which are Machine Learning
(ML), Deep Learning (DL), and Reinforcement Learning (RL), based on their effectiveness in
detecting Advanced Persistent Threat (APT) in cybersecurity. Machine Learning is primarily
reliant on hand-crafted features and works well with small to medium-sized datasets. It is well
interpretable and has comparatively low computational requirements [15][16]. But ML is not
as good at identifying long-term, covert, and ever-changing APT behaviours, which lowers its
efficiency in combating highly advanced attacks.

Deep Learning achieves this automatically by learning complicated and higher-level
features on large volumes of data and is quite successful in detecting covert, multi-phase, and
temporal patterns of attacks, which are characteristic of APTs [17][18]. Even though DL is
highly computationally demanding and less interpretable than ML, it is the most effective and
adaptable. Thus, it is possible to state that DL is the most appropriate method for detecting
APTs in a contemporary cybersecurity setup. Reinforcement Learning is concerned with the
best actions by learning in a constant interaction with the environment [19]. Although RL is
not typically applied to detect APTs directly, it contributes greatly to adaptive defence response
and automated response plans. The resilience of the system is enhanced through RL, which
continuously refines response decisions, but it is complicated to implement as well as

computationally intensive.
Machine Learning (ML) Reinforcement Learning (RL)

-
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Figure 3. The comparison of ML, DL, and RL for APT detection.

Figure 3 presents a comparative study of the Machine Learning (ML), Deep Learning
(DL), and Reinforcement Learning (RL) methods to detect APT's. Machine Learning is based
on manual feature engineering and is usually effective with small to medium-sized datasets. It
is simple to read, and it has weaknesses in detecting advanced and evolving APT attacks and
exhibits a low detection rate. Deep Learning, on the other hand, learns complex patterns from
large-scale data automatically and has a higher detection accuracy, and is hence the most
appropriate in APT detection. Reinforcement Learning emphasizes continuous interaction
with the environment, to create adaptive and dynamic defence mechanisms capable of
responding to the adaptive attack patterns in real time. In general, the figure shows that ML is
simpler and more interpretable, DL is more accurate in detecting APTSs, and RL favors the use
of adaptive security responses.

Deep Learning (DL) is regarded as the best method of identifying Advanced Persistent
Threat (APT) in cybersecurity. APT attacks are very stealthy, long-term, and multi-stage
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attacks, which prove challenging to detect through conventional security methods. Deep
Learning models, especially LSTM, GRU, Transformers, and Autoencoders [20][21], are
ideally positioned to identify such attacks since they can represent any sophisticated temporal
and behavioural patterns at scale over large volumes of network traffic, system logs, and data
on user activities. In contrast to the traditional methods of machine learning, DL automatically
extracts hidden and high-level features directly from raw data [22], eliminating the need for
extensive manual feature engineering. Moreover, the DL models are more robust against
polymorphic and evolving attack methods [23], which are some of the major features of the
APTs. Finally, although Deep Learning offers the best detection accuracy, a hybrid model
combining DL for detection, ML for interpretation, and RL for automated response and adapt
based on the situation is the best and viable solution to the problem of real-world APT defence
systems.
Table 1. Comparison of ML, DL, and RL

Aspect Machine Learning | Deep Learning (DL) | Reinforcement
(ML) Learning (RL)

Definition Statistical ~algorithms | Multi-layer neural | Learning via reward
learn patterns networks and penalty

Feature Engineering | Manual Automatic Indirect

Data Requirement Small-Medium Large-scale Environment-based

Handling APT | Limited Very Effective Effective for response

Behavior

Temporal  Pattern | Weak Strong Moderate

Detection (LSTM/Transformers)

Adaptability Low High High

Detection Accuracy | Medium High Medium—High

Explainability High Low Medium

Computational Cost | Low—Medium High High

Use Case Anomaly detection Behavior profiling Automated response

APT attack life cycle:

Advanced Persistent Threats (APTs) have an organized, multi-phase attack life cycle
that is intended to establish a long-term and stealthy access to target systems [24]. Knowledge
of this life cycle is essential to developing effective deep learning-based detection mechanisms
because various stages produce distinct behavioral patterns in network traffic, system logs, and
user activities. The significant stages of the APT attack life cycle are outlined as follows. Figure
2 depicts the life cycle of an Advanced Persistent Threat (APT) attack, and an example of how
a sophisticated attacker penetrates, grows, and sustains control over a target network in a
recursive and endless cycle. Rather than a one-time attack. All phases represent significant
milestones in achieving long-term malicious goals.

Initial Compromise is the initial stage of the attack, which allows the attacker to have
the first point of entry into the target system. This is normally done using phishing messages,
malicious attachments, drive-by downloads, or by making use of unpatched vulnerabilities
[25]. At this point, the hacker will often be restricted in access and will be working in the
background so as not to be detected. Once the attacker has gained entry, he proceeds to
establish a foothold where continued access is guaranteed. This may include which will include
backdoors, malware, or a remote access tool (RAT) [20] that enable the attacker to bypass
even when the original vulnerability has been sealed. This is an important step towards long-
term presence in the victim environment. Then there is Privilege Escalation, where the attacker
tries to gain access to a higher-level privilege, e.g., administrator or root privilege. Through
weaknesses in the systems, improperly configured systems, or stolen credentials, the attacker
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gains greater control over systems and security infrastructure [27] and can further explore the
network.

After gaining the elevated privileges, the attacker carries out the Internal
Reconnaissance. During this stage, the attacker analyzes the internal network topology, finds
valuable assets, enumerates user accounts [28], and finds important servers and data
repositories. This reconnaissance enables the attacker to make additional plans as he or she
moves laterally without detection. The attacker continues with the Lateral Movement, which
moves across the network to achieve other systems. Some of the widely used techniques
include credential reuse, pass-the-hash, and trust relationship exploitation. This stage allows
the attacker to access valuable targets that are not immediately available at the starting point
of entry. Once the attacker has reached sensitive assets, it proceeds to Data Exfiltration, which
involves the extraction of confidential data like intellectual property, credentials, financial
records, or classified information off the network [29]. Information is usually squeezed, coded,
and sent at a very slow pace so that it does not raise security warnings.

The attacker goes into the Maintain Presence phase to guarantee further access. In this
case, persistence mechanisms are strengthened, more backdoors can be planted, and
monitoring devices are implemented to track the changes in the system. This enables the
attacker to maintain access for months or even years [30]. The repetitive nature of APT attacks
is indicated in Figure 4. APTs are dynamic and persistent, as opposed to traditional
cyberattacks. The reuse of steps used earlier to gather intelligence or move laterally may be
revisited by attackers whenever there is a change in defenses or the appearance of new targets,
and, as a result, APT's prove especially hard to detect and eliminate. On the whole, the figure
highlights that APT attacks are organized, insidious, and prolonged, and demand sophisticated
methods of detection, e.g., Deep Learning-based behavioral analysis and ongoing monitoring

as opposed to conventional signature-based security methods.
APT Attack Life Cycle
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Figure 4. APT attack life cycle
Types of Advanced Persistent Threats:

APTs employ diverse methods to infiltrate target environments, bypassing defenses,
and staying undetected throughout their operation, such as espionage or data exfiltration. In
the case of Deep Learning for Detection of Advanced Persistent Threats in Cybersecurity, it
is important to know these kinds of APT techniques since each technique will generate
different behavioural and situational patterns that can be successfully learned and detected by
deep learning models. Figure 5 presents five key categories of APT methods, including social
engineering, phishing, spear phishing, exploit kits, and rootkits [31]. All the techniques have
their role in various stages of an APT campaign.
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Types of Advanced Persistent Threats
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Figure 5. Types of Advanced Persistent Threats
Social Engineering:

Social engineering is a name used to refer to those methods where attackers play on
or exploit human behavior by manipulating or deceiving individuals to gain unauthorized
access to information or systems illegally [32]. As an example, the image of a person whispering
to other shows how cyber criminals can make people reveal confidential data. Such typical
social engineering techniques are pretexting, baiting, and impersonation. The outstanding
feature of social engineering is that it is not a technical vulnerability but a human weakness, as
it exploits either trust, curiosity, or fear.

Phishing:

Phishing is a very common type of cyberattack where fake emails, messages, and links
are sent by hackers to users to obtain confidential data such as passwords or financial PINs
[33]. These types of attacks are planned, targeting many users at once, and often mimic trusted
sources to increase the likelithood of success.

Spear Phishing:

A more specific and advanced version of phishing is spear phishing, where attackers
tailor messages to a particular individual or organization. The accuracy of this attack is
emphasized with the help of the illustration of a hacker targeting a specific individual. In order
to increase message credibility, attackers normally gather a lot of background information
about their targets. Spear phishing is more threatening than other phishing attacks because it
is focused and achieves high success rates [34].

Exploit Kits:

Exploit kits are programs used to exploit vulnerabilities in the software, applications,
or operating systems to execute malicious code or gain unauthorized access to the system [35].
The cartoon of a computer screen with a bug is a symbol of software vulnerability. These are
technical attacks that are aimed at capitalizing on system vulnerabilities as opposed to human
behavior. Exploit kits are typically used in combination with other APT methods for privilege
escalation and the persistence of access to the target environment.

Rootkits:

This is a type of malicious code that is implemented to hide its presence in the
compromised systems and still allow attackers to have long-term control [36]. The fact that
the illustration of a skull is above a screen with code symbolizes their sneaky nature. Rootkits
are very stubborn and are usually undetected using conventional antivirus programs, and
attackers can use them to spy on, manipulate, or take control of systems without being
detected.

In general, the five categories of APT techniques prove the multi-layered and complex
character of the current cyber threats. The frequently used areas are social engineering and
phishing as initial access, spear phishing as an accuracy booster, exploit kits as a system to
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automate vulnerability exploitation, and rootkits to secure long-term stealthy persistence. The
joint application of these methods allows attackers to evade conventional security systems and
remain undetected for extended periods. Thus, the combination of deep learning-based
detection systems, with the ability to learn intricate and delicate patterns among users, systems,
and networks, is a key component to the successful detection and prevention of Advanced
Persistent Threats.

Detailed Overview: Datasets for cybersecurity and APT Detection:

Figure 6 is a designed summary of popular datasets concerning cybersecurity and
Advanced Persistent Threat (APT) detection, with a central block labeled ‘Cybersecurity and
APT Datasets. This is the main role that the current intrusion and APT detection systems are
based on a variety of benchmark and real-world data, as opposed to using a single source of
data.

Datasets for Cybersecurity & APT Detection

DAPT2020 SCVIC-APT-2021
S-DAPT APT-ClaritySet 2025
Cybersecurity
& APT Datasets
LANL Dataset APT Simulator
CERT Insider Dataset Sysmon Logs

Figure 6. Datasets for cybersecurity and APT Detection

Table 2 provides a comprehensive comparison of datasets used for cybersecurity and
Advanced Persistent Threat (APT) detection tasks, highlighting their characteristics, lifecycle
coverage, data modalities, and applicability to deep learning techniques. A key observation is
that only a limited number of datasets, such as DAPT2020, S-DAPT, APT-ClaritySet 2025,
and APT Simulator, offer full APT lifecycle coverage. These datasets are particularly important
because APT attacks are inherently multi-stage and require modeling of temporal
dependencies across different phases, including initial compromise, lateral movement,
persistence, and exfiltration. For example, DAPT2020 captures realistic multi-stage attack
scenarios over a period of time, making it suitable for sequence-based deep learning models
such as LSTM and transformer-based models [37]. Similarly, S-DAPT provides explicit stage-
aware labels, which enhance models’ ability to learn attack progression, although its synthetic
nature may limit real-wotld applicability [38]. In contrast, datasets such as SCVIC-APT-2021
provide near-complete lifecycle coverage but still lack representation of certain attack stages,
which may limit their effectiveness in end-to-end APT detection systems [39]. focus on
specific stages of the APT life cycle of the APT lifecycle rather than the entire attack chain.
For instance, the LANL dataset emphasizes lateral movement and privilege escalation using
enterprise authentication logs [40], while the CERT Insider dataset focuses on insider threats
and user behavior, particularly in the context of data exfiltration [41]. These datasets are
valuable for targeted detection tasks and support the use of deep learning techniques such as
autoencoders and sequence models; however, they do not capture the complete APT lifecycle.
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Table 2. Datasets For Cybersecurity and APT Detection

Dataset Name / | Soutce / Description | APT Life-Cycle | Data ~ Modalities | Deep Learning Use | Advantages | Limitations
Type & Characteristics Coverage (Features) Cases & Applications
DAPT2020 Multi-stage ~ dataset | Full Network logs, | LSTM, Transformer | Temporal Limited size
simulating APT system events for stage detection structure,
campaigns over 5 realistic
days
S-DAPT Synthetic stage-aware | Full Logs, sequences Sequence modeling Stage-aware | Synthetic
APT dataset labels data
SCVIC-APT- APT dataset with | Almost Full Network + system | APT classification Covers Incomplete
2021 multi-stage traces logs multiple lifecycle
phases
APT-ClaritySet Large-scale APT | Full Malware behavior | Malware classification | High- No network
2025 malware dataset quality context
labels
LANL Dataset Enterprise Lateral Movement, | Auth logs, DNS LSTM, Transformer | Real-world | No payload
authentication logs Privilege Escalation models scale data
CERT Insider | User behavior | Lateral Movement, | User activity logs Autoencoder, LSTM | Rich Insider-
Dataset simulation Exfiltration behavior focused
data
APT Simulator Synthetic APT | Full APT Lifecycle | Network + host | End-to-end DL | Full  chain | Synthetic
emulation logs models coverage bias
Sysmon Logs Windows  endpoint | Execution, Process,  registry | Transformer-based Fine- Labeling
telemetry Persistence, logs HIDS grained difficulty
Exfiltration visibility
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Furthermore, datasets such as Sysmon Logs provide fine-grained endpoint telemetry
[42], including process and registry-level activities, which are highly useful for host-based
intrusion detection systems (HIDS) using advanced models like transformer-based models.
Despite their detailed visibility, these datasets often suffer from labeling challenges due to the
complexity of real-world system logs. Another important trend observed in the table is the
increasing use of synthetic datasets, such as S-DAPT and APT Simulator, which enable full
attack chain simulation and provide well-labeled data for training deep learning models
[43](38]. However, these datasets may introduce synthetic bias, limiting their generalizability
to real-world environments. Overall, Table 2 highlights that while significant progress has been
made in developing datasets for APT detection, there remains a lack of comprehensive, real-
world datasets that combine full life cycle coverage, multimodal data, and high-quality labeling.
Most existing datasets either focus on specific attack stages, lack contextual diversity, or are
synthetic in nature. This indicates a critical research gap and underscores the need for more
realistic and integrated datasets to enhance the effectiveness of deep learning-based APT
detection systems.

Table 2 indicates that the studies on deep learning-based APT detection are based on
diverse datasets that vary in terms of their scope, realism, and ability to cover the APT life
cycle. Classical benchmarking datasets like DAPT2020 and NSL-KDD have been widely used
for deep learning model evaluation [38] because they include well-structured labels and are
simple to experiment with. Nevertheless, they primarily focus on early-stage attack detection
and do not have the stealth, persistence, and multi-stage properties of contemporary APTs.
This limits their effectiveness in real-world APT detection. More current datasets, like UNSW-
NB15, CICIDS 2017, and CSE-CIC-IDS2018, give more realistic representations of enterprise
network traffic and allow the use of more powerful deep learning models such as CNNs and
LSTMs [40][41] to detect intrusion. Though they make the datasets more realistic and large-
scale, they do not fully cover the APT life cycle, as they do not represent the persistence, lateral
movement, and data exfiltration stages as well.

LANL Cyber Security Dataset and CERT Insider Threat Dataset are enterprise-based
datasets, which focus on behavioral and authentication logs and as such, they are ideal for
sequence-based deep learning models, i.e., LSTMs and Transformers. These datasets are useful
in identifying when there is a lateral movement and privilege escalation, but they do not have
a packet-level visibility and full-attack chain labeling. In the same way, CTU-13 and malware
traffic data sets are useful for detecting command-and-control communications, but do not
provide full APT campaigns. The APT simulator datasets and Sysmon-based enterprise logs
are synthetic and hybrid with more extensive coverage of the APT life cycle and fine-grained
visibility at the host level, which enables end-to-end deep learning-based APT detection. They,
however, come with issues of data realism, labelling effort, and scalability. In general, the
overview has shown that there is no single publicly accessible dataset that has represented the
entire APT life cycle. Multi-modal, large-scale, and time-rich datasets that integrate both
network- and host-based data are increasingly important to effective deep learning-based APT
detection.

Deep Learning (DL) Effectiveness in Detecting APT's:

Table 3 demonstrates that Deep Learning (DL) is highly efficient in the detection of
certain types of Advanced Persistent Threats (APTs), specifically Phishing and Exploit Kits,
since such attacks exhibit recognizable patterns in data, be it email format, malicious URLs,
system behaviors, or network traffic anomalies [44][45][46][47][48]. Conversely, DL has a
moderate effectiveness in detecting Social Engineering, Spear Phishing, and Rootkits because
they rely heavily on human behavior, personalization, or stealth, and are difficult to identify
precisely. The key strength of DL is its capacity to conduct pattern recognition, anomaly
detection, predictive modelling, and the identification of intricate patterns of attacks that
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traditional technologies may have overlooked. Yet, DL also possesses several drawbacks,
because these models require large amounts of data for effective training and might not be
able to detect highly adaptive, stealthy, or individualized attacks that constantly change to avoid
detection.

Table 3. shows the effectiveness of DL for detecting different types of APTs

APT Type | Deep Learning Reason
Effectiveness

Social Moderate DL can analyze patterns in communication (emails, messages,

Engineering calls), but human behavior is complex, making full automation
difficult. [49]

Phishing High DL excels at detecting phishing emails and malicious URLs using
NLP, image recognition, and anomaly detection [44]

Spear Moderate to | DL models can detect targeted attacks by analyzing personalized

Phishing High content and behavioral anomalies, though subtle attacks may evade
detection [34]

Exploit Kits | High DL can analyze system behavior, network traffic, and code patterns
to detect software exploits effectively [50][51]

Rootkits Moderate DL can detect abnormal system behaviors or hidden processes, but
rootkits’ stealthy nature may reduce detection accuracy [52][53]

Comparison of DL-Based APT Detection Approaches:

The development of deep learning-based APT detection methods from 2020 to 2025
has shifted toward the implementation of traditional deep learning classifiers and graph-based
and transformer-driven ones, as illustrated in Table 4. These models can identify stealthy,
multi-stage APT campaigns. The initial solutions (2020-2021) were mostly based on CNN and
LSTM networks on network traffic and logs, with high detection rates (around 90-96) on first
access and short-term attacker patterns. Nevertheless, these models were limited in capturing
long-term dependencies and full APT life cycle behavior. Since 2022, work on unsupervised
and semi-supervised models, including autoencoders and the variational autoencoders, has
gained popularity to deal with the paucity of labelled APT data. These techniques were
successful in determining rare and unfamiliar attack patterns through learning normal
behavior, but tended to be uninterpretable and not accurate in assigning attack stages. Hybrid
CNN-LSTM ensembles were also introduced, enhancing performance by integrating spatial
and temporal feature learning was integrated, especially in network-based intrusion detection
systems.

Transformer-based and graph-based methods also became a dominant paradigm for
APT detection between 2023 and 2025. Models like the Log Shield, TBDetector, and other
transformer models were shown to be highly effective in modeling long-term event sequences
and the contextual relationships with F1-scores approximating 98% on log and provenance
data. Meanwhile, graph neural networks (GCNs), masked graph learning, and reinforcement
learning on provenance graphs enabled effective modeling of causal relationships, lateral
movement, and privilege escalation, which are key aspects of advanced APT campaigns. There
are also the emerging patterns of privacy-preserving federated learning, few-shot and self-
supervised learning, and LLM-assisted embeddings, as pointed out in recent studies, to
enhance the detection accuracy in the presence of data imbalance, minimal labels, and the
cross-organizational deployment limitation. On the whole, the table indicates that no single
model has awareness of all the APT stages to identify them with 100 percent accuracy of
success, but the best current solutions to the task of complete APT detection in the entire
attack life cycle are multi-modal, graph-conscious, and transformer-based deep learning
models.
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Table 4. Comparison of DI-Based Apt Detection Approaches (2025-2020)

S.No. | Ref. | Algorithm | Approach Detail | APT  Life | Detection | Application | Model Dataset | Metrics Results /
Cycle Used | Accuracy (s) Findings
1 [54] | Transformer | Context-aware Multi-stage | F1 = 98% | Log-based Transformer | DARPA | Precision, | Outperforms
log sequence APT OpTC, |Recall, F1 | LSTM
modeling detection TC-E3
2 [55] | Masked Self-supervised Multi-stage | Recall = | System event | Graph DARPA | Precision, | High recall,
Graph provenance graph 99.9% detection Autoencoder | TC-E3 Recall scalable
Learning representation
3 [56] | Few-shot Subgraph Siamese | Technique- | Higher APT Siamese NN | Custom | Accuracy | Improved TTP
Learning learning for TTP | level than technique provena identification
detection baselines recognition nce
4 [57] | Federated Privacy- Multi-stage Accuracy | SDN  APT | GCN DARPA | Accuracy, | Balances privacy
GNN preserving graph ~ 93% detection TC-E3 FPR & detection
learning
5 [58] | Graph RL Reinforcement Multi-stage | Better than | Attack  path | Graph RL Real- Accuracy | Captures evolving
learning on attack SOTA detection world attacks
graphs APT
data
6 [59] | GCN Knowledge Behavior- Accuracy | Context GCN Custom | Accuracy | Effective
graph-based APT | based =~ 95.9% detection dataset relationship
detection modeling
7 [60] | BiLSTM + | Temporal + | Traffic Accuracy | Behavior BiILSTM + | Network | Accuracy, | Improved
GCN graph  behavior | behavior = 90% classification | DGCNN traces F1 dynamic pattern
modeling detection
8 [61] | Transformer | Sequence-based | Slow APTs | Outperfor | APT anomaly | Transformer | Public AUC Strong contextual
provenance ms detection provena modeling
detection baselines nce
datasets
9 [62] | CNN Spatial traffic | Initial access | Accuracy | Network IDS | CNN CIC- Accuracy | Effective spatial
feature extraction = 96% 1DS, learning
UNSW
10 [63] | Bi-LSTM Temporal traffic | Temporal Accuracy | Traffic Bi-LSTM UNSW- | Precision, | Captures
sequence stages =~ 92% anomaly NB15 Recall temporal patterns
modeling detection
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12 [64] | Autoencoder | Unsupervised Rare  APT | Competiti | Unsupervised | AE/VAE DARPA | AUC Effective  with
anomaly events ve IDS traces limited labels
detection

13 [65] | LLM + AE | LLM embeddings | Stealth APTs | Significant | Imbalanced BERT + AE | DARPA | Precision, | Handles
for anomaly improvem | detection TC Recall imbalance well
detection ent

14 [66] | CNN + | Spatial-temporal | Multi-stage | >90% Network IDS | CNN-LSTM | CICIDS, | Accuracy, | Better than single

LSTM ensemble UNSW | F1 models
15 [67] | GNN + | Causal flow | Full lifecycle | Robust Attack  path | GNN System | Precision | Improved
Causal modeling  with detection | analysis traces interpretability
graphs
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Based on the comparative analysis of deep learning—based Advanced Persistent Threat
(APT) detection models, several practical recommendations can be provided for cybersecurity
practitioners. Hybrid architectures such as CNN—-BiLSTM and transformer-based models are
well-suited for real-time APT detection as they effectively capture both spatial and temporal
patterns in network traffic and system logs. Graph Neural Networks (GNNs) are also highly
effective for identifying multi-stage APT attacks as they model relationships among system
events through provenance graphs. In addition, practitioners should carefully preprocess
cybersecurity datasets by performing data cleaning, feature extraction, and handling class
imbalance, since APT attacks are typically rare compared to normal traffic. For real-world
deployment in Security Operations Centers (SOC), lightweight models and federated learning
approaches can help reduce computational overhead while preserving data privacy.
Furthermore, deep learning—based detection systems should be integrated with existing
security platforms such as intrusion detection systems (IDS) and SIEM tools to improve threat
monitoring and automated response. Finally, models should be regularly retrained with
updated datasets to adapt to evolving APT techniques and maintain high detection
performance.

Discussion and Results:

The comparative results of deep learning-based models for Advanced Persistent
Threat (APT) detection show significant improvements in detection performance due to the
integration of advanced architectures such as transformers, graph neural networks (GNNs),
federated learning, and hybrid deep learning models. The evaluation of these models, as
illustrated in Table 5, is mainly based on confusion matrix values, ROC/AUC performance,
and training loss, which provide insights into detection capability and learning behavior.
Several models demonstrate very high detection performance, particularly those based on
graph representation learning and hybrid neural networks. For example, the Magic C model
(I55]) achieves an extremely high AUC of 0.9999, indicating excellent discrimination between
malicious and normal activities.

Table 5. Results Summary for APT Detection Papers [54][67]

Ref Model Confusion Matrix ROC/AUC Training Loss

[54] | LogShield (Transformer) | Not reported Not reported | Cross-Entropy

[55] | MAGIC (Masked Graph | TP=68072 FP=569 | 0.9999 Reconstruction
Learning) TN=615456 FN=10 Loss

[56] | XFedHunter (Federated | Not reported 0.99 Cross-Entropy
Learning)

[57] | P3GNN Not reported Not reported | MSE

[58] | GNN Malicious Attack | Not reported Not reported | Not reported
Review

[59] | GCN-based APT | TP=984 FP=22 | 0.982 Cross-Entropy
Detection TN=978 FN=16

[60] | Advanced =~ Computing | TP=1275 FP=30 | 0.991 Cross-Entropy
APT Model TN=1320 FN=25

[61] | TBDetector Not reported 0.997 Cross-Entropy

[62] | CNN-BIiLSTM IDS TP=9820  FP=210 | 0.992 Binary  Cross-

TN=9790 FN=180 Entropy
[63] | IDS Survey Not reported Not reported | Not reported
[64] | AutoEncoder Ensemble | TP=4875 FP=98 | 0.988 MSE
TN=4902 FN=125
[65] | APT-LLM Not reported Not reported | Reconstruction
Loss
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[66] | CNN-BiLSTM Hybrid | TP=9754  FP=183 | 0.993 Binary  Cross-
TN=9817 FN=246 Entropy
[67] | CONTINUUM ST- | TP=1462  EP=27 | 0.994 Cross-Entropy
GNN TN=1473 FN=38

The confusion matrix values show a very large number of true positives (TP=68072)
and true negatives (TN=615456) with very few false negatives (FN=10), which highlights the
effectiveness of masked graph representation learning for detecting complex APT behaviors
in large-scale datasets. Similarly, the Continuum spatial-temporal graph neural network model
[67] achieves a high AUC value of 0.994 with very low misclassification rates (FP=27 and
FN=38). This demonstrates that spatial-temporal graph learning is highly effective for
capturing the relationships and temporal dependencies within APT attack sequences. Graph-
based models such as GCN-based methods [59] and P3GNN [57] also emphasize the
importance of provenance graphs and system event relationships in identifying multi-stage
cyberattacks.

Hybrid deep learning models also show strong performance. The CNN-BiLSTM
hybrid model [66] achieves an AUC of 0.993, with high true positive and true negative rates,
demonstrating that combining convolutional neural networks for feature extraction with
bidirectional LSTM for temporal dependency learning significantly improves anomaly
detection in network traffic. A similar hybrid architecture is used in the CNN-BiLSTM IDS
model [62], which also achieves strong detection performance with minimal misclassification
errors. Transformer-based approaches are also emerging as promising techniques for APT
detection. The TBDetector model [61] achieves an AUC of 0.997, showing that transformer
architectures can effectively capture long-range dependencies within system event sequences.
Similarly, LogShield [54] uses a transformer-based approach with cross-entropy loss for
classification, although detailed confusion matrix or ROC results are not reported in the study.
Federated learning—based frameworks such as XFedHunter [56] report a high AUC of 0.99,
highlighting the advantage of collaborative and privacy-preserving learning across distributed
networks. Such approaches are particularly useful in modern cybersecurity environments
where sensitive data cannot be centrally shared. Autoencoder-based anomaly detection
methods also play an important role in APT detection. The AutoEncoder Ensemble model
(|64]) achieves an AUC of 0.988, using reconstruction loss to identify anomalies by measuring
deviations from normal system behavior. Similarly, APT-LLM [65] utilizes large language
model embeddings combined with reconstruction-based anomaly detection to detect
abnormal patterns in system logs. However, some studies, such as systematic reviews and
survey papers [58] [63], do not provide direct experimental results such as confusion matrices
or ROC curves. Instead, they focus on summarizing existing techniques, datasets, and research
trends in intrusion detection and malicious attack detection.

Opverall, the comparative analysis indicates that graph neural networks, transformer-
based models, and hybrid deep learning architectures provide the highest detection
performance for APT attacks. These models are capable of capturing complex relationships,
long-term dependencies, and multi-stage attack behaviors, which are key characteristics of
advanced persistent threats. Nevertheless, the lack of standardized datasets and consistent
evaluation metrics across studies remains a significant challenge, making it difficult to perform
fully uniform comparisons between different approaches.

Conclusion:

APTs remain a major threat to current cybersecurity measures because they are
stealthy, have high dwell time, and use multi-stage attack patterns. This paper explored the use
of DL. methods to detect APT, APT attack life cycle, APT types, datasets used for training
and evaluation, and a comparative evaluation between the state-of-the-art DL models from
2020 to 2025. It is quite evident in the results that the traditional security measures and
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traditional machine learning methods cannot be used to deal with the growing complexity of
APT campaigns. Transformer-based, graph neural network, and hybrid deep learning methods
have demonstrated better performance in modeling of complex temporal and contextual
dependencies of APT attacks. These models allow for more accurate detection at various
stages of the APT life cycle, such as lateral movement, persistence, and data exfiltration. The
success of such methods, however, is highly reliant on the data sets and their quality. The
absence of extensive, real-world, and fully labelled APT datasets is one of the significant
weaknesses that usually limit the generalizability of the solutions suggested. Altogether, this
study concludes that life-cycle-conscious and context-based, as well as multi-modal deep
learning frameworks, are the most promising avenues of strong APT detection. Although
there has been major progress, issues pertaining to data scarcity, explainability, scalability, and
practical implementation need to be addressed before such systems can be widely adopted.

Future Research Directions:

Future studies on detecting APTs using deep learning should aim at creating more
detailed, real-world datasets that are capable of reflecting the life cycle of an APT in its entirety.
Academia, industry, and government should collaborate to develop large-scale privacy-
preserving datasets that capture realistic attacks. Incorporation of multi-modal and cross-
domain information (such as network traffic, host logs, application behavior, and threat
intelligence) can help to better detect stealthy and slow-moving APT attacks, because it enables
more contextual information. Another important direction is the development of explainable
and interpretable DL models, which can give security analysts insightful information on clear
and actionable principles to minimize alert fatigue and enhance trust in automated detection
systems. With the ever-changing APT tactics, there is a necessity to have online and
continuous learning systems that can meet emerging threats and manage concept drift in
dynamic environments. One can resolve the issue of privacy by using federated learning and
secure multi-party computation that facilitates joint detection between organizations without
disclosing sensitive information.

Lastly, integrating APT detection models into security operations and automated
response systems, including SIEM, SOAR, and SOC providers, will enable organizations to
move research past detection and instead implement active threat mitigation, enabling
organizations to act in advance concerning advanced persistent threats. Addressing the
identified challenges and pursuing the proposed research directions, including clear
implications for SOC operations, cost efficiency, and national security, will be critical in
building resilient cybersecurity defenses capable of countering increasingly sophisticated APT
threats.
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