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D ] alware has emerged as a key threat to computer systems and networks, and it is
essential to achieve accurate and reliable malwate detection. In this article, a unified
multi-model learning framework is introduced that integrates deep learning and

classical machine learning techniques to provide a comprehensive approach to detecting static
malware. Experiments were conducted on a high-dimensional dataset (799912 rows, 2382
columns, 50000 rows) of static malware features using multiple models that include deep
neural network models such as MLLP, MalConv-X, CNN Hybrid, and classical models such as
Logistic Regression, Random Forest, and LightGBM. Each model is trained and evaluated
using evaluation metrics such as accuracy, precision, recall, f1-score, and AUC to ensure fair
comparison and assessment. The results show that Light GBM achieved the highest
performance with an accuracy of 95.48% and an AUC of 0.9915. Thus, LightGBM achieved
the highest discriminative performance between malware and benign files. Deep learning
models such as MLP and MalConv-X also performed well, showing 0.92 f1-score after training
over 10 epochs. The The CNN-hybrid model showed the highest precision value of 0.9459
but a comparatively lower recall value of 0.8721. Correlation metrics, radar charts, and epoch-
wise results indicate that ensemble learning models achieve strong performance in multiple
evaluation parameters, and on the other hand, deep learning models exhibit stable convergence
behavior during training. The proposed unified multi-model framework shows a reliable
performance for static malware detection and provides a practical approach for model
selection in real-world cybersecurity applications.

Keywords: Static Malware Detection, Multi-Model Learning, Cybersecurity, Machine

Learning Classification, Ensemble and Deep Learning Models
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Introduction:

Malware is becoming increasingly complex, making accurate detection essential for
protecting modern computing systems [1][2][3]. Traditional signature-based systems often face
difficulties in detecting new and evolving threats, which motivates researchers to explore
automated techniques that learn from file features. Recent work has explored both
handcrafted feature engineering and end-to-end learning approaches to improve detection
performance and reduce false alarms. Static analysis is still widely used because it avoids
sandboxing and supports large-scale data efficiency. However, it faces challenges such as
feature representation and changes in malware behavior over time [4]. Ensemble methods and
gradient boosting have shown strong results on high-dimensional feature vectors and remain
a practical baseline for many applied systems. At the same time, deep models show that
patterns can be learned automatically without heavy manual feature engineering [5].

Recent studies on static malware comprise a mix of deep learning, classical learning,
and interpretability techniques that are used to better understand the detection of malicious
behavior. [6] used LIME to interpret Conv-LSTM autoencoder predictions in industrial IoT
traffic and illustrated that local explanations can highlight influential features. But their
approach is limited to IoT data and lacks evaluation on high dimensions. [7] applied LIME to
Android opcode sequences converted into images for CNN classifiers, but did not generalize
to search for malware. [8] used it alongside BERT-based models to interpret Android app
features. [9] developed TabLSTMNet by combining TabNet with LSTM and integrating
LIME to provide clearer explanations of deep learning outputs, but the evaluation focused
only on Android apps, and classical classifiers were ignored. [10] introduced hierarchical LIME
to generate more structured and readable explanations at different code levels, but scalability
to large datasets was not achieved. [11][9] integrated SHAP with hybrid CNN-BiGRU
architectures to explain model predictions, but they did not provide a standard comparison of
different models. Higher-level interpretability methods have been introduced in recent
research. [12] proposed the CFG Explainer, which utilizes control-flow graphs to provide
details about malware behavior. [13] extended this idea through the GAGE framework by
applying genetic algorithms to identify malicious functions. However, these approaches were
computationally complex and domain-specific. Recent research has explored transformer-
based models. [14] demonstrated the effectiveness of transformers in capturing sequential
patterns in API call data. Similarly, [15] and other encoder-decoder-based approaches focused
on improving detection performance rather than explanation. The limitation in this research
is that the authors only focused on deep learning models and ignored classical models. Most
of the studies focus on single models or on re-implementations under different settings, and
do not focus on various approaches under a single standardized pipeline. There is a need for
unified multi-model evaluation that applies the same preprocessing, training, and metrics to
classical and deep learning models so that their relative strengths and weaknesses for real-
world malware detection can be fairly assessed.

The pipeline begins with data preprocessing, followed by feature standardization is
applied to the features. Six different models, three machine learning and three deep learning
models, are applied for training purposes. The performance of these models is evaluated using
evaluation metrics such as accuracy, precision, “recall”, “f1-score”, “AUC”, and visual graphs
& charts are used to understand the comparison and practical approach [16].

This research paper is organized as section 3 presents the Materials and Methods that
describe the dataset, preprocessing, and model development. Section 4 provides the Results
and Discussion that includes experimental evaluation and comparative analysis. In the end,
Section 5 concludes the paper with future work.

The objective and novelty of this study are given below.
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Obijective of the Study:
The research objectives are as follows

To design a unified pipeline for the evaluation of multiple models.

To compare deep learning and machine learning methods.

To analyze performance trade-offs using evaluation metrics.

To recognize the most reliable model for the real-world.

Novelty Statement:

Most of the existing research was based on the evaluation of single models or different
combinations of heterogeneous models under different experimental settings. This research
proposes a unified multi-model framework that integrates both machine learning and deep
learning algorithms with a standard evaluation pipeline for static malware detection. This
framework ensures consistent preprocessing, feature extraction, and evaluation, enabling fair
comparison across models.

Materials and Methods:
Investigation site:

The experiments are executed in an artificial digital environment that is practically
possible for the evaluation of malware detection algorithms. The experiments are carried out
using the high-dimensional static malware dataset, which includes samples of both benign and
malicious Windows Portable Executables [17]. The dataset consists of a large variety of
different file formats and threat types that make it appropriate for training and testing
purposes. It covers the realistic behavior of malicious software and offers a variety that allows
us to carefully test the classifier [18]. All the experiments are executed using the same
workstation with the same hardware configuration to eliminate performance differences.
Different important factors, such as processor loading, memory usage, and temperature, are
constantly measured. In this way, the controlled environment provides a feasible platform for
model comparison and allows us to validate the hypotheses about a single learning pipeline
that can point out the pros and cons of classifiers [19].

Materials and methods:

Data used for this study is taken from publicly accessible and widely recognized Kaggle
malware repositories to ensure reliability and reproducibility [20]. The dataset contains 799912
rows with 2382 columns. Memory-efficient sampling is done, and 50000 rows are selected for
experimental purposes. The neural network models (MLP, MalConv-X, and CNN-Hybrid)
are trained utilizing the AdamW optimizer (learning rate = 0.0001). A batch size of 32 was
used for training, and each model was trained for 10 epochs. Machine learning models such
as Logistic Regression are trained with a maximum of 500 iterations, Random Forest is
configured with 200 trees and a maximum depth of 20, and LightGBM is trained with 300
estimators with a learning rate of 0.05 and 64 leaves. Cross-entropy loss is implemented as
well. Classical machine learning models, such as Logistic Regression [21] are trained with a
maximum of 500 iterations. Random Forest [22] is configured with 200 trees and a maximum
depth of 20, whereas LightGBM is trained with 300 estimators and a learning rate of 0.05 and
64 leaves. All models are trained and evaluated under the same data splits to ensure
consistency. The unified multimodal framework algorithm is as follows.

Input = Dataset D

Output: Performance metrics for all models
Preprocess D

Extract features I

Split the dataset into train/test

For each model M:

Train M on the training set

Evaluate M on the test set
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Store metrics
Compare all models

The Unified framework ensures that the same dataset split, the same feature
representation, the same evaluation metrics, and a controlled experimental setting. In
developing this methodology, an effort has been made to ensure ease of reproducing the work
for other researchers with basic machine learning experience, while also embedding model
improvements that give value to the research area. Figure 1 shows the adopted methodology
to accomplish this research. The EMBER 2018 dataset is taken and then preprocessed by
extracting static features like header information, metadata, imported functions, and byte-level
characteristics. Deep learning models [23] named MLP, MalConv-X, and CNN-Hybrid, and
classical algorithms [24] named Logistic Regression, Random Forest, and LightGBM are
applied. Each model is trained and tested with the same train-test split and identical feature

inputs. Models are compared based on Accuracy, Precision, Recall, F1-score, and AUC.
Preprocessing Dataset & Dataloader
*Downsample 50K *Tensor conversion

*Remove label -1 *Batch size =256

*Train/Val Split (80/20)

*Standardization

EMBER 2018 Dataset

Model Suite Meodel Training Evaluation Metrics

*(Classical ML: LogReg, RF, spdamW, LR=1e-4, 10 *Acc, Prec, Recall, F1, AUC
LightGBM epochs

*Deep Learning: MLP, #*CrossEntropylLoss
MalConv-X, CMN-Hybrid

Comparative Analysis

*Results table
*Best model selection

Figure 1. Adopted Methodology.
Results and Discussion:

The performance of six classification models, namely MLP, MalConv-X, CNN-
Hybrid, Logistic Regression, Random Forest, and LightGBM, is evaluated across evaluation
metrics such as Accuracy, Precision, Recall, F1-score, and AUC [23]. Tables 4.1 to 4.3 present
epoch-wise performance of the deep learning models, showing metric evolution during
training. Figures 2-8 present different graphs that compare the models in terms of overall
performance, metric distribution, and tradeoffs among key measures [25]. These results show
a comprehensive understanding of each model’s strengths, weaknesses, and reliability in
classifying the dataset. The results from the final epoch are used for all graphical analyses to
ensure stable performance comparison.

Table 1 summarizes the epoch-wise performance of the MLLP model [24]. The results
show consistent and gradual improvement among all metrics as training progresses. The model
begins with an accuracy of 0.8807 in the first epoch and gradually moves to 0.9306 in the 10th
epoch, which indicates stable learning without sudden jumps or drops. Precision and recall
follow the same pattern of accuracy and reach 0.9318 and 0.9291 in the 10th epoch. This
suggests that the model becomes increasingly balanced in identifying both benign and
malicious traffic samples. The F1-score improved from 0.8807 (epoch 1) to 0.9306 (epoch 10),
which shows that the model is growing to refine its decision boundaries. The AUC also shows
improvement from 0.9527 to 0.9755, which is a clear signal that the MLP has a stronger
capability to separate the two classes even in borderline cases.
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Table 1. Epoch-wise evaluation metrics of the MLP model

Epoch | Accuracy | Precision | Recall | Fl-score | AUC

1 0.8807 0.8814 | 0.8798 | 0.8807 | 0.9527
0.9058 0.8968 | 09171 | 0.9058 | 0.9672
0.9128 0.9089 | 09176 | 09128 | 0.9715
0.9182 09162 ]0.9206 | 0.9182 | 0.9731
0.9218 0.9285 | 0.9139 | 0.9218 | 0.9741
0.9242 09174 109323 | 0.9242 | 0.9747
0.9248 0.9283 ]0.9208 | 0.9248 | 0.9737
0.9271 09252 10.9294 | 0.9271 | 0.9751
0.9266 0.9355 109163 | 0.9266 | 0.9747
10 0.9306 0.9318 10.9291 | 0.9306 | 0.9755

Table 2 presents the epoch-wise evaluation metrics of the MalConv-X model, which
begins with strong initial performance and maintains stable results throughout training [26].
The model shows consistent progress, as in Epoch 1st, accuracy starts at 0.8992 and reaches
0.925 in the final epoch. Precision is high in all epochs and touches a maximum of 0.9365.
Recall varies due to the MalConv-X model’s sensitivity to fine-grained byte-level structures.
The Fl-score improves steadily and closely follows the accuracy curve. The AUC remains
consistently high, ranging from 0.9658 to 0.9751, which confirms that the model is reliable in
discriminating between malicious and benign files.

Table 2. Epoch-wise evaluation metrics of the MalConv-X model

Epoch | Accuracy | Precision | Recall | Fl-score | AUC

1 0.8992 09177 10.8771 | 0.8992 | 0.9658
0.9038 0.9287 1 0.8747 | 0.9037 | 0.9704
0.9135 0.9273 10.8974 | 0.9135 | 0.9726
0.9182 0.9306 | 0.9038 | 0.9181 0.974
0.9123 0.9319 | 0.8897 | 0.9123 | 0.9721
0.9187 0.9064 109339 | 09187 | 0.9744
0.9215 0.9227 0.92 0.9215 | 0.9745
0.9192 0.924 09136 | 09192 | 0.9733
0.9091 0.8843 | 0.9414 | 0.909 0.973
10 0.925 0.9365 | 0.9118 0.925 0.9751

Table 3 shows the epoch-wise performance of the CNN-Hybrid model, which starts
lower than the other two models but improves consistently over the training epochs [27].
Accuracy increases from 0.8625 to 0.9127 by epoch 8, which reflects a gradual improvement.
Precision and recall show an inverse trend, where an increase in one is often accompanied by
a decrease in the other, but the model maintains a stable F1-score near 0.91 in the final epoch.
The AUC shows a consistent rise from 0.9452 to 0.9726, which shows the model’s ability to
distinguish between classes improves over successive training epochs. Although CNN-Hybrid
exhibits slightly higher variability than MLP and MalConv-X, it achieves strong final-epoch
performance across all evaluation metrics.

A bootstrap confidence interval analysis is conducted on epoch-wise accuracy values
to assess the statistical reliability of the results. The results show that LightGBM consistently
performed best among all evaluated modelstv, with confidence intervals of pairwise
differences not including zero, which indicates a statistically significant improvement. MLLP
and MalConv-X show similar performance, and there is no clear statistical difference between
them. Both models perform better than CNN-Hybrid, and this difference is statistically
reliable, meaning it is not caused by random variation in results.
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Table 3. Epoch-wise evaluation metrics of the CNN-Hybrid model
Epoch | Accuracy | Precision | Recall | Fl-score | AUC
1 0.8625 0.8383 | 0.8982 | 0.8623 | 0.9452
0.8782 0.8361 | 0.9408 | 0.8777 0.959
0.8968 0.9046 | 0.8873 | 0.8968 | 0.9644
0.897 0.8697 ]0.9339 | 0.8968 | 0.9664
0.9052 0.9194 | 0.8883 | 0.9052 | 0.9686
0.906 0.9238 | 0.8851 0.906 0.9703
0.9071 09186 | 0.8934 | 0.9071 | 0.9716
0.9127 0.9074 09192 | 09127 | 0.9716
0.9126 0.9074 0919 | 09126 | 0.9726
10 0.9111 0.9459 | 0.8721 0.911 0.9722
Figure 2 presents a heatmap visualization of the performance metrics obtained from
the six evaluated classification models, named as MLP, MalConv-X, CNN-Hybrid, Logistic
Regression, Random Forest, and LightGBM. The heatmap provides a clear comparative
overview of five key evaluation parameters named Accuracy, Precision, Recall, F1-score, and
AUC. The darker shades in the heatmap represent higher metric values. Light GBM shows the
best performance across all metrics and achieved the highest accuracy (0.9548), precision
(0.9535), recall (0.9563), F1-score (0.9548), and AUC (0.9915). This consistent performance
of LightGBM indicates that LightGBM is the most reliable model for the given classification
task. Among the deep learning models, MLP and MalConv-X perform well with an accuracy
value of 0.9305 and 0.9249, respectively. Both models also show balanced precision and recall
values. The CNN-Hybrid model shows moderate performance by showing a lower recall value
(0.8720), indicating a higher misclassification rate for the positive class. Logistic Regression
has the lowest accuracy (0.8928) and Fl-score (0.8928), which shows the limitations of
traditional linear classifiers for complex malware detection patterns. Random Forest performs
comparatively well and achieves a high AUC score of 0.9833.

Model Performance Heatmap

O |0 | I |||

MalConv-X

CNN-Hybrid

Models

LogReg

- 0.92

RandomForest 090

LightGBM | osa

Accuracy Precision Recall Fl1 AuC
Metrics

Figure 2. Model performance evaluation heatmap.
Figure 3 shows the accuracy of six classification models: MLP, MalConv-X, CNN-
Hybrid, Logistic Regression, Random Forest, and LightGBM. The bar plot provides a clear
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visual comparison and highlights differences in predictive performance across models.
LightGBM achieves the highest accuracy of 0.9548 and shows a strong ability to capture
complex patterns in the dataset. MLLP and Random Forest also perform well, with accuracies
of 0.9306 and 0.9304, respectively, and serve as strong alternative classifiers. MalConv-X and
CNN-Hybrid have lower accuracy values of 0.9249 and 0.9110, while Logistic Regression has
the lowest accuracy of 0.8928, indicating that linear models struggle with the nonlinear
characteristics of the data.

Maodel Accuracy Comparison
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Figure 3. Comparison of model accuracy.

Figure 4 presents the AUC scores of six classification models using a horizontal bar
chart. The AUC provides a measure of the model's ability to distinguish between positive and
negative classes. Among the evaluated models, LightGBM achieves the highest AUC of
0.9915, indicating excellent discrimination capability. Random Forest also shows strong
performance with an AUC of 0.9834, followed by MLP and MalConv-X with scores of 0.9755
and 0.9751, respectively. CNN-Hybrid shows a slightly lower AUC of 0.9722, while Logistic

Regression has the lowest AUC of 0.9473, indicating weaker class discrimination.
Model Ranking by AUC Score
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Figure 4. Comparison of model AUC scores.
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Figure 5 presents a radar chart illustrating the performance of six classification models
evaluated with respect to five metrics: Accuracy, Precision [28], Recall, F1-score, and AUC.
Each axis in the chart represents one metric, and each model corresponds to a polygon
connecting its metric values, providing a comprehensive visual overview of strengths and
weaknesses. LightGBM [29] shows strong performance in all metrics and has the most
balanced results. indicating strong classification performance across precision and recall. MLP
[30] and Random Forest also perform well, but with only minor variations across metrics.
Logistic regression has lower performance, especially in accuracy and F1-score, which shows

it is less effective than more complex models.
Model Performance Radar Chart —&— MLP
. —e— MalConv-X
CNN-Hybrid
LogReg
RandomForest
LightGBM

180°

270°

Figure 5. Model performance radar chart.

Figure 6 presents a scatter plot comparing the Precision and Recall scores of all six
classification models. Each point represents a model and is labeled for clarity. The plot shows
the tradeoff between precision and recall for different models. Light GBM appears in the top
right corner, which means that it has both high precision and high recall. This shows that it
can correctly identify positive cases with very few false positives. MLP and Random Forest
also perform in a balanced manner, cluster in the top-right region. On the other hand, CNN-
Hybrid and Logistic Regression show slightly lower recall values, showing a greater likelihood
of misclassifying positive samples, even while their precision scores remain acceptable.

Figure 7 presents a scatter plot illustrating the relationship between Accuracy and AUC
for the six classification models. All the points correspond to one model each and have been
labelled for better readability. From the plot, a clear positive correlation is observed in which
models with higher Accuracy generally achieve a higher AUC as well. LightGBM has the
highest Accuracy, at 0.9548, and the highest AUC, at 0.9915. It shows great all-around
classification performance with very good discriminative capability. MLLP and Random Forest
also show balanced performance with high values on both axes. In contrast, Logistic
Regression has a much lower Accuracy of 0.8928 and an AUC of 0.9473, hence revealing its
relatively weak capability in correctly classifying instances and distinguishing between positive
and negative samples.
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Precision vs Recall Tradeoff
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Figure 6. Precision and recall relationship.
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Figure 7. Accuracy vs AUC relationship.

Figure 8 shows the distribution of five evaluation metrics: Accuracy, Precision, Recall,
Fl-score, and AUC, for six classification models. The plot illustrates variability and central
tendency across models for each metric: Accuracy, Precision, and F1-score have relatively
compact distributions; Recall shows slightly greater variability, indicating differences across
models in predicting positive samples; and the AUC values remain consistently high across all
models, indicating strong discriminative capability. This box plot helps us judge the stability
of the models under different metrics and their reliability.

Among all, LightGBM is the best-performing model with the highest value on
Accuracy, Precision, Recall, Fl-score, and AUC, which indicates very strong predictive
performance and dependability in distinguishing between positive and negative classes. MLP
and Random Forest also work very well and have quite balanced metrics. They could serve as
very reliable alternatives in cases where deep learning and ensemble methods are not plausible.
CNN-Hybrid has been performing moderately with some variance, especially in Recall, which
means difficulty in consistently detecting positive instances. Logistic Regression has the overall
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lowest metrics, which really pinpoint the limitations of linear models on complex patterns
within the dataset.

Distribution of Evaluation Metrics
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Figure 8. Distribution of evaluation metrics.

The combination of epoch-wise tables and various visualizations incorporating
heatmaps, radar charts, scatter plots, and box plots offers great insights into the behavioral
aspects of models. Such visualizations give ample scope for comparing different models,
understanding tradeoffs between metrics like Precision and Recall, and gaining insight into
stability regarding all measures. These results suggest that model selection should consider not
just overall performance but also the balance concerning all metrics and reliability, especially
in cases where either false positives or false negatives are critical. This analysis gives a very
clear framework for the evaluation and comparison of classification models and supports
decisions for practical deployment and future work.

A critical comparison with existing research is that the previous research focused on
single models, domain-specific datasets, and a lack of standardized evaluation, but this work
provides a unified multi-model pipeline that contains classical models, such as LightGBM,
which performed well among many deep learning approaches under a consistent environment.
The results are mapped with the objectives. The unified pipeline is validated through
evaluation across all classical and deep learning models. The comparison between deep
learning and machine learning shows that classical models named LightGBM and Random
Forest performed better than others. Performance trade-offs are analyzed using multiple
metrics and visualizations that highlight the differences in precision, recall, and AUC. After
performing experiments, LightGBM is identified as the most suitable model for real-world
deployment.

The proposed framework can be integrated into practical cybersecurity environments
such as intrusion detection systems, endpoint protection platforms, and malware analysis
pipelines. A unified evaluation approach enables consistent model selection, while the strong
performance and efficiency of LightGBM make it suitable for real-time deployment.
Conclusion:

In this study, a unified multi-model learning framework is presented to evaluate several
machine learning and deep learning approaches for static malware detection using high-
dimensional features. The framework helped to examine the different models’ behavior in the
same conditions. The results show that LightGBM achieved the highest accuracy of 95.48 and
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an AUC of 0.9915 as compared to others. Deep learning models such as MLP and MalConv-
X show stable and strong results with F1-scores above 0.92, while the CNN-hybrid model
showed a strong precision value that indicates fewer false positive values. These findings show
that each model has different advantages depending on whether the priority is accuracy,
precision, recall, or balanced performance. The experimental results further discover that there
is smooth training behavior among the neural models, and all algorithms show consistent
metric values. The results support the reliability of the framework and illustrate that combining
multiple models in a single structured pipeline gives comprehensive details about the asset and
its limitations. This research is helpful for security officials to choose the most suitable model
for real-world malware detection tasks based on their specific needs. This research will act as
a strong base to develop more dependable and adaptable detection systems that can meet new
cybersecurity challenges.
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