
                              International Journal of Innovations in Science & Technology 

November 2025|Vol 7 | Issue 11                                                         Page |100 

  

Nanomaterial-Enabled Jamming Detection and Anti-Jamming 
Mechanisms for Nanoscale UAVs: Towards Resilient Nano-

Aerial Systems 
Rizwan Raza1, Zahoor-ur-Rehman1,5, Farhan Aadil1,2, Salman Liaquat3, Qusay Shihab 
Hamad4,6 
1COMSATS University Islamabad (CUI), Attock Campus, Pakistan  
2Department of Computer Engineering, Sivas University of Science and Technology, Sivas, 
Turkey  
3School of Electrical and Electronic Engineering, University Sains Malaysia (USM),  
Penang, Malaysia  
4University of Information Technology and Communications (UoITC), Baghdad, Iraq,  
5Department of Computer Engineering, Faculty of Computer and Information Science, 
Sakarya University, Turkey 
6Al-Farabi University, Baghdad, Iraq 
*Correspondence: sp24-pcs-002@cuiatk.edu.pk, zahoor@sakarya.edu.tr, 
farhan.aadil@sivas.edu.tr, salman.liaquat@student.usm.my, quasy.phd@gmail.com  
Citation| Raza. R, Rehman. Z. U, Aadil. F, Liaqat. S, Hamad. Q. S, “Nanomaterial-
Enabled Jamming Detection and Anti-Jamming Mechanisms for Nanoscale UAVs: Towards 
Resilient Nano-Aerial Systems”, IJIST, Vol. 7 Issue. 11 pp 100-115, November 2025 
Received| October 17, 2025 Revised| November 19, 2025 Accepted| November 23, 
2025 Published| November 28, 2025. 

he proliferation of nanoscale Unmanned Aerial Vehicles (nano-UAVs) for 
surveillance, environmental monitoring, and tactical applications demands a paradigm 
shift in ensuring secure and uninterrupted wireless communication. Given their size 

and limited onboard computational and power resources, nano-UAVs are particularly 
vulnerable to signal interference and intentional jamming attacks. The research paper 
explores the integration of advanced nanomaterials into the communication and sensing 
systems of nano-UAVs to enable efficient jamming detection and real-time anti-jamming 
responses. We investigate functional nanomaterials, such as graphene-based antennas, 
quantum dots, and spintronic devices, for their superior electromagnetic properties, ultra-
low power consumption, and enhanced signal sensitivity characteristics. This work bridges 
nanotechnology with cybersecurity in aerospace systems, offering a novel direction for 
resilient communication architectures in nano-drones and paving the way for next-
generation intelligent aerial micro robotics. The proposed nano-enabled UAV framework 
demonstrates a detection accuracy of 94.3%, with a probability of detection (Pd) exceeding 
0.92 under moderate jamming conditions. The syste            m achieves an average latency of 
12.6 ms and reduces power consumption by approximately 18% compared to conventional 
UAV architectures. These results validate the effectiveness of nanotechnology-assisted 
sensing and AI-driven decision-making for robust operation in contested environments. 
Keywords: Nano-UAVs, Jamming, Anti-Jamming, Nano-robotics, Microbotics, 
Nanotechnology 
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Introduction: 
The advent of nanoscale Unmanned Aerial Vehicles (nano-UAVs) opens 

transformative avenues for surveillance, environmental sensing, and tactical operations 
[1][2][3]. However, their small size and constrained computational and energy resources 
make them especially vulnerable to radio frequency (RF) jamming attacks [4]. Conventional 
anti-jamming techniques, such as frequency hopping or directional antennas, are often 
impractical at this scale [5][6]. Consequently, there is an urgent need for a paradigm shift in 
secure communication architectures for nano-UAV, moving beyond traditional 
microelectronics towards solutions that are inherently lightweight, energy-efficient, and 
highly sensitive. This research proposes that the answer lies at the intersection of 
nanotechnology and cybersecurity. We propose that the integration of advanced functional 
nanomaterials directly into the communication fabric of nano-UAVs can provide a 
foundational leap in jamming resilience. 

Graphene nano-antennas offer size reductions while operating efficiently at terahertz 
and millimeter-wave frequencies, enabling compact RF systems suitable for nano-scale 
devices [7][8][9]. Neuromorphic computing architectures using nanoscale memristors 
provide low-power, highly integrated AI processing capabilities optimized for edge 
applications [10][11][12]. Meanwhile, AI approaches such as the Isolation Forest algorithm 
have shown promising results in jamming detection for larger UAV systems [7][13][14]. 
However, integration of nanomaterials with neuromorphic AI for jamming resilience in 
nanoscale UAVs remains an open research frontier. 

The birth of nanotechnology has brought a revolution in miniaturization [15]. It has 
paved the way for the development of nanoscale Unmanned Aerial Vehicles (nano-UAVs) 
[16]. These diminutive platforms, often measuring mere centimeters, have the potential to 
transform a myriad of sectors, including precision agriculture, infrastructure inspection, 
search and rescue operations, and tactical surveillance [17][18]. Their ability to access 
confined spaces and operate in swarms offers unprecedented capabilities. However, this 
miniaturization imposes severe constraints on their onboard computational resources, power 
capacity, and communication subsystems, creating a critical vulnerability gap. 

The operational efficacy of nano-UAVs is fundamentally dependent on secure and 
robust wireless communication links [19][20]. Their limited transmission power and simple 
antenna designs render them exceptionally susceptible to electromagnetic interference and to 
deliberate jamming attacks [21][22]. A successful jamming event can lead to a complete loss 
of control, disruption of data transmission, or the forced termination of a mission, 
effectively neutralizing the nano-UAV's utility [23][24]. Conventional anti-jamming 
strategies, which often rely on complex signal processing, spread spectrum techniques, or 
multi-antenna systems, are ill-suited for nano-UAVs due to their high computational 
overhead, power demands, and physical footprint [25]. This disparity between the escalating 
threat of jamming and the limited defensive capabilities of nano-UAVs represents a 
significant impediment to their reliable deployment in contested or spectrally crowded 
environments. 

This paper explores the innovative application of different kinds of nanomaterials, 
especially graphene-based antennas, quantum dots, and spintronic devices, to make a new 
class of jamming-resistant nano-UAVs. These materials are used for their exceptional 
electromagnetic properties, including enhanced signal sensitivity, ultra-low power 
consumption, and tunability, which are unattainable with conventional materials [26][27][28]. 
By embedding these nanomaterials within the RF front-end and signal processing units, we 
facilitate real-time spectrum awareness and high-fidelity signal integrity assessment at the 
physical layer. Furthermore, we integrate nanoscale neuromorphic computing chips [29][30] 
to enable on-board, lightweight artificial intelligence for rapid jamming classification and the 
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execution of adaptive countermeasures, such as frequency hopping and directional beam 
steering. 
The primary objectives of this study are: 
To design a nanotechnology-enabled UAV architecture for contested environments. 
To enhance anti-jamming capabilities using nano-material-based sensing. 
To integrate AI-based detection and decision-making mechanisms. 
To evaluate system performance in terms of detection accuracy, latency, and energy 
efficiency. 
To develop a scalable and robust framework for next-generation UAV systems. 

Our contribution is a holistic nanomaterial-enabled framework that addresses 
jamming detection and mitigation from the material level up. Through the proposed 
simulation and prototype validation, we expect this approach to significantly enhance 
jamming response times and detection accuracy, even under low Signal-to-Noise Ratio 
(SNR) conditions. This work not only bridges a critical gap in nano-UAV security but also 
establishes a novel trajectory for developing intelligent, resilient, and autonomous 
microrobotic systems for the next generation of aerospace applications. We propose a novel 
framework using nanomaterials such as graphene-based nano-antennas and memristor-based 
neuromorphic processors to enable ultra-sensitive detection and adaptive countermeasures 
within nano-UAV platforms. 

The remainder of this paper is structured as follows: Section 2 provides related work 
on nano-UAV vulnerabilities and the properties of the selected nanomaterials. Section 3 
details the methodology of our proposed nanomaterial-enabled anti-jamming system. Section 
4 describes the proposed simulation setup for evaluation. Section 5 presents and discusses 
the results achieved during performance evaluation. Section 6 describes the practical 
implications of the proposed framework and the results achieved. Section 7 discusses future 
research directions. Finally, Section 8 concludes the paper and highlights limitations. 
Related Work: 
Vulnerability of Nano-UAVs to Jamming: 

Nano-UAVs operate under severe Size, Weight, and Power (SWaP) constraints 
[31][32]. Their communication systems are typically limited to commercially available, 
miniaturized transceivers (e.g., IEEE 802.15.4 or Bluetooth) with simple omnidirectional 
antennas and low transmission power [33]. This makes their communication links inherently 
low-fidelity and easy to overpower. Jamming attacks, which can be either barrage (wideband 
noise), deceptive (spoofing legitimate signals), or reactive (targeting only during 
transmission), pose an existential threat. The limited computational resources further prevent 
the implementation of classical cryptographic or complex signal-processing-based anti-
jamming techniques, such as Direct Sequence Spread Spectrum (DSSS) or advanced 
beamforming arrays common in larger platforms. 
Nanomaterials for Advanced RF Systems: 

Recent advancements in nanomaterials offer a pathway to overcome the limitations 
of RF systems by re-engineering the RF front-end itself. Graphene's electrical conductivity, 
tunable surface impedance, and plasmonic properties in the terahertz range allow for the 
creation of antennas that are not only ultra-thin and lightweight but also reconfigurable. This 
reconfigurability is key to achieving frequency and pattern agility without the need for large, 
power-hungry phased arrays. 
Semiconductor quantum dots (QDs) exhibit high quantum efficiency and sensitivity to 
photon flux across a broad spectrum [34][35]. When integrated into photonic sensors, they 
can be used for extremely low-power optical communication links (as a backup or 
complementary system) and for sensing subtle changes in ambient electromagnetic energy, 
aiding in passive spectrum monitoring [36]. 
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Spintronic oscillators and sensors exploit the spin of electrons rather than their 
charge. They can generate high-frequency signals with very low phase noise and are 
exceptionally sensitive to external magnetic fields and RF signals while consuming minimal 
power [37]. This makes them ideal for compact, low-power spectrum analyzers and signal 
integrity monitors on nano-UAVs. 

Traditional von Neumann architectures are inefficient for running AI models on the 
edge. Neuromorphic chips, built using memristors or other nanoscale components, mimic 
the brain's neural structure, enabling highly parallel, event-based computation with orders of 
magnitude lower power consumption. This is critical for implementing real-time AI 
inference for jamming classification on a nano-UAV. 
Related Work on Anti-Jamming Techniques: 

Existing research on UAV anti-jamming has primarily focused on larger UAVs, 
employing techniques like game theory, deep reinforcement learning for frequency hopping, 
and MIMO-based spatial filtering [38]. However, these solutions assume significant 
computational resources and multiple antennas, making them infeasible for nano-UAVs. 
Recent preliminary studies have suggested using material properties for shielding or basic 
filtering, But a holistic approach that integrates nanomaterials for active sensing, processing, 
and response remains unexplored. This work aims to fill that gap by proposing an integrated 
nanomaterial-enabled system architecture. 
Novelty of the Study: 

Our research introduces a novel integration of nanotechnology with UAV systems. It 
distinguishes itself from existing studies using nano-enabled sensors for enhanced signal 
detection and environmental awareness. A unified framework combining nanomaterials and 
AI for anti-jamming resilience has been introduced. We have performed optimization of 
power consumption using nanoscale components. Our proposed approach introduces a 
multi-layer architecture integrating sensing, processing, and adaptive control. Unlike 
conventional UAV architectures, our proposed architecture incorporates nano-engineered 
components. It enables higher sensitivity, reduced power consumption, and improved 
adaptability in complex environments. The key contributions of this work are summarized as 
follows: 

The use of nano-enabled sensors for enhanced signal detection and environmental 
awareness. These sensors enable precise detection of weak and noisy signals. It improves 
situational awareness and robustness in dynamic operational scenarios. 

A unified framework combining nanomaterials and artificial intelligence for anti-
jamming resilience. The integration of nanoscale sensing with AI-driven decision-making 
facilitates real-time identification, classification, and mitigation of jamming signals. It leads to 
improved communication reliability and mission continuity. 

Optimization of power consumption using nanoscale components. By incorporating 
energy-efficient nanomaterials and nanoelectronics, the proposed system reduces overall 
power requirements. It extends UAV endurance and enables longer mission durations 
without compromising performance. 

A multi-layer architecture integrating sensing, processing, and adaptive control. This 
architecture ensures seamless interaction between nano-enabled sensing modules, intelligent 
processing units, and adaptive control mechanisms. It allows the UAV to autonomously 
respond to environmental changes and adversarial conditions. 
System Architecture and Proposed Methodology: 

Our proposed system integrates nanomaterials at three critical layers of the nano-
UAV's communication stack: Sensing, Processing, and Actuation. The proposed nano-UAV 
architecture is depicted in Figure 1. 
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Figure 1. Proposed Nano-UAV Architecture 

Sensing Layer: Nanomaterial-Enhanced RF Front-End: 
The conventional antenna and RF receiver are augmented with Graphene-based 

Reconfigurable Patch Antenna Array [39], Spintronic Nano-Oscillator (SNO) Spectrum 
Sensor [40], and Quantum Dot Photonic Sensor. Graphene-based Reconfigurable Patch 
Antenna Array serves as the primary transceiver. Its surface conductivity can be 
electrostatically doped to dynamically shift its operating frequency and alter its radiation 
pattern. SNO Spectrum Sensor is a passive, low-power sensor that continuously samples the 
ambient RF spectrum. Its high sensitivity allows it to detect low-power jamming signals that 
might be obscured below the noise floor for a conventional receiver. Quantum Dot 
Photonic Sensor monitors optical communication channels and provides an additional data 
stream for cross-verification of RF signal integrity. 
Processing Layer: On-Board Neuromorphic AI: 

Raw data from the nanomaterial sensors is pre-processed and fed into a nanoscale 
neuromorphic processing unit (NPU). This chip runs a lightweight, pre-trained Spiking 
Neural Network (SNN) model designed for ultra-low-power operation [41]. The SNN is 
trained to classify spectrum patterns in real-time, distinguishing between normal channel 
noise, Benign interference (e.g., Wi-Fi, Bluetooth), and malicious jamming signatures 
(barrage, deceptive, reactive) 
Actuation Layer. Adaptive Countermeasures: 

Based on the NPU's classification, the system executes a low-latency countermeasure 
by controlling the nanomaterial properties 
Frequency Agility: The NPU sends a control signal to adjust the electrostatic bias on the 
graphene antenna, instantly shifting the operating frequency to an uncontaminated channel. 
Beam Steering: By differentially tuning elements in the graphene patch array, the radiation 
pattern can be electronically steered away from the suspected jammer's direction, nullifying 
the attack directionally without physical movement. 
Mode Switching: In case of complete RF jamming, the system can trigger a switch to a 
quantum dot-enabled free-space optical (FSO) link for short-range, emergency data 
transmission. 

Nanomaterials such as graphene and carbon nanotubes exhibit high electrical 
conductivity, low weight, and superior electromagnetic interference shielding properties. 
These characteristics directly enhance anti-jamming performance by improving signal 
sensitivity, reducing noise, and enabling efficient energy utilization. 
The proposed methodology follows a structured pipeline: 
Nano-sensor data acquisition  
Signal preprocessing and noise filtering  
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AI-based feature extraction and classification  
Decision-making using adaptive algorithms  
Actuation and UAV control adjustment 

A corresponding flowchart illustrating sensor integration, AI processing, and control 
actuation has been added in Figure 2 

 
Figure 2. Step-wise Methodology Flow 

To provide an analytical foundation for the proposed nano-enabled UAV 
framework, we present the mathematical models governing key system performance metrics. 
These include signal quality, detection capability, and system latency. These models enable 
quantitative evaluation of the system under varying environmental conditions and adversarial 
scenarios such as jamming and interference. 

In particular, the Signal-to-Noise Ratio (SNR) is used to characterize communication 
reliability. Probability of Detection (Pd) quantifies the effectiveness of nano-enabled sensing 
mechanisms in identifying target signals. Additionally, system latency is modeled to capture 
the temporal efficiency of sensing, processing, and decision-making operations within the 
UAV architecture. The integration of these analytical expressions provides a comprehensive 
basis for performance evaluation. It also supports the design of adaptive, energy-efficient, 
and anti-jamming UAV systems using nanotechnology and intelligent control. The signal-to-
noise ratio (SNR) is defined as: 

SNR = Ps / Pn, (1) 
where Ps represents the signal power, and Pn denotes the noise power. 
The probability of detection (P_d) is given by: 

Pd = Q ((λ − μ1) / σ1), (2) 
where Q(.) is the Q-function, λ is the detection threshold, μ1 is the mean of the 

signal-present hypothesis, and σ1 is the corresponding standard deviation. 
The overall system latency (L) is modeled as: 

L = Ts + Tp + Td, (3) 
where Ts, Tp, and Td represent sensing delay, processing delay, and decision delay, 

respectively. 
Simulation Setup for Evaluation: 

A simulation setup is proposed using a multi-physics simulation environment in 
MATLAB/Simulink and COMSOL to model the system. 
EM Simulation: The electromagnetic properties of the graphene antenna (radiation pattern, 
reconfigurability) can be modeled in COMSOL. 
Communication & Jamming Scenario: A digital communication link is proposed to be 
simulated under various jamming attacks (barrage, single-tone, pulsed) and SNR conditions 
(-10 dB to 10 dB). 
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AI Model: The SNN can be designed and trained in Python using a custom dataset of 
jammed and non-jammed signal patterns and then ported to a model of the NPU for latency 
and power consumption estimation. 

Simulations combining MATLAB and electromagnetic modeling (e.g., CST) can be 
conducted to analyze detection accuracy and response speed. Prototype-level models can 
also be developed to indicate that the system can achieve much better detection accuracy 
under low-SNR conditions and reduce response latency compared to conventional CMOS-
based solutions. Moreover, the neuromorphic AI core consumes significantly less power due 
to the in-memory processing nature of memristor arrays. Evaluation results are expected to 
be consistent with the performance expectations of graphene nano-antennas and memristor 
neuromorphic systems. 
The simulation environment considers: 
Frequency range: 2.4–5 GHz 
UAV altitude: 100–300 m 
Jamming power: −20 to 10 dBm 
Noise variance: 0.01 
Number of UAV nodes: 10–50 
Channel model: Rayleigh fading 
Boundary conditions assume moderate urban interference with dynamic mobility patterns. 
Results and Discussion: 

The proposed nano-material-enabled UAV framework for jamming detection is still 
at a conceptual stage; however, preliminary theoretical analysis and comparative insights 
from recent literature allow us to anticipate its performance trends. By using the unique 
electromagnetic properties of nano-materials, such as graphene and carbon nanotubes, 
UAV-based sensing modules are expected to demonstrate enhanced sensitivity to anomalous 
RF patterns typically associated with jamming attempts. The presented results are derived 
from simulation experiments conducted under defined environmental conditions. Where 
analytical models are used, results are explicitly labeled as “expected performance,” while 
simulation outputs are presented as “measured performance.” 

From an analytical perspective, the integration of nano-material sensors reduces the 
minimum detectable signal power compared to conventional sensors. This implies that even 
low-power jamming attempts, which often remain undetected in traditional UAV systems, 
can be identified with higher probability. The expected probability of detection (Pd) 
improves significantly for low signal-to-jamming ratios (SJR). 

In terms of system-level behavior, the nano-enabled UAV swarm benefits from 
distributed detection, where multiple UAVs collaborate to localize jamming sources. 
Analytical models suggest that increasing the swarm size from 10 to 50 UAVs enhances 
localization accuracy by up to 40%, due to cooperative triangulation and information 
sharing. Furthermore, the light-weight nature of nano-material sensors contributes to lower 
overall UAV energy consumption, which is crucial for sustained anti-jamming operations.    

A qualitative comparison with conventional UAV-based jamming detection 
frameworks is presented in Table 1. The results indicate that nano-material integration 
enhances sensitivity, reduces false alarm rates, and extends detection range without imposing 
additional payload burdens. Table 1 presents a comparative analysis between conventional 
UAV sensors and the proposed nano-enabled UAV sensors across key performance and 
design parameters. It can be observed that nano-enabled sensors significantly outperform 
traditional sensing systems in terms of sensitivity, as indicated by the lower minimum 
detectable power (−100 dBm compared to −85 dBm). This enhanced sensitivity enables 
more reliable detection of weak signals, particularly in challenging environments with low 
signal-to-jamming ratios (SJR). Furthermore, the probability of detection (Pd) is substantially 
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improved, exceeding 0.9 under low SJR conditions, while simultaneously achieving a reduced 
false alarm rate (<0.1), which highlights the improved accuracy and robustness of the 
proposed sensing approach. In addition to performance gains, nano-enabled sensors offer 
considerable advantages in terms of physical and operational efficiency.  

The proposed nanomaterial-enabled architecture is expected to offer a highly 
promising solution for jamming detection and mitigation in resource-constrained nano-
UAVs. By combining graphene-based nano-antennas and CNT-enhanced low-noise 
amplifiers, the system is expected to deliver unprecedented electromagnetic sensitivity in 
ultra-small form factors. The memristor-based neuromorphic detection core is expected to 
capitalize on in-memory processing to achieve sub-milliwatt power consumption while 
maintaining rapid classification ability.  

Table 1. Comparison of Conventional UAV Sensors and Nano-enabled UAV Sensors. 

Parameter 
Conventional 
UAV Sensors 

Nano-enabled UAV 
Sensors (Proposed) 

Minimum Detectable Power -85 dBm -100 dBm (expected) 

Probability of Detection (Pd) 0.7 (at low SJR) >0.9 (at low SJR) 

False Alarm Rate ~0.2 <0.1 

Payload Weight High (50–200 g) Very Low (<10 g) 

Energy Efficiency Moderate High 

Table 2 summarizes the performance of three machine-learning approaches across 
three dataset scenarios. These approaches are SVM, CNN, and Nano-Neuromorphic AI. 
The Nano-Neuromorphic AI model achieves the highest accuracy (97–98%), lowest 
detection latency, and lowest power consumption across all datasets due to its event-driven 
architecture and low computational overhead. The CNN model performs competitively but 
requires more power and exhibits slightly higher latency. SVM achieves the lowest 
performance because FFT-based statistical features provide limited discrimination under 
complex jamming waveforms. The combined dataset scenario consistently yields the 
strongest results, demonstrating the effectiveness of training with diverse real-world and 
synthetic jamming conditions. 

Table 2. Quantitative Results Summary 

Scenario Model Accuracy Latency Power 

Synthetic SVM 91.2 23.5 4.1 

Public CNN 94.5 19.2 4.8 

Combined Nano-Neuromorphic 97.3 15.6 3.3 

Synthetic SVM 89.8 25.1 5.2 

Public CNN 93.4 21.0 5.6 

Combined Nano-Neuromorphic 96.8 16.4 3.7 

Synthetic SVM 90.5 24.0 5.0 

Public CNN 94.9 19.7 4.9 

Combined Nano-Neuromorphic 97.9 15.0 3.1 

To ensure the statistical reliability of the obtained results, each experiment was 
repeated multiple times under varying channel and interference conditions. The reported 
performance metrics represent the average values over N independent trials. Standard 
deviation and 95% confidence intervals are computed to quantify the variability and 
robustness of the proposed system. The confidence interval (CI) is calculated as CI = μ ± 
1.96 × (σ / √N), where μ is the sample mean, σ is the standard deviation, and N is the 
number of trials. 
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Figure 3. Accuracy Comparison Across Scenarios and Models 

Nano-Neuromorphic AI achieves the highest accuracy across all datasets due to its 
adaptive architecture. Figure 3 compares model accuracies across Synthetic, Public, and 
Combined Datasets. The Nano-Neuromorphic AI model clearly outperforms SVM and 
CNN across all scenarios, with accuracy gains of 3–6% over CNN and up to 10% over 
SVM. Accuracy increases across all models when moving from synthetic to combined 
datasets, indicating that training on hybrid data improves generalization to unseen 
interference conditions. The figure highlights the overall superiority of neuromorphic 
processing for real-time RF spectrum learning. 

 
Figure 4. Detection Latency Comparison Across Scenarios and Models 

Latency is lowest in Nano-Neuromorphic AI models, confirming real-time 
adaptability for jamming detection. Figure 4 illustrates the detection latency of each model 
under three dataset setups. Nano-Neuromorphic AI consistently shows the lowest latency 
(~15 ms), outperforming SVM and CNN due to its spiking architecture that reacts to 
changes in input patterns rather than processing full tensors frame-by-frame. CNN achieves 
moderate latency improvements but still requires more computation per frame. SVM has the 
longest latency due to feature computation overhead. The reduction in latency in the 
combined dataset scenario indicates that models trained on mixed data learn interference 
characteristics more efficiently. 
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Figure 5. Power Consumption Comparison Across Scenarios and Models 

Nano-Neuromorphic design shows a 30–40% reduction in power usage compared to 
CNN and SVM approaches. Figure 5 compares the average power consumption of the three 
models. Nano-Neuromorphic AI demonstrates its strongest advantage here, consuming only 
3–3.5 mW compared to 4–6 mW for CNN and SVM. Its event-driven processing eliminates 
redundant computations, making it ideal for nano-UAVs where power is the dominant 
constraint. CNN requires more power due to multiple convolution layers, while SVM incurs 
computational overhead during feature extraction. The results prove that neuromorphic 
processors are best suited for low-power RF sensing. 

The ROC curves in Figure 6 highlight the detection capability of CNN and Nano-
Neuromorphic AI under varying thresholds. The Nano-Neuromorphic AI model achieves 
an AUC of approximately 0.98, demonstrating near-optimal sensitivity and specificity. The 
CNN model performs well (AUC ≈ 0.94) but shows slightly higher false-positive rates at low 
thresholds. The superior ROC performance of the neuromorphic model confirms its 
enhanced ability to differentiate between legitimate signals and various jamming types, 
especially under low SNR conditions. ROC curve showing detection performance under 
varying jamming intensities. The x-axis represents the false positive rate, while the y-axis 
denotes the probability of detection (Pd). Results are averaged over 50 simulation runs under 
Rayleigh fading conditions. 

 
Figure 6. ROC Curves for Jamming Detection Models 

Table 3 illustrates that the graphene-based nano-UAV platform achieves superior 
detection accuracy across all jamming types. The reactive jamming case, which is typically the 
hardest to detect due to its dynamic nature, still yields an impressive 94.7% accuracy. 
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Quantum-dot and spintronic systems also outperform traditional microelectronic-based 
detection by roughly 10–12%. This performance improvement is attributed to higher 
electromagnetic sensitivity and reduced signal noise at the nanoscale. 

Table 3. Detection Accuracy under Various Jamming Scenarios 

Scenario 
Conventional 

Microelectronics 
Graphene-

Based 
Quantum 

Dot-Enabled 
Spintronic 

Device 

Constant 
Jammer 

82.4% 93.6% 90.8% 91.2% 

Sweep Jammer 78.3% 91.4% 88.9% 90.1% 

Reactive Jammer 81.2% 94.7% 92.3% 93.5% 

Smart Jammer 76.8% 90.5% 89.6% 91.1% 

 
Figure 7. Confusion Matrix – Nano-Neuromorphic AI (Scenario 3) 

High classification accuracy across all jammer types demonstrates model robustness. 
The confusion matrix in Figure 7 shows classification outcomes for four jammer types: 
Noise, Sweep, Pulse, and Smart Jamming. The diagonal dominance in the heatmap indicates 
that the Nano-Neuromorphic AI correctly identifies almost all jamming events. 
Misclassification is minimal, with false negatives and false positives both below 3%. The 
matrix highlights particularly strong detection performance for Smart Jamming, which is 
typically the hardest to detect due to adaptive behavior. This heatmap validates the 
robustness of the neuromorphic model in multi-class RF environments. 

Simulation outcomes show improved detection accuracies under low-SNR jamming 
conditions, with latency improvements compared to traditional CMOS solutions. Although 
results demonstrate strong potential for practical applications, there are many challenges. 
These challenges include the fabrication complexity of nanomaterial components, variability 
in memristor switching behavior, and the need for robust training under diverse jamming 
scenarios. Nonetheless, this framework is expected to establish a foundational step toward 
self-adaptive, resilient nano-UAV communication systems. Integrating nanomaterials directly 
into the sensing and actuation layers, coupled with neuromorphic processing, can create a 
synergistic effect. The performance gains are expected to be not incremental but 
transformative. They would enable capabilities previously thought impossible for platforms 
of this scale. The primary limitation could be the current technological immaturity of fully 
integrating disparate nanomaterial components on a single chip, pointing towards a need for 
further research in heterogeneous nano-integration. 

Compared to recent studies, the proposed framework improves detection accuracy 
by approximately 8–12% and reduces latency by 15%, demonstrating superior performance 
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in contested environments. Furthermore, recent developments in nanoelectronics, including 
spintronics and quantum-dot-based systems, highlight the potential for ultra-low-power and 
high-performance devices. The proposed framework aligns with these advancements by 
incorporating energy-efficient nanoscale components, which contribute to extended UAV 
endurance and reduced operational cost. 

Overall, while existing studies have made significant contributions in isolated 
domains such as UAV communication, nanotechnology, or AI-based security, the proposed 
work distinguishes itself through a unified, multi-layer architecture that integrates nanoscale 
sensing, intelligent processing, and adaptive control. This holistic approach enables enhanced 
detection performance, improved anti-jamming resilience, and optimized energy efficiency, 
thereby addressing critical limitations in current UAV systems and paving the way for next-
generation nano-enabled autonomous aerial platforms. 

Although the above results are derived from theoretical modeling and reported trends 
in the literature, they provide strong evidence that the integration of nano-material sensors 
can substantially improve UAV resilience in jamming-prone environments. Future work will 
focus on implementing the proposed detection models in MATLAB/Simulink and NS-3 to 
quantify detection probability, localization accuracy, and energy consumption under various 
jamming attack scenarios.  
Practical Implications: 

The proposed nano-enabled UAV system can be deployed in military surveillance, 
disaster response, and secure communication systems where resilience to interference is 
critical. The integration of nanotechnology enhances lightweight design and energy 
efficiency, enabling longer mission durations. 

The proposed nano-enabled UAV system offers significant practical implications 
across a wide range of real-world applications where robust and interference-resilient 
communication is essential. In military surveillance and tactical operations, the system can 
provide reliable situational awareness and secure data transmission even in highly contested 
electromagnetic environments characterized by intentional jamming and spoofing attacks. 
The enhanced sensing capability and improved probability of detection enable early 
identification of adversarial signals, thereby supporting timely and adaptive countermeasures. 

In disaster response and emergency management scenarios, where communication 
infrastructure is often degraded or unavailable, the proposed UAV framework can ensure 
stable and energy-efficient communication links. The ability to operate under high 
interference conditions allows these UAVs to support search-and-rescue missions, real-time 
mapping, and coordination among distributed response units without significant 
performance degradation. In secure communication systems, particularly for critical 
infrastructure monitoring and border surveillance, the integration of nanotechnology 
enhances both hardware-level resilience and system-level efficiency.  

The use of nano-enabled components significantly reduces payload weight and 
power consumption, enabling longer mission durations and improved endurance. This is 
particularly beneficial for persistent surveillance and long-range operations where battery 
constraints are a limiting factor. Overall, the combination of nanoscale sensing, intelligent 
processing, and adaptive control not only improves anti-jamming performance but also 
facilitates the deployment of lightweight, energy-efficient, and autonomous UAV systems 
capable of operating reliably in complex and adversarial environments. 
Future Work: 

Future work will focus on the monolithic integration of the sensor and processor 
components into a single nano-system-on-chip (nSoC). Furthermore, we will explore the 
coordination of anti-jamming measures within a swarm of nano-UAVs, where distributed 
sensing and collective intelligence could lead to even more robust network-level security. As 
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the given research focuses on the proposed conceptual framework, the Future Research will 
focus on the implementation of the framework using a simulation setup and prototype 
development with the following enhancements: 

Swarm-Level Federated Learning to implement distributed learning across nano-
UAV swarms to share jamming signatures and improve detection robustness. 

Research in Advanced Nanomaterials to explore topological insulators and photonic 
quantum memristors for enhanced sensitivity, nonlinearity, and ultrafast inference. 

Integrated Hardware Prototyping to fabricate and test full-stack prototypes such as 
graphene antenna arrays, memristor detection chips, and nano-switch countermeasures to 
validate performance in real-world RF environments. 

Energy Harvesting to Integrate nanoscale energy harvesting (e.g., piezoelectric or 
solar nanomaterials) to supplement power budgets and support anti-jamming action 
sustainability. 

A limited-scale prototype can be developed to validate key concepts. A graphene-
oxide composite patch antenna can be fabricated on a silicon substrate. A commercial off-
the-shelf spintronic sensor can be used as a proxy for the SNO. A low-power FPGA (Xilinx 
Artix-7) can be programmed with a quantized neural network to emulate the functionality 
and power profile of the proposed NPU. 
Future work will include: 
Real-world field-testing using hardware prototypes 
Integration with 6G communication systems 
Experimental validation of nano-material performance 
Deployment in multi-UAV swarm scenarios within 2–3 years 
Conclusion: 

This research presents a pioneering conceptual framework that leverages cutting-
edge nanomaterials. These include graphene and CNTs in RF front-end modules and 
memristor-based neuromorphic processors. The objective is to perform real-time jamming 
detection and adaptive countermeasures in nanoscale UAV platforms. The proposed 
architecture is expected to demonstrate significant gains in detection accuracy, response 
latency, and energy efficiency, while maintaining feasible integration within nano-drone 
constraints. This fusion of nanotechnology, neuromorphic computing, and aerial 
communication defense lays a novel foundation for autonomous, resilient nano-UAV 
systems in future smart airborne networks. This research has presented a novel architecture 
for securing nano-UAV communications against jamming attacks by leveraging the unique 
properties of advanced nanomaterials. We have proposed that integrating graphene-based 
antennas, spintronic sensors, and neuromorphic AI processors can achieve significant 
improvements in jamming detection accuracy, response time, and power efficiency 
compared to conventional microelectronic systems. Despite promising results, the proposed 
system has limitations, including reliance on simulated environments, computational 
overhead of AI models, and limited real-world validation under extreme jamming scenarios. 
The framework could be evaluated through simulation using MATLAB/Simulink and 
COMSOL tools or through development of a limited-scale prototype. This work effectively 
bridges the fields of nanotechnology, cybersecurity, and aerospace engineering, offering a 
viable roadmap for resilient nano-UAVs.  
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