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he IoT devices plays an important role in today’s technology. However, with rapid 
growth of IoT based technology, security of these devices and high power 
consumption are significant challenges. To mitigate these challenges, this research 

work proposed novel federated learning-based intrusion detection system to mitigate security 
issues. Moreover, to minimize energy consumption, a whale colony-based algorithm is 
proposed. The results are simulated and compared with other studied algorithms. The 
proposed algorithms outperformed the other understudied algorithms. Experimental results 
on the CIC-IoT-2023 dataset demonstrate that the proposed FL-WOA framework achieved 
99.17% intrusion detection accuracy, outperforming existing federated learning approaches 
by up to 5.56%, while significantly reducing network energy consumption through optimized 
resource allocation. 
Keywords: Internet of Things (IoT), Intrusion Detection Systems (IDS), Federated Learning 
(FL). Whale Optimization Algorithm (WOA). 
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Introduction: 

The intrusion detection system (IDS) plays a vital role in network security of IoT 
devices [1]. Modern day IoT devices require high speed internet connectivity for real time 
applications [2]. The continuous connectivity of devices and data exchange between devices 
can be affected by adversaries [3]. The IDS based system are help to secure important 
information exchanging between IoT devices. In addition, long term energy efficiency is 
required for IoT devices because these devices are working mostly in wireless environment 
[4][5]. 

IoT-based healthcare solutions have enabled telemedicine, contact tracing, and remote 
diagnostics, improving efficiency in managing healthcare demand [6][7]. In agriculture, IoT 
advancements support precision farming through real-time monitoring and automated 
systems, enhancing yields and resource use [8]. IoT drives sustainable agriculture and IIoT 
transforms industries through smart manufacturing, predictive maintenance, and automated 
quality control, enhancing efficiency and reducing costs [9][10][11]. IoT enhances smart 
transportation and energy systems through real-time fleet monitoring, autonomous vehicles, 
smart grids, and demand response technologies, boosting efficiency and reducing costs 
[12][13]. 

Security Challenges and the Role of Intrusion Detection Systems (IDS): 

The rise of IoT adoption in industries is driven by advancements in wireless 
technologies like 5G and Wi-Fi enhancing automation, data analysis, and remote monitoring 
[14][15]. IoT enhances manufacturing, smart cities, and transportation by enabling predictive 
maintenance, automated factories, real-time resource management, and improved urban 
mobility and safety [16][17][18]. The rapid IoT expansion enhances resource management and 
renewable integration but also raises serious cybersecurity challenges due to diverse 
architectures, lack of global standards, and increased attack surfaces [19][20][21]. IoT security 
is challenged by unmaintained firmware, diverse environments, and privacy risks, necessitating 
energy-efficient intrusion detection systems to protect sensitive data and critical IIoT 
processes [22][23][24][25]. Securing diverse, resource-limited IoT devices is hindered by lack 
of standard protocols, weak authentication, physical tampering risks, and outdated firmware 
vulnerabilities, increasing cyberattack exposure [26][27][28]. Due to device interaction in IoT 
networks, IDS is essential for security, but traditional centralized IDS models are often 
unsuitable due to high energy and communication costs [6][29][30]. Energy-efficient IDS for 
IoT must balance real-time detection, low latency, and low complexity, with emerging 
solutions like Federated Learning combined with optimization algorithms to reduce 
communication overhead and preserve privacy [31][32][33]. Metaheuristic optimizations like 
WOA and PSO enhance Federated Learning's energy efficiency in resource-constrained IoT 
devices by optimizing model parameters [34]. Combining FL with WOA and PSO 
optimizations improves IDS energy efficiency and detection accuracy by adapting to traffic 
variations and reducing communication costs [35]. 

Related Work: 
Modern IDS for IoT must be energy-efficient, privacy-preserving, and leverage 

distributed methods like FL, while signature-based IDS effectively detects known threats but 
fails against unknown attacks [36][20]. Energy-efficient IDS is critical for battery-powered IoT 
devices, with FL and metaheuristic methods like WOA and PSO reducing power use by 
optimizing model parameters and minimizing communication [37]. Due to IoT's limited 
resources, lightweight IDS using CNN, RNN, and hybrid metaheuristic algorithms like WOA-
SA or BOA-ACO optimize detection accuracy while minimizing computational overhead [38].  

Designing energy-efficient IDS for IoT involves combining ML with optimization 
techniques like PSO-GPC and FL methods such as FedAvg, FedProx, and DAFL to balance 
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accuracy and energy use [39]. ML techniques enhance IDS detection in resource-constrained 
IoT networks, with careful selection of supervised, unsupervised, deep, and ensemble learning 
methods crucial for balancing accuracy and energy efficiency [40].  

Decision Trees, known for their low computational cost and interpretability, are widely 
used in energy-aware IDS for IoT, though they require pruning and feature selection to 
prevent overfitting and manage memory usage [41]. Support Vector Machines (SVMs) deliver 
high intrusion detection accuracy for complex attacks but are resource-intensive, so energy 
efficiency is enhanced through support vector reduction and incremental learning; Naive 
Bayes, being computationally light and fast, suits real-time IDS but struggles with correlated 
features, requiring feature extraction for better accuracy and energy efficiency [41]. K-Means 
and DBSCAN are popular unsupervised clustering techniques used in IDS for anomaly 
detection; while K-Means is efficient for large datasets with clear cluster boundaries, DBSCAN 
excels in identifying arbitrarily shaped clusters and outliers, and both are optimized for energy 
efficiency using adaptive distance metrics and ANN search techniques [42].  

Deep learning techniques like CNNs, RNNs (including LSTM), and DNNs are highly 
effective in IDS for extracting complex patterns and detecting intrusions, and energy-efficient 
variants—such as lightweight CNNs, memory-optimized LSTMs, and DNNs integrated with 
optimization algorithms like WOA—enable their deployment on resource-constrained IoT 
devices [43]. Ensemble learning techniques like boosting (AdaBoost, Gradient Boosting) and 
bagging (Random Forest) improve IDS detection accuracy and robustness while balancing 
energy consumption, though boosting may overfit noisy data and bagging requires more 
memory; meanwhile, Federated Learning offers a decentralized, privacy-preserving IDS 
solution that reduces communication overhead and single points of failure in growing IoT 
networks [23]. Federated Learning (FL) enhances privacy and scalability in IDS by keeping 
data local and only sharing model updates, reducing data leakage risks and aiding regulatory 
compliance, while addressing non-IID data across devices; however, to mitigate vulnerabilities 
like gradient inversion and model poisoning, FL is combined with techniques such as 
Differential Privacy and Secure Aggregation to maintain security without sacrificing accuracy 
[44][45].  

Federated Averaging (FedAvg) enables efficient global model training by averaging 
local model updates from clients instead of raw data, making it communication-efficient and 
suitable for resource-constrained IoT devices; however, it can suffer from model divergence 
with non-IID data and is vulnerable to poisoning attacks, yet remains widely used in IoT 
intrusion detection for its lightweight and privacy-preserving nature [46][41]. FedSGD 
averages client gradients for model training, requiring synchronized updates that increase 
communication and computation costs, making it suited for large models; it enhances privacy 
and distributes load compared to centralized IDS [47]. Energy efficiency is crucial for IDS in 
resource-limited IoT devices, with optimization algorithms like Evolutionary Algorithms, 
Whale Optimization Algorithm (WOA), and hybrid FL-based methods helping to reduce 
energy use while maintaining detection accuracy [48]. Evolutionary algorithms, inspired by 
natural evolution processes like selection and mutation, effectively optimize energy-efficient 
IDS, with Genetic Algorithms (GA) and Particle Swarm Optimization (PSO) being the most 
commonly used [2]. Genetic Algorithms (GA) optimize energy-efficient IDS by selecting 
features and fine-tuning model parameters, such as in GA-SVM hybrids, to improve detection 
accuracy and reduce energy use, though they can be computationally expensive and risk 
premature convergence [49].  

Particle Swarm Optimization (PSO), inspired by bird flocking behavior, optimizes 
energy-efficient IDS by refining clustering and model parameters to reduce energy use while 
maintaining accuracy, offering fast convergence and simplicity but risking local optima in high-
dimensional spaces [39]. The Whale Optimization Algorithm (WOA) mimics humpback 
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whales’ bubble-net feeding behavior to efficiently solve complex optimization problems 
through encircling prey, bubble-net attacking, and global search phases, offering fast 
convergence and avoidance of local optima [50]. Hybrid optimization techniques combine 
federated learning (FL) with metaheuristic algorithms like WOA and PSO to enhance energy 
efficiency by optimizing model aggregation, reducing communication overhead, and 
addressing non-IID data challenges through dynamic weighting and update frequency 
adjustments [51]. 

Most existing IDS models rely on centralized data aggregation, which raises privacy 
concerns and increases communication and energy overheads. These centralized, non-adaptive 
approaches are also ill-suited for diverse IoT environments.  

This research proposes a novel IDS framework combining Federated Learning (FL) 
and the Whale Optimization Algorithm (WOA) to address these issues. FL enhances data 
privacy and reduces communication costs by enabling decentralized model training, while 
WOA optimizes resource use, minimizing energy consumption without sacrificing detection 
performance. Together, they offer an adaptive, energy-efficient, and secure solution for 
modern and future IoT networks. Recent studies have demonstrated significant advancements 
in applying Federated Learning (FL) to intrusion detection systems (IDS) for IoT and IIoT 
environments.  

Asiri [52] proposed an explainable FL framework that enhances the interpretability of 
intrusion detection decisions using causal reasoning, improving trust in distributed security 
systems. Liang and Luo [53] optimized FL-based distributed IDS architectures to improve 
detection accuracy while preserving data privacy across heterogeneous IoT networks. In 
addition, block chain-assisted FL models have been introduced to strengthen trust, integrity, 
and secure collaboration among IoT devices [54]. Du [55] integrated attention mechanisms 
with lightweight transformer models under FL settings to improve detection efficiency in 
resource-constrained industrial IoT environments. 

Similarly, Nguyen et al. [56] focused on feature reduction techniques to reduce 
computational overhead while maintaining detection performance. Alqazzaz [57] developed 
privacy-preserving anomaly detection frameworks that further enhance secure data handling 
in FL-based systems. [58] Conducted comprehensive evaluations of FL-based IDS 
approaches, highlighting their strengths and limitations in real-world deployments. 
Furthermore, [59] and [60] emphasized decentralized datasets and blockchain-enabled FL 
architectures, demonstrating improved scalability, robustness, and security in IoT intrusion 
detection. Despite these advancements, existing approaches still largely overlook the joint 
optimization of detection performance and energy efficiency, particularly in resource-
constrained IoT environments, motivating further research in this direction. 
Research Gap: 

Most IoT intrusion detection systems (IDS) use centralized architectures, which can 
cause privacy risks, high communication overhead, and increased energy consumption. 
Although Federated Learning (FL) has been introduced to enhance privacy, many FL-based 
IDS solutions lack efficient resource optimization. Moreover, existing optimization-based 
approaches mainly focus on improving detection accuracy while overlooking energy efficiency 
in resource-constrained IoT devices.  

To address this gap, the proposed FL-WOA framework combines Federated Learning 
with the Whale Optimization Algorithm (WOA) to achieve both effective intrusion detection 
and energy-efficient operation. 
Research Objectives: 

To develop a privacy-preserving Intrusion Detection System (IDS) using Federated 
Learning (FL) to enable collaborative threat detection without sharing sensitive data.  

To apply the Whale Optimization Algorithm (WOA) to minimize energy consumption 
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in IoT devices while maintaining system efficiency.  
To enhance intrusion detection accuracy and overall security performance in resource-

constrained IoT environments.  
Novelty and Contributions: 

Proposes a novel framework that integrates Federated Learning and the Whale 
Optimization Algorithm for both intrusion detection and energy optimization in IoT 
networks.  

Introduces a decentralized, privacy-preserving learning approach that allows IoT 
devices to collaboratively train detection models without exposing local data.  

Incorporates an energy-aware optimization strategy to extend the operational lifetime 
of resource-constrained IoT devices.  

Achieves improved intrusion detection performance while reducing energy 
consumption, making the framework suitable for practical IoT deployments. 
Material and Methods: 
Proposed Model: 

The proposed methodology integrates FL and WOA to address the challenges of 
intrusion detection and energy efficiency in IoT networks. FL allows multiple IoT devices to 
train a shared IDS model while keeping raw data localized on each device. Each device 
processes its local data and sends model updates to a central server, where the updates are 
aggregated to improve the global model. This decentralized approach reduces data 
transmission costs and preserves user privacy while enabling real-time adaptation to emerging 
security threats. 
Federated Learning for Intrusion Detection: 

Figure 1 illustrates the FL framework used for IoT-based intrusion detection. Each 
device locally trains its model on its own dataset, including potentially infected data, before 
sending model updates to the central aggregator. The global model continuously evolves by 
integrating knowledge from multiple devices, leading to a more comprehensive and adaptive 
IDS. 

 
Figure 1. FL Framework for IoT Intrusion Detection 

Whale Optimization Algorithm for Energy Efficiency: 
To minimize the energy consumption in IoT network, whale optimization algorithm 

(WOA) is proposed inspired by hunting behavior of whales. The initial population is based on 
IoT sensor nodes wireless network. The   energy evaluation is evaluated and updated using 
spiral motion of whale and random motion [50]. The minimization energy consumption is 
selected as best configured network that used the minimize the energy. Figure 2 shows that 
energy of IoT sensors is accumulated and optimized by whale optimization algorithm in order 
to optimize overall energy of the network.  

𝐷 = |𝐶. 𝑋𝑏𝑒𝑠𝑡 − 𝑋|                                  Equation (1) 
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In equation (1), D represents the distance between the whale’s current position X and 
the best-known position Xbest . The coefficient C is governed by random variables and adaptive 
parameters that regulate the balance between exploration and exploitation during the 
optimization process. Through iterative updates of D, the whales simulate the encircling 
behavior around prey, progressively moving closer to the optimal solution. This mechanism 
enables the algorithm to effectively navigate the search space and converge toward the global 
optimum in a stable and efficient manner. 

𝐸𝑡𝑜𝑡𝑎𝑙 = ∑ (𝐸𝑐𝑜𝑚𝑝
𝑢 + 𝐸𝑡𝑟𝑎𝑛𝑠

𝑢 + 𝐸𝑠𝑎𝑚𝑝𝑙𝑖𝑛𝑔
𝑢 )

𝑈

𝑢=1
               Equation (2)  

In equation 2, 𝐸𝑡𝑜𝑡𝑎𝑙 represents the cumulative energy usage of all devices participating 
in the network during a complete training round or communication cycle. It provides an 
overall measure of how much energy the system requires to perform distributed learning tasks. 
The variable U denotes the total number of users or edge devices involved in the network. 
Each device contributes individually to the overall energy consumption depending on its local 
computation, communication activity, and data handling processes. In Equation (2), the total 

energy consumption 𝐸𝑢𝑐𝑜𝑚𝑝  represents the cumulative energy usage of all devices 
participating in the network during a complete training round or communication cycle. It 
provides an overall measure of how much energy the system requires to perform distributed 

learning tasks. (𝐸𝑢𝑡𝑟𝑎𝑛𝑠) refers to the communication energy consumed when transmitting 
the locally trained model updates (such as gradients or weights) to the central server or 
neighboring nodes. This part is often influenced by network conditions, transmission distance, 

and data size. Moreover  (𝐸𝑢𝑠𝑎𝑚𝑝𝑙𝑖𝑛𝑔) , denotes the energy required for data sampling and 
preprocessing at the device level. This may include reading sensor data, select training samples, 
and perform basic data cleaning operations before model training begins. Therefore, the total 
energy consumption can be understood as the sum of computation, communication, and data 
acquisition costs across all participating devices, providing a comprehensive view of energy 
efficiency. 

 
Figure 2. Architecture for Whale Optimization Algorithm 

Figure 3 represents the flowchart of proposed work. 
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Figure 3. Flowchart of Proposed Model 

Experimental Setup: 
The hardware experiment specifications include NVIDIA Tesla P100 GPU, 16 GB 

RAM, and 35 GB of disk space, a Linux-based operating system managed by Kaggle, with 
Python 3.8 as the primary programming language, and experiments conducted in Jupyter 
Notebook [61][62]. The CIC-IoT-2023 dataset is considered which consists of traffic from 
105 IoT devices and 33 attack scenarios classified into seven categories, including DDoS, 
DoS, Spoofing, and Mirai botnet activities [63][64][52]. 
Results and Discussions: 

To compare the performance of the models, several machine learning models were 
trained and tested on the prepared dataset. The models used were XGBoost, Random Forest, 
KNN, and Logistic Regression. In addition, an improved federated learning model with 
XGBoost was developed with LDP and WOA optimization to investigate the effectiveness of 
privacy-preserving and optimization methods for energy efficiency [65][66]. 
Federated Learning Model Results: 

The performance of each model was evaluated based on Accuracy, F1-Score, 
Precision, Recall and F1 Score. Table 1 represents these results. 

Table 1. Intrusion detection accuracy Comparison 

Study Methodology Energy Efficiency Metrics Accuracy (%) 

Proposed Model XGBoost Algorithm + 
Federated Learning 

Estimators*LR 99.17 

Proposed Model Simple XGBoost Estimators*LR 99.06 

[67] Federated Learning for 
Intrusion Detection (Fed-IDS) 

High detection rate in IoT 
networks 

98.00 

[40] MV-FLID (Multi-View 
Federated Learning for IoT) 

Reduced communication 
overhead with accuracy 
improvement 

95.97 

[39] DAFL (Dynamic Aggregation 
Federated Learning) 

Low communication overhead 
with improved intrusion 
detection 

94.64 

Energy Consumption: 
Compared with other algorithms, WOA is the most energy efficient one and can 

achieve the maximum energy conservation as soon as possible. GA reduces the consumption 
in a slow manner and it was found to be more effective than PSO in terms of energy use. The 
graph Figure 4 showcasing energy consumption highlights that the WOA is the best performer 
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in terms of energy efficiency. WOA consistently shows a steeper decline in energy 
consumption compared to both the GA and PSO. By the 20th iteration, WOA reaches the 
lowest energy usage, making it the most energy-efficient algorithm in this experiment. 

Interestingly, the GA outperforms PSO in energy efficiency, despite its resource-
intensive operations like mutation and crossover. GA exhibits a steady decline in energy 
consumption, eventually surpassing PSO in reducing energy usage. On the other hand, PSO 
demonstrates the slowest rate of energy reduction and consumes the most energy by the end 
of the iterations, making it the least energy-efficient among the three algorithms. 

 
Figure 4. Comparison of energy consumption trends over 20 iterations. 

Federated learning training complexity is O(K×N×M), where: K = communication rounds, 
N = devices, M= training samples. 
WOA complexity is O(T×P×D), where:T = iterations, P = population size, D = dimensions  
Conclusion: 

This study presents a novel and energy-efficient Intrusion Detection System (IDS) 
framework that integrates Federated Learning (FL) with the Whale Optimization Algorithm 
(WOA), offering a powerful solution for modern IoT security challenges. By preserving data 
privacy through decentralized learning and optimizing energy consumption with metaheuristic 
tuning, the proposed system addresses both security and sustainability concerns in resource-
constrained environments. The synergy of FL’s scalability and data confidentiality with WOA’s 
dynamic resource management yields a resilient and adaptive IDS. Experimental results 
confirm significant improvements in detection accuracy, energy efficiency, and computational 
performance, marking this approach as a forward-thinking benchmark for future IoT security 
deployments. 
Future Research Directions: 

Future research may focus on the real-time deployment of the proposed FL-WOA 
framework in large-scale IoT environments and its implementation on edge devices for low-
latency intrusion detection. The integration of blockchain and differential privacy techniques 
can further enhance security and privacy preservation. Additionally, developing lightweight 
federated learning models for resource-constrained IoT devices, incorporating Explainable AI 
(XAI) for improved decision transparency, and exploring quantum-resistant security 
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mechanisms represent promising directions for future investigation. 
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