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Cloud—based Artificial Intelligence (Al) services offer speech recognition, synthesis, and

NOISIAI

image text extraction services for use in assistive communication technology.

However, there are acute challenges in integrating these services in resource-
constrained embedded systems such as high latencies that interfere with real-time
communication, complex authentication protocols, communication protocol overheads, and
frequent API changes that jeopardize system maintainability. In this paper, a hybrid
WebSocket-HTTPS architecture is introduced which is designed to match communication
protocols with cloud Al service patterns, evaluated on an ESP32-S3 microcontroller, where
streaming and transactional cloud Al interactions are separated, with a WebSocket bridge
server handling provider-specific authentication and protocol management for the streaming
service, and the transactional service accessed directly via the HTTPS protocol. The
WebSocket bridge server abstracts the complexities of cloud communication protocols and
allows the removal of authentication from embedded firmware and shields against API
modifications. With the proposed architecture, the speech-to-text latency over WebSocket for
Deepgram Nova-2 averaged 976 ms, while Azure Cognitive Services averaged 1768 ms, both
of which are far below the conversational disruption threshold of 2000 ms. In contrast,
HTTPS speech-to-text resulted in a mean latency of 2574 ms, about 1.5 times longer, mainly
due to the TLS handshake overhead per connection (around 574 ms) and the need to upload
full audio data to the cloud before processing could begin. Meanwhile, transactional services
like Text-to-Speech (T'TS) and Optical Character Recognition (OCR) achieved mean latencies
of 1045 ms and 1888 ms respectively, when accessed directly over HT'TPS, thus showing that
this protocol can be used for stateless request-response interactions without WebSocket relay.
This work provides a practical architectural methodology balancing real-time performance and
implementation simplicity, particularly for resource-limited assistive devices, that can enable
more sophisticated cloud-based Al functions.
Keywords: Assistive Technology; Cloud Al Integration; Edge-Cloud System; WebSocket
Communication; Embedded System
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Introduction:

Cloud-based Artificial Intelligence (AI) has been demonstrated to be the foundation
of modern assistive communication systems. Cloud-hosted services can provide capabilities
far beyond the means of low-power embedded hardware in the case of users with hearing,
speech, or visual impairments [1]. Recent advances in Al-enabled assistive technologies, such
as augmentative and alternative communication (AAC) devices, gesture recognition, and
intelligent speech interfaces, have also illustrated the power of cloud Al in conjunction with
specially designed embedded hardware [2]. However, combining cloud Al with assistive
devices is not an easy task because of the sensitivity to latency, resource usage, and complexity
in protocols, and the combination of these issues is what the current methods have been
unable to handle simultaneously.

A study of the dynamics of human conversation has revealed that a response delay
exceeding 2 seconds significantly interrupts the conversation [3]. Modern psycholinguistic
studies have also demonstrated that the mutual interruption of speech in a conversation is
strictly dependent on the natural turn taking, which is in the order of 100-300ms; even the
smallest of misalignments in such a cloud-based transcription service is noticeable and
problematic for the conversation [4]. These delays make real-time interaction a type of passive
communication to deaf and hard-of-hearing individuals, who depend on speech-to-text
transcription. Such timing factors suggest that end-to-end latency architectural decisions
directly affect whether the cloud-based Al-assistive systems will fulfill natural communication
or create accessibility barriers.

Embedded assistant devices work within tight limits, such as a small amount of
memory and reduced networking stacks [5]. Although the functionality of the modern cloud
Al SDKs is rich, they have large memory footprints on microcontroller-based systems, and
frequently do not have much room left to execute application code. A recent body of research
examining large language model deployment on edge and IoT hardware shows a wide variance
of memory, latency, and energy consumption across device tiers, and that workload-aware
evaluation of protocols is critical in the case of distributed computation across the device—
edge—cloud continuum [6]. The constraints encourage the thin-client design which aims at
simplifying the complexity of devices, yet the majority of the current integration models are
server-grade hardware-based and do not consider these constraints.

Recent edge-cloud studies indicate that achieving integration success requires,
protocols and application requirements must be aligned selectively instead of using a uniform
approach to communication [7][8]. The current strategies, however, tend to implement the
same protocol strategies in all types of cloud services, with either the result of unnecessary
complexity in simple transactional operations or poor performance of latency-sensitive
streaming jobs. Empirical studies conducted on microcontrollers akin to the ESP32 with
WebSocket and other solutions have shown that WebSocket is significantly more efficient
than polling-based solutions for streaming workloads, with lower round-trip time, while
conventional HTTPS is more suitable for short transactions [9]. The disjunction, however, is
not in the availability of competent cloud services but in the lack of an architecture that
integrates protocol awareness, simplified firmware, and real-time performance on small
embedded hardware.

This paper will deal with these restrictions by proposing a hybrid architecture which
isolates continuous and transactional cloud interactions, uses a WebSocket bridge server to
mediate streaming services, hiding provider complexities, and permits embedded devices to
interact with transactional services using lightweight HTTPS calls.

The specific goals of this work are: (i) to measure the end-to-end latency of streaming
transcription using an ESP32 microcontroller via a dedicated WebSocket bridge server, and
conclude that it is feasible to achieve sub-2000 ms mean partial latency for streaming
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transcription through the ESP32; (i) to minimize the complexity of the embedded firmware
by providing a (middleware) layer for handling provider-specific authentication and protocol
functions, leaving only the embedded client to handle the complexities of doing lightweight
HTTPS and WebSocket calls; (iii) to validate the selection of the protocol (WebSocket
streaming vs HTTPS polling) empirically by streaming transcription across an ESP32, and
concluding that it is feasible to use WebSocket streaming over an ESP32 for latency-sensitive
tasks; and (iv) to demonstrate that a single embedded firmware design can interoperate with
multiple cloud Al providers without vendor-specific SDK dependencies on the ESP32.
Novelty Statement:

The novelty of this research is the implementation of a hybrid WebSocket—HTTPS
architecture for the ESP32 microcontroller to create real-time cloud-based integration with Al
for assistive communication, while the embedded hardware conditions are tightly constrained.
Compared to previous studies which required server class machines or vendor SDKs with
high memory usage or introduced a protocol strategy without a clear embedded validation,
this study demonstrates that streaming transcription can be done within mean partial latencies
of 976 ms for Deepgram Nova-2 and 1768 ms for Azure Cognitive Services, both of which
are under the 2000 ms conversational perceptibility threshold, and other tasks including TTS
and OCR were performed efficiently using the standard HTTPS protocol. A WebSocket
bridge server is a new abstraction that eliminates provider-specific authentication and protocol
details from the embedded code, thereby simplifying the embedded code and enhancing cross-
provider maintainability.

Related Work:

[7] considers edge-cloud integration patterns in a set of IoT deployments and
demonstrate that homogeneous protocol adoption leads to sub-optimal performance in
comparison to heterogeneous approaches that tailor protocols to specific interaction patterns.
This observation suggests utilizing a different architecture for streaming and transactional
interactions, rather than using single network protocol for both. In this context, [10] outline
the benefits of utilizing WebSocket protocol for real-time communication between clients and
servers, especially in cases where there is a high frequency of data exchange between client
and server, which is directly applicable to our streaming speech-to-text pipeline. Combined,
these works prove that there is a fundamental difference between streaming and transactional
interaction, and the fact that one protocol can be used to process them creates unnecessary
overhead, a concept that directly inspires the hybrid design proposed in this paper.

At the architectural level, [11] concludes that hybrid cloud systems increasingly use
intelligent communication strategies to meet the latency-sensitive requirements of
applications, which is another motivation for the need of a hybrid approach. [12] build on this
argument by showing that latency sensitive IoT applications tend to produce continuous
streams of data and that software layer communication is a major cause of end-to-end delay
and therefore efficient delivery of real time data is required to have a responsive system. [13]
further puts these technical considerations into context as in table 2 by setting human
perception limits for response latency, noting that response times greater than 300 ms are
increasingly perceptible and greater than 1 second are liable to cause mental context switching.
These results are united by the one consistent message that architectural and protocol choices
have a direct effect on whether a system is responsive or disruptive to its users, which is
especially relevant to assistive communication where the flow of conversation is as much a
factor as accuracy.

From an edge computing perspective, protocol selection is also important for devices
that are resource constrained. [14] surveys communication technologies and data reduction
techniques across the IoT-edge-cloud continuum, concluding that communication overhead
due to high data traffic is a major bottleneck, and that processing and protocol strategies at
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the edge can reduce bandwidth usage and response times. [15] discuss communication
protocols in more detail for constrained and edge-based IoT systems, and demonstrates that
the efficiency and latency of communication protocols depend highly upon interaction
patterns and data characteristics. Together, these studies support the principle that protocol
selection should be specific to application needs and not applied uniformly, lending further
justification to the differentiated approach taken in this work.
Table 1. Time And User Perception Thresholds [13]
Delay User Perception

0-100 ms | Instant
100-300 ms | Small perceptible delay
300-1000 ms | Machine is working

1,000+ ms | Likely mental context switch
10,000+ ms | Task is abandoned

A frequent design of cloud-integrated embedded systems is middleware abstraction.
[16] argues that middleware can provide the flexibility in IoT and Cloud of Things scenarios
as it addresses conflicts between the application and the devices' communication which is a
successful method of transferring complexity out of the application layer. In addition, [17]
thoroughly examine IoT middleware solutions and state the necessity of offering abstraction
layers and high-level programming interfaces to shield the developer against heterogeneous
communication technologies and low-level system settings. Equally, [18] lists resource
optimization as a design requirement in the IoT middleware, dedicated to the effective
management of computation, memory, storage, and energy in resource-constrained systems,
like microcontrollers. All these works put in place a clear justification of the WebSocket bridge
server proposed in this paper which exactly fulfills this middleware purpose of soaking up
provider-specific complexity in order to have lean and stable embedded firmware.

In assistive communication, speech recognition has changed significantly due to the
incorporation of the cloud, but usability is no longer dictated by the raw algorithmic accuracy,
but more by the timing, presentation, and quality of execution. [19] have discovered that
conventional accuracy measures like word error rate are weak predictors of real understanding
in live TV captioning whereas timing and presentation are the predictive variables. Equally,
[20] indicated that delays in captioning of approximately two seconds or more were found to
have a considerable negative effect on understanding and involvement in an educational or
work environment. When combined, these studies show that latency optimization cannot be
considered as an after-thought in engineering, but as a key component of accessibility.

Hybrid edge-cloud systems have been successfully implemented at the system level in
latency-sensitive workloads in speech and assistive communication. [21] presented an edge-
centric speech-to-text system which used WebSocket streaming and offline ASR and achieved
sub-second latency, a good example of hybrid design improving end-to-end responsiveness.
[22] have shown that hybrid communication strategies between protocol selection and
workload characteristics can enhance system performance, facilitating streaming of data over
persistent connections and request-response operations to support control functions.
Comparative studies show that hybrid deployments perform better than cloud or edge systems
in latency-sensitive applications [23] while systematic reviews of WebRTC technologies
confirm the benefits and challenges of low-latency, persistent, bidirectional communication
outside the scope of conventional audio-video streaming [24]. The combination of these
results indicates that, contrary to the complexity of the Al system, practical system design can
define the usability and accessibility of real-time assistive communication systems.

The review studies discussed above each focus on independent aspects of a cloud-
integrated communication system, but none of them has been able to converge on the unique
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combination of real-time streaming performance, embedded hardware limitations, and
middleware abstraction that defines the system described in the current work. In order to give
these distinctions a tangible form, Table 2 places the proposed architecture, and the closest
related previous works, in three dimensions: the communication protocol used, target
hardware platform, and the reported latency.

Table 2. Comparison of Proposed Architecture with Related Works

Study Protocol Used Platform/Hardware Latency Achieved

[7] Heterogeneous IoT Devices Not Measured
(Protocol-specific)

[12] Various IoT | IoT Devices Review-based, not
Protocols measurement

[21] WebSocket Edge Server Sub-second

[22] Hybrid (Persistent + | Cloud Server Not Measured
Request-Response)

Proposed Work | Hybrid WebSocket | ESP32 Microcontroller | 976—1768 ms
+ HTTPS (streaming), 1.0-1.9s

(TTS/OCR)

This comparison raises a number of observations. To begin with, although [21] can
achieve sub-second latency with audio streaming via WebSockets, their system uses locally run
speech recognition offline, a tradeoff between cloud scalability and network reliance. The
suggested design offers similar latency to streaming and the accuracy and versatility of
commercial cloud Al setrvices, which indicates that cloud reliance does not have to be
compromised at the expense of real-time performance when protocol choice is managed with
caution. Second, both [22][7] support the idea of the hybrid and heterogeneous
communication strategies respectively and in their turn present the theoretical basis of the
approach used in this study, but neither of them substantiates the choices by the latency
measurements of the physical embedded hardware. The current work fills this gap directly by
applying and testing a hybrid protocol system on ESP32 microcontroller in conditions of a
real operation.

Combined, the comparison reveals that although this and previous works concentrate
on these challenges individually, none combines them into a single implemented and validated
system, which is exactly the gap that this work aims to address.

Methodology:
System Architecture:

The proposed architecture includes three key parts which are embedded client devices
(ESP32 microcontrollers), WebSocket bridge server, and cloud service endpoints such as
Azure Cognitive Services and Deepgram. These elements are used to isolate device-level
communication, protocol processing, and cloud processing.

The ESP32 devices are lightweight clients, which are employed to receive input data
and send it to cloud services. Direct integration with various cloud APIs would add complexity
to firmware since embedded platforms are limited in their resources. Hence, the
communication tasks are separated on the layers to make the implementation of the devices
easief.

The service types of cloud Al in the system adhere to two interaction patterns.
Streaming applications, e.g., real-time speech-to-text (STT), need continuous two-way
connections in which audio is sent continuously and the results of the transcription are
returned at the same time. Conversely, transactional services, like OCR and single-utterance
TTS, are implemented in a stateless request response model, in which a full input is provided,
and one output is returned. Such separation, as can be seen in Figure 1, guarantees that the
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device layer is used to process acquisition, the communication layer is used to process
protocol-specific interaction, and the cloud layer is used to process service requests
accordingly. Transactional services can be implemented using HTTPS since it aligns with this
communication pattern.

Communication Layer Cloud Layer

Device Layer

- WebSocket - Streamin;
——Raw Aucio=——t- - + Stream » 2
Bridge Azure, Deepgram

Audio/Image
Capture

HTTPS o Transactional
Transactionals -

& Client OCR, TTS

A

Figure 1. System architecture with streaming and transactional service patterns.

To support reproducibility and clarify the two distinct communication patterns present
in the architecture, each interaction type is further documented with a dedicated flow diagram.
Figure 2 presents the streaming WebSocket flow and Figure 3 presents the transactional
HTTPS flow. Each diagram captures the complete data flow across device, communication,
and cloud layers, including protocol transitions, request and response paths, and explicitly
labeled performance measurement points used during evaluation.

WebSocket Server:

The WebSocket server is an intermediary between cloud services and ESP32
microcontrollers, which manages the in-between communication protocols. ESP32 connects
with the server and transmits audio to it. This audio is then sent by the server to the chosen
cloud service provider with authentication and protocol-specific needs being handled there.

Streaming authentication protocols are designed differently by wvarious cloud
providers. Deepgram and Azure utilize API keys for authentication and to establish client-side
connections. These provider specific needs are met by the bridge server which provides a
standard WebSocket interface to the ESP32 devices.

The bridge server is implemented in Python 3.11 with asyncio, websockets library, and
aiohttp, and is deployed on the local LAN to mimic a real-world edge deployment. High
resolution, monotonic server-side timestamps are obtained using time.perf_counter()
function.

Figure 2 shows the entire data flow and all measurement points in the WebSocket streaming
path. The flow is as follows:
Audio capture:

The ESP32-S3 records audio via the onboard PDM MEMS microphone (I2S
interface) at 16 kHz, 16-bit mono in 320-byte chunks (10 ms per chunk). A dual-core
FreeRTOS architecture runs a capture task on Core 0 and a network worker on Core 1 with a
120-slot audio queue separating the two cores.

Frame transmission:

Each chunk has a 4-byte big-endian chunk ID and is transmitted as a binary
WebSocket frame. Each chunk ID has an incremental numbering system, which enables the
server to create the per-chunk arrival time registry.

Bridge relay (Deepgram):
When each frame is received, the bridge stores
chunk grripar = time. perfcounter( )

The only timing anchor for Deepgram latency is from this registry.
Bridge relay (Azure):

When Azure's bridge receives the first audio byte, it tecords the time at
time.perf_counter() function. Subsequent latency runs this baseline, adding per-utterance
offset and duration from Azure Speech SDK.

registry|chunk;q|
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Partial result (Azure):

latencyps = perfcounter(x) - (Streamstarttime + Offsets)-
Partial Result (Deepgram):
latency_ms = perf_counter() — chunk_arrival_registry[last_chunk_id —
chunk_delta], where chunk_delta = phrase_len_sec / 0.010.
Final result (Azure):
latency_ms = perf_counter() — (stream_start_time + offset_s +
duration_s), with the 500 ms silence window added.
Final Result (Deepgram):
latency_ms = perf_counter() — chunk_arrival_registry [last_chunk_id]
Device receipt:

The JSON result is received by the ESP32 on Core 1. The latency_ms field is
computed by the server, not the device. The partial result set is discarded if it is stale.
Note: The two providers employ different types of latency anchors and the numbers cannot
be compared directly. While Azure is based on wall clock speech timing through the SDK
offset and duration, Deepgram is based on per-chunk arrival timestamps. Both are self-
consistent in their clock. On the end of the session, the bridge provides a summary JSON

containing mean, p50 and p95 partial and total results.
Device WebSocket bridge Cloud STT

Raw PCM Authenticated
. Audio Stream WS Stream

ESP32 skt ‘ Az '_“7]

.........................

Number | Description

@ | stream_start_time Azure: perf_counter() on first audio byte
@ | chunk_arrival_registry | Deepgram: perf_counter() per chunk
@ | now perf_counter() at recognition callback

Figure 2. WebSocket Bridge Server Architecture and Measurement points for Streaming
Services (STT).
Direct HTTPS for Transactional Services:

Azure HTTPS STT, Azure TTS, and Azure OCR are accessed directly over HT'TPS
without the use of the WebSocket bridge, since these services are not persistent and only utilize
a single request-response.

For OCR, the images are posted in binary form, and the service provides the structured
text asynchronously, while TTS (single utterance) requires the payloads to be Speech Synthesis
Markup Language (SSML) payloads per request. Relaying such services via the WebSocket
bridge would not provide any functional value but would increase the number of relay hops.
This corresponds to the idea that the protocol used for any service should depend on the
pattern of interaction of that service and not be used by all services in the system.

Five timestamps are acquired for each iteration and are recorded to measure the
duration of each phase of the connection lifecycle as shown in Figure 3. The total TCP
connection overhead and TLS handshake overhead is performed on each iteration and is
intentionally added to accurately model the actual per-request cost in a stateless deployment:
t_start: Captured using esp_timer_get_time() function before client.connect(). Contains DNS
resolution, TCP setup and TLS handshake.
t_connected: after a client.connect() has been performed. The interval (t_connected — t_start)
is used to isolate the TLS overhead.
t_req_sent: Captured when the last byte of the request body is sent. The interval (t_req_sent
— t_connected) corresponds to the data transmission time.
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t_first_byte: When the first response byte is received. The time t_first_byte-t_req_sent is the
cloud-side processing latency.

t_last_byte: Captured when the entire response is received. The end-to-end latency is given by
the difference At = tiasty,e — Ustart-

Radio state is allowed to settle with a 500 ms cooldown between iterations.

ESP32 Device Communication Layer Cloud
Raw PCM audio (Linear16, 16kHz)
i Cloud API

XIAO ESP32-S3 HTTPS POST (direct) > Azure STT-TTS- OCR

Image / Audio Input J ereenon...JSONresponse s---- Stateless HTTPS REST
el ... ParsedResutistoapplication & -
o® o® o® o® o0
Number | Name Description
® [t _start before client. connect()

@ |t_connected |TLS handshake done
€ t_req_sent |full payload sent
[¢ t_first_byte|first response byte
G t_last_byte |full response received

Figure 3. Transactional HT'TPS flow and measurement points

Experimental Setup:

All experiments were performed under repeatable and controlled conditions with fixed
audio and/or image payloads (where applicable) to avoid input variation.
Hardware & Software:
Component Specification
ESP32-S3 dual-core Xtensa LX7, 240 MHz, 512 KB SRAM + 8 MB
PSRAM
Microphone Onboard PDM MEMS (12S), Linear16 PCM, 16 kHz mono
Connectivity 2.4 GHz Wi-Fi 802.11 b/g/n, power save disabled

Microcontroller

Firmware Arduino/ESP-IDF v5.x, dual-core FreeRTOS; DMA: 8 X256 frames
Bridge server Python 3.11, asyncio, websockets, aiohttp (hosted on local LAN)
Timing esp_timer_get_time() on device, time.perf_counter() on server
Functions - - ’ S
Cloud & Test Configuration:
Parameter Azure STT Deepgram STT

Azure  Cognitive  Services,

Service, Region Nova-2, Global

Southeast Asia

Mode (;ontlnuous, 500 ms - silence Streaming, Voice Activity Detection
timeout

Audio format Linear16, 16 kHz, mono Linear16, 16 kHz, mono

Test duration 120s, live mic, 320-byte chunks | 120s, live mic, 320-byte chunks
mean T SD, min, max, p50,
p95, p99

The fixed audio buffer was used for HTTPS testing to isolate protocol and network
latency from recording variability. The bridge server was hosted on the local LAN to reflect a
realistic edge deployment.

Benchmark Configurations and Measurement Approach:

The goal is to evaluate architectural viability for a conversational assistive application,
and not to compate/benchmark between providers. The device-side clock and the server-side
clock are not synchronized; all latency intervals are measured in the same clock domain to
eliminate cross-clock subtraction and drift errors. The computed latencyy,; is also reported
on each JSON result and logged by the ESP32, without cross-domain arithmetic. Percentiles
are calculated using rank-order index truncation (floor method) for all services.

Statistics mean * SD, min, max, p50, p95, p99
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Streaming STT (Azure and Deepgram) used identical ESP32 firmware over the
WebSocket bridge, with 120-second live microphone sessions and 320-byte chunks at 16 kHz.
Azure silence timeout was set to 500 msec and Deepgram adopted Voice Activity Detection
(VAD)-based segmentation. The latency is calculated server-side using perf_counter()
function, which returns mean, p50 and p95 for partial and final results. Note that Azure WS
partial latency is based on the speech start to first visible text delay the user perceives, meaning
that the p95 is increasing with the length of the utterance and not with the network latency
overhead; this can result in a higher latency with longer utterances. HT'TPS Speech-to-Text
(STT) employed a fixed 3s PCM buffer (96,000 bytes) stored in PSRAM and reused in 30
iterations with a cooldown period of 500ms. The latency is measured on device using
esp_timer_get_time() function.

TTS submitted 10 SSML phrases in 50 trials (500 trials total); each phrase had 5
warmup trials, and the inter-trial delay was 300ms. Latency is measured on device from POST
to HTTP 200 (micros()).

OCR was simulated on a PC using a Python/OpenCV pipeline, with images
preprocessed to 640x480 grayscale JPEG at quality 55. Both submission latency and total
latency (including 50 ms polling) were captured over 50 trials per image, with 5 warmup trials
discarded, timed via perf_counter() function.

Formal latency definitions are given in Table 3.
Table 3. Latency definitions by service and clock domain.

Service Metric Formula Clock
Azure STT Partial latency | perf_counter() — (start + offset) | Server
Azure STT Final latency perf _counter() — (stqrt + offset Server

+ duration)
Deepgram STT | Partial latency perf _Counter(_) c;e lrtfl‘]g istryllast_id Server
Deepgram STT | Final latency perf_counter() — registry[last_id] | Server
HTTPS STT End-to-end t_last_byte — t_start (incl.TLS) Device
TTS API response t_response — t_post Device
OCR (request) | Submission t_ 202 — t_post PC
OCR (total) FEnd-to-end t_result_ready . . PC

— t_post (incl.polling)

Result and Discussion:
This section provides latency data for all the services and communication protocols

tested, classified by services and interaction pattern. Streaming STT reports mean, p50, and

p95. All other services report means, SD, min, max, p50, p95, and p99; OCR also includes a

95% confidence interval. Warmup iterations are excluded throughout, with p95 and p99 being

emphasized as they are more likely to cause high-latency spikes that are more harmful to

assistive applications than an elevated mean.

All the latency results for the services evaluated are summarized in Table 4.

Table 4. Cross-Service latency summary.

Mean p50 p95

(ms) | (ms) | (ms)

439 976 1002 1599 Utterance-accumulation anchor

Service N Key Note

Deepgram WS

(Partials)
D(?epgram WS 388 8 7 16 Near-zero; chunk-arrival anchor
(Finals)
Azare WS |90 | 1768 | 1514 | 3809 | Wall-clock specch-onset anchor
(Partials)
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Azure WS o6 | 659 649 852 | Incl. 500 ms silence window
(Finals)
Azure HTTPS

STT 302 | 2574 2535 2900 | Fixed 3s buffer; per-request TLS
Azure TTS 497 | 1045 1033 1239 | POST to HTTP 200; SD 134 ms

Azure  OCR ‘
(Total) 250 | 1888 1719 2879 | Incl. async polling at 50 ms
Azure  OCR o501 929 | 924 | 1037 | POST to HTTP 202 only
(Request)

WebSocket Streaming STT:

Experiments were conducted with both Deepgram Nova-2 and Azure Cognitive
Services using the WebSocket bridge over a 120-second live microphone channel. Results are
presented separately by provider as they have differing structures in their latency anchoring
strategies.

Deepgram Nova-2 partial results had a mean of 976 ms (p50 1002 ms, p95 1599 ms),
using the arrival timestamp of the last chunk of audio for each phrase as the anchor. The
latency is thus a measure of phrase length, not network overhead. Azure partial results had a
mean of 1768 ms (p50: 1514 ms, p95: 3809 ms), with the wall-clock onset of each phrase being
used as a reference point, due to the SDK offset field which measures elapsed time from when
the user started speaking to when the partial callback was fired. This is the ideal operationally
correct anchor for assistive use which is the time gap between speech start and the onset of
visible text.

Because of this structural difference, absolute partial latency values from different
providers cannot be compared. However, as shown in figure 4, both are below the
conversational perceptibility threshold of 2000 ms on mean. Final results, as mean 8 ms, p95
16 ms and 659 ms for Azure (reflecting the embedded 500 ms silence segmentation window)
— are not designed for cross-provider comparison, as they are structurally different.

The near-zero final latency for Deepgram (mean 8 ms, p95 16 ms) stems from its
chunk-arrival anchor, where the final callback is triggered when the last audio chunk is
received, and the measured interval may not be interpreted as an indication of network or

recognition performance.
ESP32 Device Communication Layer Cloud

Raw PCM audio (Linear16, 16kHz) Cloud API
HTTPS POST (direct]
XIAO ESP32-53 {8 > Azure STT - TTS- OCR

Tt [ o Lopst }JSON ksl NI r---+ Stateless HTTPS REST
: ¢ Parsed Resultstoapplication &

I leccccccccabhea --dq

[ [ ' ]

00} o® 60) o o0

Number | Name Description
® [t_start before client. connect()
@ | t_connected [TLS handshake done

t_req_sent |full payload sent
t_first_byte first response byte
5 t_last_byte |full response received

Figure 4. WebSocket STT partial latency distributions for Deepgram and Azure.

Protocol Comparison: WebSocket vs. HTTPS:

Both transports used the same underlying recognition engine, and the PCM buffer
(96,000 bytes) was fixed for 30 iterations of HT'TPS to isolate per-request protocol overhead.

As Figure 5 shows WebSocket partials' mean (1768 ms) outperform HTTPS (2574 ms)
by approximately 1.5X. The breakdown of the HT'TPS total shows that the per-request TLS
handshake (~574 ms), TCP connection and upload (~1775 ms), and cloud processing (~225
ms) all contribute to the overhead, with the final one being uniform across both transports,
indicating that the overhead is entirely protocol-driven.

@)
D@
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The comparison also flips at p95: Azure WS partials are 3809ms while HTTPS is
2900ms, as show in table 5. This is not a sign of WebSocket tail-latency issues. The p95
inflation in WebSocket partials is a direct consequence of the phrase-onset anchoring (e.g., a
4-second utterance would add ~4000 ms to the anchor offset by definition) as longer
utterances lead to more elapsed time between speech_start_wall_clock and stream_start_time,
as is observed in the bridge implementation:

SpeeChstartwa”Clock = Streamstarttime + Offsetseconds
The WebSocket p95 isn't a protocol ceiling, it's a sentence-length ceiling, and cannot
be directly compared to the HTTPS p95, which is a fixed per-request round-trip ceiling.
Moreover, the fixed 3-second HTTPS buffer is a lower limit; if the utterances were variable
length, the upload time would increase based on the size of the buffer, extending the gap even
further in favor of WebSocket.
Table 5. WebSocket vs. HT'TPS (same Azure backend)

Metric Azure WS STT (Partials) Azure HTTPS STT
Mean latency | 1768 ms 2574 ms
p95 latency 3809 ms 2900 ms
TLS overhead | None (persistent) ~574 ms per request
Mean ratio 1X baseline ~1.5X higher
p95 source Utterance-length accumulation | Fixed per-request round-trip

WebSocket vs HTTPS STT HTTPS STT Latency

Component Breakdown (Mean)

{same Azure backend)
4500 3000
. Mean
- 95

4000 3,809 ms
2500
3500

3000 2000

[~
[}
o
o

1500
2000

Latency (ms)
Latency (ms)

1,768 ms 2574 ms

1500 1000
1000

500

Azure Ws STT
(Partials) (Total)

Azure HTTPS STT

HTTPS STT
Breakdown

BN TLS Handshake (~574 ms)
N TCP + Upload (~1775 ms)
N Cloud Processing (~225 ms)

Figure 5. WebSocket vs. HT'TPS STT latency distributions (left). HTTPS component
breakdown (Right).

In the case of embedded assistive hardware, it is strongly preferred to maintain a
WebSocket connection for continuous speech recognition. A minimum average of ~2.5
seconds per request (with p95 being ~2.9 seconds under controlled, fixed input) is a factor to
be considered when designing a system that must use HTTPS.

Transactional HTTPS Services

Azure TTS was consistent with a mean of 1045 ms (SD 134 ms, p50 1033 ms, p95
1239 ms) and 497 trials, showing predictable response behavior. The narrow SD shows that
single-utterance TTS works well for stateless HT'TPS, where each request is independent and
the use of a persistent connection does not provide any advantage.

Azure OCR total latency recorded a mean of 1888 ms (SD 403 ms, p50 1719 ms, p95
2879 ms). The wider distribution is due to the asynchronous polling overhead that is an
expected part of Azure's HT'TP 202 accepted pattern. Request-only latency (POST to HTTP
202) is much more consistent at mean 929 ms (SD 62 ms, p95 1037 ms); Figure 6 shows that
this variability comes from the polling phase. Applications should strive to achieve total delays
of less than 2.9 seconds for the OCR pipelines at p95. Routing either service through the
WebSocket bridge would be redundant in terms of service.
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(a) Deepgram Nova-2 — WebSocket STT partial latency (b) Azure — WebSocket STT partial latency
{anchor: last audio chunk arrival per phrase) {anchor: wall-clock phrase onset via SDK offset field)
n=43 | mean 976 ms | p50 1002 ms | p95 1599 ms n=290 | mean 1768 ms | p50 1514 ms | p95 3809 ms

— p50 1002 ms | — p50 1514 ms
==+ p95 1599 ms 12 4 —=- p95 3809 ms
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o 1000 2000 3000 4000 5000 6000 0 1000 2000 3000 4000 5000 6000
Partial latency (ms) Partial latency (ms)

Figure 6. TTS and OCR latency distributions, showing total vs. request-only for OCR.
Cross-Service Synthesis: Protocol Must Match Interaction Pattern:

The obtained results validate a two-protocol architecture. Figure 7 summarizes that
streaming STT over WebSocket delivers mean partial latencies of 976 ms (from Deepgram)
or 1768 ms (from Azure), both of which are below the perceptibility threshold; when
streaming via HTTPS, mean latency is increased by 1.5X to 2574 ms, due entirely to per-
request TLS overhead. The apparent p95 reversal in favor of HT'TPS, detailed in Table 5, does
not conflict with this result: It is an accumulation of utterances at the phrase onset anchor, not
a disadvantage of the protocol. Services like TTS (mean 1045ms, p95 1239ms) and OCR (mean
1888ms, p95 2879ms) are performant over direct HT'TPS and do not rely on WebSocket relay.

N Mean
4000 3,809 == p9s5
1,239

3500 -
3000 - 2,900
2,574
2500 -
2000 -
1,768
1,599
1500 -
1,045

1000 - 976

500 -

0- 3

Deepgram Azure Azure Azure Azure
WS Partials WS Partials HTTPS STT TTs OCR Total

Figure 7. Cross-service mean and p95 latency for all services under evaluation.

Thus, protocol selection is an engineering need for an embedded assistive hardware
system under real-time conditions, and it directly impacts whether the system is perceptible or
not.

Recommendations and Future Directions:
Recommendations for Deployment:

Multi-provider evaluation should include adding other cloud Al providers to Azure
and Deepgram testing, with interoperability and benchmarking across various ecosystems.
Scalability needs to be evaluated by running multiple ESP32 devices connected together to the
bridge server, and checking the throughput and resource consumption under multi-concurrent
operation. There should be multilingual support beyond English to tackle the latency and
accuracy issues in low-resource languages. The bridge server should be deployed with more
robust security features, such as encrypted WebSocket tunnels and handling authentication
tokens. Lastly, longitudinal studies with end-users are needed to assess maintainability,
firmware update cycles and user satisfaction in the long term.

Future Directions:

There are several avenues for future research. A degraded or unstable network

condition evaluation would set the limits of resilience of the architecture outside the controlled
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LAN environment of this test. The bridge abstraction should be evaluated for cross-language
(Multilingual STT) and cross-provider (multi-provider failover) support. Studies using target
users (people with hearing or speech loss) over longer periods of time are required to confirm
the value of the latency parameters obtained and prove that they correspond to a significant
advance in communication fluency. Finally, there is a need to formalize security aspects such
as handling of authentication tokens, encrypted WebSocket tunnels and mechanisms for the
firmware update before implementation in an actual assistive setting.

Conclusion:

The paper presents a hybrid WebSocket—HTTPS architecture to incorporate cloud Al
services into resource-constrained assistive communication devices. The architecture explicitly
associates the choice of communication protocol with the interaction pattern of each service
— for instance, persistent WebSocket connections for latency sensitive streaming applications,
and standard HTTPS for stateless transactional applications. A WebSocket bridge server
manages provider-specific authentication and protocol processing, reduces complexity of
embedded firmware from the cloud API, and provides better long-term maintainability.

Mean partial latencies over websocket were 976 and 1768 ms for Deepgram Nova-2
and Azure Cognitive Services respectively, both below the 2000 ms threshold for
conversational perceptibility, whereas mean latency measured over HT'TPS was 2574 ms, or
about 1.5X the latency, mostly in terms of per-request TLS handshake overhead. These values
are within acceptable human perception limits for interactive conversation, resulting in
meaningful real-time performance in embedded hardware by the protocol-matching approach.
The architectural decision to avoid the bridge in request-response interactions was confirmed
by transactional services achieving mean latencies of 1045 ms for TTS and 1888 ms for OCR
over direct HTTPS, making complete responses within reasonable delays based on the use-
case of each service.

The main value of this work is related to integration methodology instead of
algorithmic innovation. The findings indicate that attentive coordination between service
properties and communication protocol, coupled with the layered abstraction among device
and cloud, is a useful design methodology to deploy advanced Al functions on assistive
embedded platforms. The greater adoption of these standardized abstraction layers would
contribute to a decrease in barriers for development, reduce integration costs, and increase the
interoperability between assistive technology ecosystems, increasing access to capable
communication devices for those who need them the most.
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