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he emergence of computing and storage paradigms in recent years, especially cloud
computing, has led to the development of a series of data center-related technologies
and applications. These applications integrate system and application resources to the
fullest, thereby enabling a smooth delivery of storage and services. In legacy systems, where
hardware is assisted by built-in software, it is difficult to utilize the hardware's resources.
Therefore, the software-defined networking concept was introduced, which separates the
control plane from the data plane. This made network programming easier to modify and
manage. In this paper, we present a decision modeling framework that can be used to
administer network resources using the Analytical Hierarchy Process (AHP). The proposed
metrics were used to calculate performance parameters such as throughput, delay, and
response time. We also provided simulation results to evaluate the efficiency of the proposed
system, which shows an overall 35 percent improvement compared to the conventional
decision model.
Keywords: Analytical Hierarchy Process; Cloud Computing; Data Centers; Resource
Management; Software Defined Networking
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Introduction:

Cloud computing benefits users in experiencing cloud applications through a user
application [1][2]. Cloud computing is such an amazing computing technology that leverages
integrated flexible network resources, including varied clouds, network technologies, storage,
and mobility, etc., to serve several devices across the globe. This purpose is fulfilled through
cither Ethernet or the Internet, regardless of the underlying technology, by using the principle
of pay-as-you-use. The increasing usage of cloud-based applications is expected to rise due to
the flexibility for the service providers as well as for the users.

Modern cloud applications are also used for social networking, processes, and user
information to make the service experience better. In view of the current trends in computing
architecture, it is unlikely that such challenges will be solved in the future. This is, in fact, not
merely a temporary technological deficiency but intrinsic to computing hardware/ software,
and a barrier that needs to be overcome to realize the full potential of computing. Extensive
surveys on cloud computing, such as [3], can be found in the literature. The concept of
offloading data and computation in cloud computing is used to address the inherent problems
by using resource providers other than the cloud applications.

Cloud computing comprises several parameters that determine satisfactory
performance. These parameters involve Authentication, Authorization Accounting (AAA),
Energy efficiency, service availability, and operators' service level agreements (SLAs).
Together, these requirements can help in providing efficient management of cloud services.
In areas of Mobility management, cloud computing lacks an intelligent mobility management
system that can support effective service delivery. Authors in [4] describe protocols for the
management of cloud-based networks, Internet Protocol (IP), and satellite networks.

The cloud resource gaps existing in a distributed cloud infrastructure are presented in
[5]. This architecture is an extended work of [6] where an overlay-based network supports
dynamic deployment of services and on-demand prototyping. The Software Defined Network
(SDN) allows managing network services through the abstraction of lower-level functionality
performed through decoupling the system that makes decisions about where traffic is sent and
forwarding traffic to the selected destination [7]. Authors in [8] propose Procera, an SDN-
based network control framework. Procera helps operators to use a high-level functional
programming language in cloud environments to design network policies that react to various
types of network events.

Developing such a framework is essential to managing the network traffic in a very
timely, accurate, and reliable way. Although no wireless technology can address the diverse
requirements of cloud users, an optimal mechanism is needed to address the issues evolving
from vertical handoff between two networks. This decision mechanism depends heavily on
the application based QoS, bit error rates, signal strength and coverage area, etc.

In SDNs, the control plane is decoupled from the data plane through which an
intelligent and centralized infrastructure can be abstracted for the applications. Load balancing
can be performed either by using specialized software or protocol, or by installing a specialized
gateway or load balancers, etc. Since SDN manages the network through a centralized
controller, the distributed traffic onward can be managed more efficiently.

Authors in [9] propose a structured technique named the analytic hierarchy process
(AHP) to organize and analyze complex decisions based on mathematical and psychological
parameters. By using AHP, users first decompose their decision problem into a hierarchy of
more easily realized sub-problems. These sub-problems are then analyzed independently.
These hierarchical elements can be related to any tangible or intangible aspect of the decision
problem. After building the hierarchy, various elements are evaluated systematically. It
compares them to one another. It compares two elements at a time, with respect to their
impact on an element above them in the hierarchy. Network management is done using a
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policy-based approach due to its flexibility. The network details can be separated to facilitate
dynamic control in SDNs. The policy-based management framework is defined by the Internet
Engineering Task Force (IETF) [10]. It manages a policy rules repository and applies relevant
policy rules whenever a policy event is triggered. These rules later shape up to create
configuration actions and send them to the policy execution point (PEP). These PEPs are
responsible for executing actions in response to the triggered policy events. The QoS
architecture in [11] introduced and adopted the IETF policy framework.

Obijectives:

Network policy management is a complex task. The objective of the research is to ease
the concept of network management by simplifying the decision-making process for resource
utilization. This also eases the policy implementation using a standardized process.
Contributions:

The paper presents a cloud decision modeling framework through SDNs, AHP
technique for efficient decision making. We present an AHP-based resource management
policy through SDNs. It enables network operations transformation from SDN’s operator-
intensive management to automated decision-making processes. The novelty in the work is
using an AHP-based API to administer cloud management features. We also evaluate the
proposed layout in a parameter-restricted environment. We suggest that a structured decision
process, such as AHP, can simplify network management in MCC environments.

Paper Outline:

The rest of the paper is organized as follows. Section 2 explains the developments, and
Section 3 presents related work, Section 4 presents the discussion, Section 5 describes the
performance evaluation, and Section 6 concludes the paper.

Related Work:

In the service provider market, mobility is one of the fastest-growing segments. The
convergence of cloud infrastructure helps in scaling network resource-hungry applications.
Virtual resources provide the required network bandwidth and desired service level. In [12],
the authors suggest minimizing signaling traffic during routing phases. SDN requires the use
of high-performance hardware switches that separate the control plane and the data plane.
They can be implemented by using various software architectures. LTE/4G can manage a
huge amount of data traffic and follows an IP-based model. For cloud infrastructures,
performance is dependent on data centers' efficiency. For infrastructure, core equipment must
meet 3GPP specification standards.

Preserving a customized computing environment as one move to different locations
is an enduring challenge in computing [13]. The infrastructure is now integrating clouds to
employ networking functions. This provides flexible and manageable architectures such as
Cloud RAN [14]. The mobility design depends upon the software data plane providing flexible
services managed in a virtualized environment. Technologies like LTE can utilize Mobility
services in a better way. SDN is deployed to use network resources with more scalability and
flexibility in line with the continued demand for data-intensive user applications. In addition
to that, SDN will also help to develop new service architectures for more operational efficiency
and to generate revenue opportunities for a sustained period.

Designing an intelligent user mobility management technique is one of the key issues
encountered in a cloud while providing a seamless service. In the paper, we focused on the
methods used to support and manage mobility in cloud computing systems. In order to
evaluate the location, several infrastructure-based techniques are used, such as WiFi, GPS, and
Radio Frequency. Being uneconomical due to heavy energy consumption, peer-based
techniques can be used with limited power constraints. [15] mentioned to use mobility traces
to establish ‘communities’ which are moving together and have stable environments for task
distribution. Mobility tracking can help in fault tolerance to identify an unstable node
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beforehand, and precautionary measures can be taken by promoting task redundancy at the
system level. Mobility is one of the reasons for the cloud dysconnectivity. In [10], the authors
describe a cloud disconnection solution through the Hadoop fault-tolerant mechanism.

The major task in mobility management for MCC is defining the blurred boundaries
between the cloud services and mobility infrastructure providers. The heterogeneous nature
of MCC leads to new challenges in highly complex QoS provisioning environments.
Technologies are required to provide scalability at the enterprise level and to ensure safety
across the various phases of application development, as well as during implementation. The
availability of devices as a resource provider [17] is determined by their mobility. Hence,
devices/users with a high degree of mobility are termed as less reliable due to their being prone
to disconnection. The availability condition is recorded for determining changes in resources
and was used with a Markov chain model for determining state transitions.

The collaboration through a static network varies in comparison to a network. In static
networks, devices are considered to have stable connectivity, whereas this is not the case in
the cloud. The connectivity issues and signal distortion in a cloud environment require
excessive service availability monitoring. For delivering user-experience-focused applications,
testing of intensive API-based applications can give insight analysis about user experience,
application performance, log analytics, crash reports, etc. Thus, this will help in automating
and supporting these applications on millions of devices. In [18], the authors propose the
development of distributed applications in a pervasive environment by constructing a
virtualized set of pervasive computing devices for satisfying data user requirements. The proxy
migration has been useful so far in establishing QoS and policy implementation. Being
successful for computing devices, it still cannot be used for a cloudlet. Authors in ‘Follow Me’
[19] proposed a decentralized and localized location sharing system. Limited resource
availability is one of the major obstacles for various applications to provide seamless user
experience for such services, which require higher processing and energy beyond hardware
capabilities [20].

Discussion:

To deliver cloud services, enterprises are moving their applications to the cloud.
Mobility management has transformed the challenges of the new economy into significant
opportunities. There is a dire need for solutions to power innovation, accelerate the
development of new applications, drive productivity, and offerings, etc. It can help businesses
to work on improving the technology and business shift of cloud mobility. Authors in [21]
propose a novel Cloud-centric Architecture for Rich Experience Networking (Carmen), a
distributed system to manage connectivity of a set of devices belonging to a particular
individual, called Personal Grid. The proposed Carmen enabled MPG to collect context from
the users and to coordinate key system resources across the MPG and the cloud.

The Internet of Things (IoT) can facilitate data centers to deploy internet-connected
devices using Machine-to-Machine (M2M) interactions. The developments in big data analytics
and embedded computing [22] are on the rise in the IoT phenomenon. Permitting users to
access available resources through smart devices could support them in using intensive
services. In core, the user's access to resources like computational power or social networking
requires extensive distributed processing. In [23], the authors discuss a Service platform for
cloud resource hosting. It is aimed to support the execution of distributed tasks in the
opportunistic networks. The primary contribution of the architecture is to leverage the social
behavior of humans for efficient opportunistic interaction between a vatiety of sensors and
resources embedded in the local environment.

In [24], pocket-switched networking has been exploited to achieve the full benefit of
hardware resources. A service delivery platform that enables communication between
collocated devices is captured. This creates ease of management in networks characterized by
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intermittent connectivity. In [25], enhanced functionality is provided by using opportunistic
computing. In opportunistic computing, the cooperation of devices serves as a significant
platform for sharing and composing distributed resources, thus providing an enriched
functionality platform. Sociable Sense [26] presents an approach for users to enumerate their
intensive sensing task management activities to the cloud in fixed networks for increased
latency, bandwidth costs, and energy savings. In [27], the authors propose a system to collect
and index updates in social networks. To address the management of issues in clouds and
managing resource-intensive systems [28], there exists a large scope in user data usage and
storage management.

The securely managed applications access integrated with fine-grained control policies
allows content retrieval and collaboration through file synchronization. These controls are also
applicable when access to enterprise content repositories is required. The cloud store
integration can be made available to end-users through policy-based access. Similarly, email
management with secure access ensures group and policy-based controls to protect sensitive
email content.

System Design:

We propose a framework based on the AHP principle. It can address QoS issues in
management for clouds. Cloud resource management is considered to provide a constant
quality of service under severe environments. It also includes a location update. The
management can be enhanced by using user profile replicas at various server locations, making
it readily available and reducing lookup costs. An Application Programming Interface (API)
can implement the policy management task for the SDN controller. In managing clouds
through SDNSs, the administrator needs to have an overall view of the network state. AHP can
help SDNs in defining network policy for application priority selection, scheduling, and
resource management.

AHP is a structured technique to help administrators/ decision-makers choose the
best option from available decision listings. This process converts values into numerical values.
Finally, the priorities for decision alternatives are tested. The system used AHP priority weights
assignment as where W represents criteria weights. The consistency is determined using the
cigen value (MW =knx W is solved). The eigenvector provides priority and eigen value
measure of consistency index (CI) derived from the departure of Ama from n is compared with
corresponding average values for random entries yielding the consistency ratio (CR)

The proposed framework defines various parameters of application selection for a
cloud user with their selection criterion. The parameter selection, AHP-based hierarchy
construction, weight assignments were followed using the standard AHP class. These
parameters can be assigned weights in priority. For using AHP, the main challenge is to identify
it into criterion. The decision methodology is based on AHP. It makes use of Hierarchy. The
AHP uses a structured format for decision modeling. It is composed of a goal and a group of
alternatives to find the goal. The intensity of importance is 1,3,5,7,9 for equally, essentially,
very strongly, and absolutely important. Whereas 2,4,6,8 are intermediate values between
adjacent scale values. The decision for scheduling can be achieved by performing different
operations on the derived values. It provides a comparison of pre-defined weight sets with
priorities on a many-to-one mapping relationship. AHP is a proven technique for decision-
making in businesses and processes. Our proposed system used evaluator, allocator, and
selector for evaluation criterion, resource allocation units, and cloud setvice selection,
respectively, at level 1 of services presentation. In level, it uses the connectivity log archive and
derived function value to address network services connectivity-related constraints. The policy
generation is partially enabled to fine tune user requirements. Finally, by adjusting parameters,
users can refine the decision-making process. The block diagram of the proposed technique
is presented in Figure 1.
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Figure 1. The proposed system

We developed an AHP-based decision module using MATLAB and trained it with
results derived from our simulation in Optimum Network Performance (OPNET) software
simulation. Cloud-based systems have elasticity in terms of resource availability. This allows
them to address the resource utilization gaps. The parameters were tested seven times through
the profile-based approach. The methodology is represented as Profile and Analytical Content
(PAC). It is the proposed methodology for selecting a network profile according to the
network traffic state in OPNET and the AHP-defined values. The heuristics were loaded on
a network of 6 SDN-enabled switches. The traffic routes and the amount of traffic are
restricted. In the testing, we ignore the overheads generated by the system because it is a
limited-scale experimentation.

Petrformance Evaluation and Results:
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Figure 4. Measuring throughput using conventional and proposed methods
Results show that decisions made through our scheme have improved performance in
terms of resource optimization and network management. It may be noted that the study
excludes machine learning and optimizers which make it an evaluation in a controlled
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environment. In Figure 2, a decision brings stability in terms of response time as the selected
values have common objectives. Similarly, in Figures 3 and 4, system response time and
throughput are compared using the conventional and proposed schemes. The smooth vertical
rise in Figure 3 indicates that when a priority-based selection is made, the response time has a
sequential increase. In Figure 4, the throughput comparison reveals that the AHP-based
method has outperformed the traditional methodology. In the next stage of experimentation,
we increase the bandwidth to check the system throughput. We measured throughput and
delay for increased bandwidth, as shown in Figures 5 and 6, respectively. We further calculated
the system delay under increased bandwidth consumption. Finally, the overall system
performance illustration is presented in Figure 7, which shows the improvement of our system
efficiency in comparison to the conventional application selection process where response
time jumped from 0.8 to 1.2 in a lapse of 4 bytes/ sec. From the results, it is evident that the
response time is reduced when an application with a higher priority is allocated a higher

bandwidth.
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Figure 5. Measuring throughput using the Prolaosed method for increased bandwidth
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Conclusion:

With the rapid increase in use of cloud-based applications and services, the IT
infrastructure providing these services often faces resource contention. To provide users with
the best available services, a decision structuring process is needed. In conventional data
centers, vendor-specific appliances are installed, which often make decisions on the basis of
vendor-dependent software. In software-defined networking, the hardware is considered bare
metal, and the software control is with the administrator. In this paper, we use AHP to
structure a decision process to handle concurrent application requests. It can make a decision
based on the criteria set by the administrator and, based on these criteria, allocate priority to
the applications. We tested the proposed scheme against a manual priority-based solution for
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efficiency under limited-scale conditions and parameters. The results demonstrate the
efficiency of the proposed system over the conventional system in limited-scale conditions. In
future, we plan to implement the API using inference with a large dataset on real-world
datacenters.
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