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mart grids have revolutionized the way electricity is generated, transmitted, and consumed 
by utilizing various technologies, including artificial intelligence, IoT devices, advanced 
communication networks, and distributed energy resources, which have enhanced the 

efficiency, reliability, and sustainability of modern power systems. This interconnected 
ecosystem, however, has multiplied the potential attack surface, and quantum computing 
poses a new risk to the traditional means of securing encoded data, requiring quantum-resilient 
security solutions. Many reviews focus on a specific aspect of AI, PQC, quantum computing, 
or smart grid cybersecurity. Following the 2024 PRISMA extension to the PRISMA 2020 
methodology, this review systematically analyzed peer reviewed studies published between 
2024 to 2026, retrieved from IEEE Xplore, Scopus, Web of Science, ScienceDirect, 
SpringerLink, ACM Digital Library, Wiley Online Library, MDPI, and Google Scholar. A 
thematic analysis of 24 selected studies showed that the major research areas were Artificial 
Intelligence and Machine Learning (58.3%), Quantum Computing and Quantum Security 
(50.0%) and Smart Grid Cybersecurity (41.7%). The literature reviewed was evenly distributed 
between PQC (25.0%) and IoT/CPS security (25.0%), while the other topics, namely 
Quantum Key Distribution, Digital Twins, Blockchain, and Quantum Reinforcement 
Learning, were comparatively less explored with 8.3% in each study. The review brings 
together advances in intrusion detection, anomaly detection, predictive threat intelligence, 
quantum machine learning, post-quantum cryptography, quantum key distribution, 
explainable artificial intelligence and digital twins system. Additionally, it reveals new threats 
such as harvest-now-decrypt-later attacks, incorrect data injection, ransomware, distributed 
denial-of-service attacks, advanced metering infrastructure, substations, microgrids, and 
distributed energy resource vulnerabilities. Last, this review identifies key research gaps on 
interoperability, scalability, computational complexity, privacy, and real-world deployment, as 
well as introduces a conceptual framework of Quantum-AI convergence for resilient smart 
grid architectures, and presents a future research roadmap to direct researchers, industry 
practitioners, energy utility operators, and policymakers in securing and shaping energy 
infrastructures. 
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Introduction: 
Background: 

This study explores the synergies between AI and post-quantum cybersecurity for 
strengthening resilient digital infrastructures. It shows that AI-powered intrusion detection, 
predictive threat intelligence, and automated response offer a significant boost in cyber 
resilience, threat detection, and scalability, and quantum-resistant security is essential for cloud 
and IoT-based systems [1]. The study provides an inclusive overview of the current state of 
AI and PQC in IoT cybersecurity, identifying LSTM, reinforcement learning, and lattice-based 
PQC schemes as effective methods for addressing quantum attacks. It outlines the key 
challenges of scalability, computational complexity, interoperability, and deployment and 
suggests a path forward for implementing an IoT security framework that is practical, 
resource-constrained, and quantum-resistant [2]. The study presents a comprehensive 
systematic review of the quantum convergence of AI, focusing on quantum optimization, 
machine learning, and post-quantum cryptography in healthcare, finance, energy, and 
cybersecurity. It highlights the challenges of hybrid algorithms, hardware errors, error 
correction, and the scalability of NISQ systems and suggests an integrated model for future 
research on Quantum-AI [3]. It explores quantum vulnerabilities in AI assets, harvest-now-
decrypt-later attacks, and quantum-enhanced adversarial machine learning, among other 
aspects of convergence between post-quantum cryptography and AI security. It highlights the 
importance of comprehensive migration governance, quantum-secure cryptographic 
approaches and cohesive security systems to ensure the security of next-generation AI 
powered digital infrastructures [4]. It comprehensively reviews cyber security in the quantum 
era for cyber-physical systems, operational technologies and industrial control systems. It 
emphasizes the issues such as the lack of quantum threat modeling, limited adoption of post-
quantum cryptography, and lack of real-world datasets and fragmented CPS taxonomies, and 
suggests directions for future research to create resilient quantum-secure architectures for 
critical infrastructure [5]. Combined effect of quantum computing and AI on modern 
cybersecurity is discussed, including quantum vulnerabilities of RSA and ECC, quantum 
resistant lattice and hash-based cryptography, and AI assisted cryptanalysis. It highlights agility 
in cryptographic implementations, security in cryptographic implementations, and ongoing 
algorithm updates to ensure enduring quantum-resistant cybersecurity [6]. The study presents 
a methodical examination of the combination of artificial intelligence with Internet of Things, 
block chain and quantum cryptography, pointing out the importance of AI in enhancing 
cryptographic security in quantum enabled environments. It pinpoints the main challenges and 
opportunities, and the future research directions, focusing on multidisciplinary solutions for 
building secure, intelligent, and quantum-resilient digital ecosystems [6]. The paper covers 
recent developments in AI cryptography, such as dynamic key generation, adversarial neural 
cryptography, and AI-powered cryptanalysis. These methods have been shown to provide 
greater adaptability and quantum resistance than conventional methods, and to pose 
computing challenges, implementation problems, and security concerns because of the 
absence of formal security guarantees for practical applications [7]. The review surveys 
quantum cybersecurity issues in healthcare, with a focus on post-quantum cryptography, 
quantum key distribution, quantum random number generation, and hybrid defense methods 
for securing medical IoT systems. It underscores the need for multi-layered security 
architectures, the implementation of quantum-resistant protocols, and proactive measures to 
protect vulnerable healthcare information and services [8]. The review presents a novel 
approach called Quantum-Enhanced Throughput Modeling (Q-TPM), which combines 
quantum-inspired techniques, ethical considerations, and artificial intelligence to improve the 
governance of post-quantum cybersecurity. It fills the gaps in cognitive, ethical and technical 
paradigms, showcasing an improved decision making system and ethical supervision of AI, 
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and giving a better explanation of AI, with a quantum enhanced architecture for cybersecurity 
applications with high stakes [9]. The review covers advancement in cybersecurity detection 
technologies using AI in Industry 4.0; machine learning, real-time anomaly detection and 
adaptive threat response to ransomware, DDoS, and false data injection attacks. It highlights 
the importance of resilient security architectures, AI-driven intrusion detection, regulatory 
compliance, and cross-border cooperation for bolstering cybersecurity and organizational 
resilience [10]. This study systematically assesses the adoption of AI in cybersecurity, 
concluding that anomaly detection, explainable AI and natural language processing are 
effective methods. It outlines challenges to implementing this, such as skills gaps, legacy 
infrastructure and regulatory issues, and offers a policy-oriented AI framework to improve 
cybersecurity resilience and governance and technology adoption in emerging economies [11]. 
Comparative architectures and systematic review process of the selected study are presented 
in the figure 1 and 2 respectively. 

 
Figure 1. Traditional and AI–Quantum Cybersecurity Architectures 

Research Objectives: 
The aim of this systematic review is to: 

To carry out a systematic review of the latest literature on converged Quantum 
Computing (QC) and Artificial Intelligence (AI) toward smart grid cybersecurity. 

To study new technologies, cyber threats and security solutions that are quantum 
resistant, such as Post Quantum Cryptography (PQC), Quantum Key Distribution (QKD) 
and Quantum Machine Learning (QML). 

To make a comparison between the existing cybersecurity solutions based on Artificial 
Intelligence (AI) and Quantum Computing (QC), highlighting the applicability to smart grid 
context. 

To collect information about the state of the art, challenges and gaps in the field of 
resilient smart grid cybersecurity architectures. 
Research Methodology: 
Introduction to the Paradigm Shift: 

Modern power systems have paved the way for a paradigm shift from conventional 
centralized electric power systems into smart, intelligent and interconnected power systems 
with Artificial Intelligence, Internet of Everything, fog computing, Distributed Energy 
Resources (DERs), and advanced communications. These advancements bring a lot of benefits 
in terms of operational efficiency, reliability, and sustainability, but they also add to the 
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cyberattack surface, creating new and more advanced cyber threats to critical energy 
infrastructure. Meanwhile, the emergence of quantum computing, with its game-changing 
potential, poses new security threats to the types of cryptographic algorithms used to safeguard 
smart grid communications and control systems. As a result, AI and quantum computing are 
becoming more complementary in the next generation of cybersecurity solutions, with AI 
offering intelligent threat detection, predictive analytics and autonomous response, and 
quantum computing providing quantum-safe cryptography, secure communication and 
enhanced computational power. As a result, cybersecurity is becoming more intelligent, 
adaptive and quantum-resistant, moving from a sensitive method to a active one that can 
support future cyber physical energy systems. This new convergence is a paradigm shift in 
technology, which will drive the design, operation and protection of future smart grids 
[12][13][14]. 

 
Figure 2. Systematic Review Process 

Mathematical Modeling: 
Based on the literature reviewed, the following equations, which are conceptual 

formulations, were drawn to represent the relationships between AI, quantum computing, 
cybersecurity threats, and smart grid resilience. They are meant to aid in qualitative 
interpretation. Artificial Intelligence, Cyber Safe Cryptography, Network Security, Cyber 
Threats, and System Resilience are the key factors that evolve the cybersecurity resilience of a 
smart grid. Suppose the overall cybersecurity resilience index is represented by 

RSG=f (AI,QC,PQC, T,S) -(1) 
RSG = Smart Grid Cybersecurity Resilience  
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AI = Artificial Intelligence capability  
QC = Quantum Computing capability  
PQC = Post-Quantum Cryptography strength  
T = Cyber Threat Level  
S = Smart Grid Security Architecture 

The overall level of cyber risk is indicated by 
PAttack=1−e−kT--(2) 

The probability of detecting a cyber threat using a quantum-based classifier is given 
by: 

𝑃𝑑𝑒𝑡𝑒𝑐𝑡 =∣ ⟨𝜙(𝑥𝑎𝑡𝑡𝑎𝑐𝑘) ∣ Π𝑡ℎ𝑟𝑒𝑎𝑡 ∣ 𝜙(𝑥𝑎𝑡𝑡𝑎𝑐𝑘)⟩ ∣2-(3)
 

Assume AI identifies attacks using 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
-(4) 

AI for Predicting Cyber Threats: 
To effectively anticipate cyber threats in smart grid systems, Artificial Intelligence (AI) 

has developing as a key technology, allowing for proactive detection, threat assessment, and 
automated responses to emerging cyber-attacks. Unlike signature-based security systems, AI 
models are constantly learning and adapting from historical and real-time network data, 
identifying patterns of abnormal activity, recognizing new types of attacks, and forecasting 
possible cyber events that could compromise critical infrastructure. Using, deep learning (DL), 
reinforcement learning (RL), graph neural networks (GNNs), and other machine-learning 
techniques can accurately detect malicious activities from large data streams collected by 
Supervisory Control and Data Acquisition systems devices, Phasor Measurement Units 
(PMUs), and distributed energy resources. The AI capabilities are especially effective for 
combating complex attacks like False Data Injection (FDI), ransomware, malware, insider 
threats, and Advanced Persistent Threats (APTs. Federated Learning (FL) is another step 
toward bolstering cybersecurity by enabling training of distributed models maintaining privacy 
throughout geographically distributed smart grid components. Explainable Artificial 
Intelligence (XAI) enhances the transparency and interpretable nature of AI-based security 
decisions, boosting trust among grid operators. 
AI for Accelerated Smart Grid Security: 

Artificial Intelligence (AI) is emerging as an important tool to improve cyber security 
in present-day smart grid by offering intelligent, adaptive and autonomous protection against 
increasingly sophisticated cyber threats. Static rule-based and signature-based security methods 
are often times not sufficient in protecting the smart grid infrastructures that are so 
interconnected, including Supervisory Control and Data Acquisition systems, Advanced 
Metering Infrastructure devices, distributed energy resources, electric vehicles, and cloud-edge 
computing platforms. AI-powered security solutions use machine learning, deep learning (DL) 
and explainable artificial intelligence to monitor system logs, and operational data in real time 
to detect potential cyber threats. These methods dramatically improve threats identification, 
anomaly detection, malware classification, false data injection detection, mitigation, insider 
threat recognition and automated incident response. Deep learning models that can process 
the large amounts of temporal and spatial data produced by smart grid elements, and can 
monitor security in real time with high precision. Furthermore, AI-supported cyber 
vulnerability assessment, predictive maintenance, cyber risk forecasting, and security 
orchestration can be streamlined by combining cyber threat intelligence with Operational 
Technology (OT) and Information Technology (IT) environments. With the ongoing 
developments in quantum computing, AI will become a more critical component of 
optimizing post-quantum cryptographic deployments, as well as identifying quantum-enabled 
cyber threats and supporting autonomous quantum-resilient security architectures. AI-
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powered cybersecurity is therefore, a core element of next-generation smart-grids, 
contributing to faster decision-making, quicker responses, higher operational resilience and 
secure integration of new digital technologies [15][16][17][18]. In this study, the researchers 
introduced a new framework called Quantum Entropy Q-Learning (QEQ) for improving 
Distributed Denial-of-Service (DDoS) attack detection in smart grids. The proposed 
quantum-enhanced AI approach outperformed as well as detection performance, showcasing 
the potential of quantum technologies to streamline smart grid cybersecurity [19]. The study 
suggested a Quantum Support Vector Machine (QSVM) for the detection of DDoS attacks in 
smart micro-grid, and showed that the QSVM has better cybersecurity performance, revealing 
the potential of using quantum-enhanced machine learning to strengthen smart grid protection 
[20]. The study suggested a measurement-device-independent quantum key distribution 
(MDI-QKD) framework to optimize quantum-resilient distributed control and real-time 
cybersecurity in quantum-resilient micro grids using deep neural networks [21].  
Comparative Synthesis of the Reviewed Studies: 

During 2021-2022, there were several comprehensive reviews that explored various 
aspects of smart grid cybersecurity. Alsuwian et al. studied cybersecurity problem, attacks and 
traditional solution approaches on smart grid but didn't consider the role of artificial 
intelligence and quantum computing in smart grid [22]. While Berghout et al. did cover an in-
depth discussion of machine learning techniques for smart grid cybersecurity, they only 
addressed AI-based detection techniques, and omitted quantum computing and post-quantum 
cryptography [23]. Although these contributions are valuable, Previous reviews however, 
examined individual technologies such as AI, block chain, QKD, Quantum Machine Learning, 
and resilient cyber security architectures, without integrating these technologies into a unified 
picture of Quantum Computing. Previous reviews however, examined individual technologies 
such as AI, block chain, QKD, Quantum Machine Learning and resilient cyber security 
architectures, without synthesizing all these technologies together in the context of Quantum 
Computing. Hence, the current review aims to comprehensively synthesize these new 
technologies into a single framework to build future smart grid cybersecurity infrastructure 
through Quantum AI convergence and to pinpoint the existing research trends and future 
research opportunities and challenges.  
Quantitative Synthesis of the Reviewed Literature: 

In addition to the qualitative analysis of the selected studies, a quantitative synthesis 
was also done. The trends of publication, distribution of databases, the themes of research, AI 
techniques, cyber security technologies, type of attacks, gaps in research were statistically 
summarized to highlight the dominant research directions and underexplored areas. It was 
found that the number of publications has significantly increased since 2024, with Artificial 
Intelligence (62.5%) being the most popular subject area for studies, followed by Quantum 
Computing (50.0%) and Smart Grid Cybersecurity (41.7%). Digital Twins (8.3%), Quantum 
Key Distribution (12.5%) and Blockchain-based security (8.3%) are relatively under-explored 
and represent great potential for future research. The quantitative results help supplement the 
qualitative discussion and offer an objective perspective of the state of the art and technology 
status. The publication trend of reviewed studies in the period of 2021-2026 is shown in figure 
3. The number of publications is growing steadily, especially during 2024–2026, and is a 
testimony of the rapidly expanding research interests around Quantum AI-enabled 
cybersecurity for smart grid applications.  
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Figure 3. Publication Trend of the Selected Studies (2021–2026) 

The thematic distribution of literature reviewed is presented in figure 4. The most 
prominent areas of research are Artificial Intelligence, Quantum Computing and Smart Grid 
Cybersecurity, while Digital Twins, Blockchain and Quantum Key Distribution are still less 
explored, offering potential avenues for future research. 

 
Figure 4. Research Theme Distribution of the Selected Studies 

Research Framework 
The synthesized findings are combined into a conceptual model, which consists of six layers:  
The Smart Grid Infrastructure Layer consists of Generation, Transmission, Distribution, 
AMI, DERs, EVs.  
Communication Layer (5G/6G, IoT, Edge, Cloud).  
This is the third layer of the Cybersecurity Layer (IDS, Authentication, Blockchain, Zero 
Trust).  
Differential Phase Shift Keying (DPSK)  
AI Action Layer (Ethics, Trust, Regulation, Governance)  
Secure Network Layer (Data Security, Network Management, Network Protection). 
Research Workflow: 

For conducting the merging of Quantum Algorithms, Artificial Intelligence and Smart 
Grid Cybersecurity systematic and comprehensive review, the research methodology has been 
carried out based on the PRISMA framework. The relevant studies were retrieved using 
predefined Boolean search strings from major scientific databases such as IEEE Xplore, 
Scopus, Web of Science, ScienceDirect, SpringerLink, ACM Digital Library, Wiley Online 
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Library, MDPI and Google Scholar. The literature is identified and then duplicate records are 
deleted, followed by screening of the titles and abstracts using predefined inclusion and 
exclusion criteria. The rest of the publications are subjected to full text screening for their 
suitability to the research aims. Next, important concepts, such as AI methods, quantum 
technologies, cybersecurity methods, smart grid applications, performance metrics, research 
results, limitations, and prospects are systematically extracted and structured. The selected 
studies were then grouped into themes and compared to each other to discover emerging 
technology trends, gaps and challenges. Lastly, the synthesized results are applied to create a 
Quantum AI Convergence Framework for the cybersecurity of smart grids and to propose a 
future research roadmap to pinpoint directions for intelligent, adaptive, and quantum-resilient 
energy systems. As shown in figures 5 and 6 the research flow and resilient architecture for 
the proposed system are presented. The research was conducted in a systematic process as 
shown in figure 5 that involved literature identification, PRISMA-based study selection, data 
extraction, thematic classification, comparative analysis, research gap identification and 
proposed framework for Quantum AI convergence with future research direction. The 
proposed resilient Quantum AI smart grid cybersecurity architecture depicted in Figure 6 is 
based on the integration of AI intelligence, quantum-secure communication, post-quantum 
cryptography, and automated threat response to bolster the security, resilience, and reliability 
of the next generation of smart grid infrastructures. 

 
Figure 5. Research Methodology Flow 
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Figure 6. Proposed Quantum–AI Resilient Smart Grid Cybersecurity Architecture 

Results and Discussion: 
This systematic literature review gives a comprehensive synthesis of the latest advances 

in the merging of Quantum Technologies, Artificial Intelligence and Smart Grid Cybersecurity. 
As revealed from the reviewed studies, research interest in smart grids has greatly increased in 
the last decade due to high digitization of smart grid, inclusion of Internet of Things (IoT) 
devices, Distributed Energy Resources (DERs), Electric Vehicles (EVs), cloud-edge 
computing, and the new emerging area of quantum computing. The majority of publications 
focus on post quantum cryptography, resilient cyber-physical system architectures, quantum 
key distribution and machine learning for detection and AI-based intelligent threat detection 
systems, and trust management based on block chain. The protection of the future smart grid 
is an emerging challenge, and more and more recent studies have stressed the need for the 
integration of intelligent AI-based defense mechanisms with quantum-resistant cryptography 
to meet current and new cyber threats. 
Emerging Technologies for Smart Grid Cybersecurity: 

New research shows that smart grid cyber-security is among the most promising areas 
for the use of AI to enhance threat detection and automatic response capabilities. AI-driven 
methods enhance network traffic analysis, detect deviations from normal usage patterns, and 
help quickly identify advanced, real-time threats. To accomplish this, researchers use different 
sophisticated machine learning methods, such as Federated Learning (FL), Deep Learning 
(DL), Reinforcement Learning (RL), Explainable Artificial Intelligence (XAI), and Graph 
Neural Networks (GNNs). A deep learning model which excels in capturing temporal and 
spatial patterns within smart grid communication data is the Convolutional Neural Network 
(CNN), Long Short-Term Memory (LSTM) network, Autoencoder, and Transformer 
architectures. These capabilities greatly increase the capability of intrusion detection systems 
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and accuracy of anomaly classification. 
At the same time, quantum computing poses an opportunity and challenge to smart 

grid cybersecurity. On the bright side, quantum algorithms are attractive for optimization, state 
estimation and machine-learning applications, while also posing a critical threat to the safety 
of current public key systems via Shor's algorithm and diminish the security of symmetric 
encryption systems through Grover's algorithm. 
AI-Based Cybersecurity Applications: 

The examined literature conclusively shows that AI can have a significant impact on 
the security of multiple smart grid applications. The high detection accuracy and low false 
alarm rate of AI-based Intrusion Detection Systems (IDS) are enabled by adaptive learning 
mechanisms. Predictive threat intelligence can help utilities anticipate vulnerabilities before 
attackers can strike, enabling them to take proactive defensive measures. Federated Learning 
also enhances a collaborative model training process that can be done across geographically 
distributed substations while keeping sensitive operational data private. Explainable AI tackles 
the lack of transparency in Deep learning by enabling the process to be easily understood, 
which enhances trust between system operators. 
Quantum Computing and Post-Quantum Security: 

The review highlights the quantum computing as one of the most impactful 
technologies that will have implications in cyber-security. One of the most prominent 
examples of the risks posed by such algorithms like Shor's is to commonly used public-key 
cryptographic schemes like RSA, Elliptic Curve Cryptography (ECC), and Diffie Hellman key 
exchange, as they can be attacked efficiently. Symmetrical encryption techniques, on the other 
hand, are much more resistant to quantum attacks but Grover's algorithm still brings its 
security levels down, making it necessary to increase the key sizes to achieve the same security 
levels. 

In response to these new challenges, researchers have begun to focus on developing 
and standardizing post-quantum cryptographic algorithms. The National Institute of 
Standards and Technology (NIST) has standardized/selected post-quantum cryptographic 
algorithms, including ML-KEM, ML-DSA, and SLH-DSA for the future security of 
communication systems. Furthermore, quantum technologies like Quantum Key Distribution 
enable secure key distribution in the light of quantum mechanics and Quantum Random 
Number Generation yields high-quality unpredictable random numbers to support 
cryptographic security. However, the implementation of quantum resistant technologies is still 
difficult, due to a high computational load and incompatibility with current smart grid systems. 
Comparative Analysis & Quantitative Summary: 

The comparative analysis shows that the research on Quantum AI convergence for 
smart grid cybersecurity has evolved from traditional rule-based security mechanisms to 
intelligent, adaptive, and quantum-resistant security architectures. While previous research 
mainly concentrated on AI-based intelligent detection, recent research more frequently adopts 
a multi-disciplinary approach involving Post-Quantum Cryptography (PQC), Quantum Key 
Distribution (QKD), Quantum Machine Learning (QML) and the combination of block chain, 
Zero Trust Architecture (ZTA), federated learning and quantum twins within a cybersecurity 
solution. AI is consistently cited as the technology likely to have the greatest impact on real-
time threat identification and automatic response, while quantum computing is known as a 
potential opportunity for computing and a threat to classical cryptographic algorithms. The 
reviews also highlighted the necessity of adopting adaptive cyber defense and quantum-safe 
communication mechanisms, along with AI-based intelligence, as the future key pillars for 
smart grid protection rather than just relying on individual security technologies. The table 1 
shows the comparative assessment for the selected studies.  
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Based on the quantitative synthesis, the most mature research field is intrusion 
detection and anomaly detection, where the utilization of artificial intelligence in the detection 
of advanced cyberattacks in smart grid environments is becoming prevalent. The 
standardization of lattice-based cryptographic algorithms and the growing awareness of 
cryptographic migration has led to Post-Quantum Cryptography (PQC) becoming the most 
prominent mitigation solution for dealing with quantum threats. Digital twins, and 
autonomous self-healing architectures, are still under-explored. The findings indicate that 
current research is focused on enhancing the existing cybersecurity mechanisms while future 
research should focus on fully integrated Quantum AI resilient architectures. The table 2 
shows the quantitative summary for the selected studies.  

Table 1. Comparative Assessment 

Study Category Key Finding Numeric Indicator (Synthetic) 

[1] AI–Quantum 
Cybersecurity 

AI transforms cybersecurity 
using PQC, AI analytics and 
quantum resilience. 

AI+PQC integrated framework 

[2] AI + PQC for IoT LSTM, RL and PQC 
strengthen IoT security 
against quantum threats. 

91–99% detection 

[3] QC–AI 
Integration 

QML and hybrid QC–AI 
enable optimization across 
sectors. 

Systematic review 

[5] Quantum 
Cryptography 

RSA/ECC vulnerable; ML-
KEM, ML-DSA and SLH-
DSA recommended. 

NIST PQC 

[6] AI–IoT 
Blockchain 

AI enhances IoT, blockchain 
and quantum cryptography 
integration. 

103 studies 

[7] AI-based 
Cryptography 

Adaptive encryption and 
neural cryptanalysis improve 
resilience. 

High resilience 

[12] Smart Grid 
Security 

AI-driven IDS and layered 
smart-grid protection. 

Comprehensive review 

[24] Quantum Key 
Distribution 

QKD secures smart-grid 
communications. 

IEEE Access 2025 

[15] Hybrid Encryption Quantum-resistant hybrid 
encryption for IoT smart 
grids. 

Hybrid model 

[17] Quantum Digital 
Twins 

Quantum computing 
enables digital twins and 
optimization. 

Future roadmap 

[25] Secure IoT Smart 
Grid solutions. 

Digital twins, leveraging AI, 
quantum-secured 
communications, and CPS–
IoT resilience of smart grids. 

AI Quantum Digital Twin 
Framework 

Table 2. Quantitative Summary Analysis 

Ref Research Focus AI Smart 
Grid 

IoT Quantum Main Contribution 

[1] AI & Quantum 
Cybersecurity 

✓ – – ✓ AI-driven cybersecurity 
paradigms 
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[2] AI + PQC for IoT ✓ – ✓ ✓ AI-powered post-quantum 
IoT security 

[5] Quantum 
Cryptography 

✓ – – ✓ Strategic migration to 
quantum-safe cryptography 

[12] Smart Grid 
Cybersecurity 

✓ ✓ ✓ – AI-based smart grid 
protection 

[24] QKD for Smart 
Grid 

– ✓ – ✓ QKD applicability to smart 
grids 

[17] Quantum Digital 
Twins 

✓ ✓ – ✓ Quantum-enabled digital 
twins 

Future Directions: 
Future research directions should seek to build cybersecurity frameworks that 

incorporate Quantum AI integration such as Quantum Machine Learning, Post Quantum 
Cryptography, Quantum Key Distribution, machine learning, block chain, federated learning, 
digital twins, and Zero Trust Architecture into more resilient cybersecurity platforms. We need 
to give more attention to lightweight quantum cryptographic strategies for resource limitation 
in IoT systems, Explainable Artificial Intelligence (XAI) systems for operational decision 
support, privacy preserving collaborative learning, and autonomous cyber defence systems that 
can act in real time to mitigate threats. Moreover, experimental validation is necessary to move 
from theory to industry deployment, as this requires the use of realistic smart grid testbeds, 
large-scale benchmark datasets and hardware-in-the-loop simulations. 
Conclusion: 

The aim of this systematic review was to explore the synergy among Quantum 
Computing (QC), Artificial Intelligence (AI), and Smart Grid Cybersecurity, with a specific 
focus on the emerging technologies, the new threats, and the resilient security architectures. 
The results show that although AI technologies such as intelligent intrusion detection, 
predictive threat intelligence, anomaly detection, and automated responses for smart grid 
systems are highly beneficial in terms of enhancing system security, traditional cryptographic 
algorithms such as RSA and ECC face significant security challenges due to advances in 
quantum computing of quantum computing. For this reason, Post-Quantum Cryptography 
(PQC), Quantum Key Distribution (QKD) and Quantum Machine Learning (QML) have 
become a must-have technology to protect the future smart grid. The review also indicates 
that the architecture of resilient cybersecurity must be multi-layered with the inclusion of 
Artificial Intelligence, Quantum-secure Cryptography, Block chain, Zero Trust Architecture, 
Edge Intelligence and Digital Twins to create adaptive and autonomous cyber defense. While 
there has been great progress, obstacles to overcome include a lack of real-world 
implementations, limited interoperability, computational complexity, limited standardization 
of datasets, and a need for scalable quantum-resilient solutions. This review highlights these 
research gaps and proposes a Quantum-AI Convergence Framework for future research and 
industrial applications in future research and industrial use. In conclusion, the integration of 
AI and quantum cybersecurity tools holds great promise for advancing the implementation of 
safe intelligent, and sustainable smart grid infrastructures that can withstand both conventional 
and quantum based cyber threats, ensuring the reliability, resilience, and future security of 
smart grid systems.  
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