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ﬁ Systematic Literature Review (SLR) was conducted using tailored searches based on

our study topic. We completed all SLR processes, including periodic reviews as SLR.

Researchers may find out about the justification, the review procedure, and the
research question by using search keywords. This paper describes the trial approach to
claborate the search keywords, resources, restrictions, and validations that were, and
explores search strategies made. The reviews are carried out by assessing the publication's
quality, devising a data extraction approach, and synthesizing the results. All four research
questions were used to analyze the papers concerning the findings. Finally, reports on the
categorization of computer malware were analyzed for their detection methods, factors, and
how they infiltrate computer systems have been published. SLR identifies the element,
characteristics, and detection techniques that are explained in this research paper. Computer
malware infects the computer system. This comprehensive literature review's is mainly based
on recommendations by earlier studies.
Keywords: Malware Classification, Malicious Software Factors, Malware Detection
technique, Malicious Infection
Introduction

Malware is a contraction of two words malicious software, which causes substantial
security threats in the computer world[1]. Classification is a collection of related categories
used to collect data based on similarity. It is made of codes and descriptions that enable
survey results to be organized into relevant groups, resulting in valuable data. Anyone doing
statistical surveys will find a categorization beneficial. It is a framework that both simplifies
the issue under investigation and makes categorizing all data or replies simple. Viruses,
Worms, Trojans, Spam, Phishing, Ransomware, and other similar attack mechanisms fall
under the broad term COMPUTER MALWARE. Lacing Malware in a particular malware
family is known as malware classification [2]. Malware in the same category has
characteristics that may be utilized to develop indicators for detection and categorization.
Based on how they are retrieved, described as static or dynamic.

Detection is the practice of finding anything, whereas the technique is a specific way
of doing an action, generally one that requires practical abilities. As a result, it refers to the
method of finding and practically detecting something. Detection techniques of computer
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malware [3] described in this paper are behavioral-, anomaly-and signature-based, etc. A

factor is one of the variables that impact an event, decision, or circumstance and proactively
contributes to creating a result. It's among the cases that impact the outcome of anything[4].
We are providing the human behavior and technological factors.

Infection results in one or more infectious agents establishing themselves on or
around the body for a suitable host. Essentially infecting anything or someone is acting or
practice of contaminating for something. To accomplish the goal of causing as much harm
as possible on many systems as possible, cybercriminals must install malware on the victim's
computer, which may form the basis of executable scripts, active content, or software.
Malware distribution through hacked websites become one of the most prevalent methods
of infecting PCs in recent years. As a result, antivirus software, firewalls, and other security
measures are used to protect computers from this danger. Infiltration channels, extraction
framework, and infection markers are used to infect the computer system.

We analyzed all four questions by doing a deep analysis of the survey papers, articles,
systematic literature reviews, and research papers of all the years from the four selected
databases, i.e., IEEE, ACM, Google scholars, and Science direct.

Scheme of paper

In this SLR, section 1 consists of the introduction. Section 2 is about the background
of malware. Section 3 describes the review methodology, which is briefly explained in further
steps. In the last section, the conclusion is defined.

Background

The first computer virus [5] was discovered over 50 years ago. Virus developers
began creating viruses in the early 1980s. Virus authors and hackers began to employ their
skills for more professional and illegal purposes in the late 1990s and early 2000s. The term
"malware" is a broad phrase that encompasses all threats, including viruses, worms, and
Ransomware [6].

ARPANET, or Advanced Research Projects Agency Network, existed before the
Internet. ARPANET was founded in 1967 to connect remote computers[6]. The Intel 4004
was designed in 1971 and was the first microprocessor. "The Creepet" was the world's first
computer virus. "Elk Cloner" was the first computer virus discovered in the world. It was
created by a 15-year-old who used to write programs like this to play a trick on his pals. The
virus would stay in memory until it found a blank floppy disc to infect. The first computer
virus, called "Brain," was released in 1986. It began in Pakistan and swiftly spread around
the world[7]. Because there was no internet then, it was spread by human interaction and
floppy disc copying. The world of information security as we know it today was forever
transformed. The world's first worm was created more than 30 years ago. The mortis worm
was named after its creator Robert morris. This worm wasn't harmful in any way. It was
made as a proof of concept to find out whether an infection was already present.

The AIDS Trojan was credited to the late Dr. Joseph Popp. About 20,000
contaminated floppy discs were sent by mail (yes, real mail, not email) to AIDS experts
worldwide. The Trojan converted file names to encoded strings and concealed data from
the user. Dr. Popp's floppy discs were not sent to scholars in the United States, which is an
intriguing fact. Michelangelo was a boot sector virus that was designed to attack disk
operating system DOS partitions. It was the first time a virus gained widespread coverage in
the mainstream media. The mid-90s were groundbreaking for many who grew up in America
online AOL chat groups. Numerous cyber attackers were likely to steal account credentials
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since dial-up internet service was relatively costly and was provided by the minute. Phishing
[8] programs began to be distributed on illegal warez chat rooms. 1999 was marked by
anxiety over the "Y2K" virus. Digital Subscriber Line (DSL) connections were beginning to
gain momentum.

Cybercriminals took advantage of this, bringing in the period of botnets and
infections. Botnets conjured up images of Sky net, the fictional corporate evil from the
Terminator films. The EarthLink Spam Botnet, which initially appeared in 2000, was the
first to be detected. On the other hand, the GT botnet was launched in 1999, constituting
the first botnet. It was responsible for 25%, including all email spam, or over 1.25 billion
messages. Threat actors still use worms; however, they aren't as prevalent as they once were.
A worm [9] may spread far in a short period since it reproduces on its own. They compel an
infected machine to grind to a standstill by consuming ever-increasing operating system
cycles. Blaster used a Remote Procedure Call (RPC) exploit in Microsoft Windows XP and
2003 to spread globally. This was the first worldwide denial-of-service assault as a
consequence of global use of internet access. It also carried out DDoS assaults on pre-
determined targets. Mytob was among the first viruses to block or act despite antivirus
software.

The virus shut down operations of over 100 companies, including the New York
Times. CoolWebSeatch, or "CWS," was the first criminal operation to hijack Google search
results. In 2007, a similar incident occurred some years later. It was uncovered after a lady
in Ohio paid thousands of dollars for a car that was never delivered. The FBI and Semantic
patiently waited for the fraudsters to mess up, which ended in their indictments in 2016.
Reveton was developed by the National Security Agency to spy on the European Union.
Regin was able to adapt to a certain environment as a result of its flexibility. Reveton helped
develop the look and feel of up-to-date Ransomware, including the universal lock screen.

Crypto Locker was the very first Ransomware [8] to demand Bitcoin as a payment
method. The cost of cracking was two BTC, which was worth between $13 and $1,100 in
2013. This was back when bitcoin was in its infancy and convincing non-technical people to
pay was a difficult task. Tech support scams and other browser locks variations debuted in
2015. These annoyance assaults resemble Ransomware in that they cause victims to worry.
Other variants included Blue Screen of Death (BSOD) displays and a toll-free number
purporting to be Microsoft technical help. They would then seize control of the victim's
system and demand fees.

Mirai was the first botnet to attack Internet-of-Things (IoT) devices. It was primarily
aimed at network routers but also affected other IoT devices. Mirai was so widespread at
one time that cryptologist Bruce Schneier speculated it may have been a nation-state. NSA's
Shadow Brokers leak was unprecedented and catastrophic. Hackers expertly recycled the
tools and vulnerabilities that were provided. WannaCry, Petya/NotPetya ransomware strains
were so destructive that they forced industrial plants all around the world to close down.

Cryptocurrency-related dangers were previously confined to Ransomware and
bitcoin wallet thefts, but 2018 saw the introduction of a new technique. XMRig operates by
exploiting a machine's unused CPU cycles to assist in the solving of certain mathematical
problems that are utilized in bitcoin mining. Various criminal attackers used known attacks
in Apache Struts, Oracle Weblogic, and Jenkins servers to take advantage of common
vulnerabilities. These assaults were restricted to enterprises that utilized these technologies,
as well as the strong CPUs of the machines they operated on. GandCrab aimed to separate
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itself from real assaults on companies while also increasing income. It mastered the

Ransomware as a Service business model (RaaS). The GandCrab writers were able to focus
on their code, whereas others handled the real breaches thanks to RaaS. It was eventually
used to distribute the infamous WannaCry Ransomware, Petya/NotPetya, with terrible
results.
Review Methodology

The goal of this study was to analyze computer malware in a focused manner using

a technique called a systematic literature review. Figure 1 shows the review methodology of
our SLR The research is based on PRISMA.

Figure 1. Review Methodology

Systematic Reviews
SLR Justification:

In former eras, malware classifications, factors, and detection approaches were
thoroughly discussed in several research articles. We offer a thorough systematic literature
review on the categorization, factors, and detection strategies of computer malware such as
worms, viruses, Trojan horses, spam, phishing, and Ransomware in this SLR. Four questions
address these important issues. The taxonomy of computer malware is the first question.
The second question concerns computer virus detection methods. In question three, you'll
learn about computer malware factors, and in question four, you'll learn about how
computer malware infects a computer system.
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Review Process:

This study's review methodology is based on the PRISMA criteria, a well-known
review protocol. This comprehensive literature review's structure is mainly based on earlier
studies' recommendations. For further information, we looked at surveys, publications,
research papers, and studies undertaken.

Research Questions: The work detailed in this technical paper was inspired by four
research questions:

a.  What is the classification of computer malware attacks?

b. What are the detection techniques of computer malware attacks?

c.  What are the factors of malware attacks?

d. How does malware infect the computer system?

Conducting Search Term:
The information here will assist us in creating a search phrase that is appropriate to
our research questions.
Population: Computer Malware
Intervention: Classifications factors and detection techniques.
Outcomes of relevance: Way of infecting computer system
Planning The Reviews
Search Strategy
Trial Strategy:
On the Google Scholar (scholar.google.com) digital library, a sample search was
done using the following query.
("Classification" OR "Characterization")AND ("Malware" OR "Injurious" OR "Malicious")
AND ("Attack" OR "Strom").
("Detection" OR "Noticing")AND ("Techniques" OR "Approach" OR "Method") AND
("Malware" OR "Injurious" OR" Malicious") AND ("Attack" OR "Strom").
("Malware" OR "Injurious" OR "Malicious") AND ("Infect" OR "Harm") AND
("Computer systems").
The publications found using these search keywords will be utilized to help design and
validate the primary search phrases.
Identification Search Terms:
The following search approach is employed to create search phrases.
a. Deduce essential words from the research questions by identifying population,
intervention, and result;
b. Find alternate spellings and synonyms for significant words using the research
questions;
c. Check any relevant papet's keywords;
d. If the database permits it, use the 'OR' operator for concatenation of alternate
spellings and synonyms and the '"AND' operator for concatenating essential words.
Resources to be searched: The following digital libraries and databases are searched.
e [EEE Explore
e ACM Digital Library
e Google Scholar (scholar.google.com)
e Science Direct (sciencedirect.com)
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Search Constraints and Validation:
On the Google Scholar (scholar.google.com) digital library, a sample search was

done using the following search query.

("Classification" OR "Characterization")AND ("Malware" OR "Injurious" OR "Malicious")
AND ("Attack" OR "Strom").

("Detection" OR "Noticing")AND ("Techniques" OR "Approach" OR "Method") AND
("Malware" OR "Injutrious" OR "Malicious") AND ("Attack" OR "Strom").

("Malware" OR "Injurious" OR "Malicious") AND ("Infect" OR "Harm") AND
("Computer systems").

The publications found using these search keywords will be utilized to help design and
validate the primary search phrases.

Publication Selection

The publication selection method will be carried out using publication inclusion and
exclusion criteria, and primary source selection. The primary goal of this publication
selection approach is to limit our search results to those relevant to our research concerns
only augmented reality-related research metrial and vice versa material
Inclusion Criteria:

Only the literature (reseatch papers/reports/books) discovered in the search results
is selected using inclusion criteria. Only augmented reality-related research articles will be
considered.

The following are the requirements for inclusion:
a. Documentation of the classifications of computer malware assaults.
b. Research that outlines computer malware detection techniques.
c. Research that outlines computer malware factors.
d. Research that outlines how malware infects computer systems.
Exclusion Criteria: Exclusion criteria are used to determine which pieces of literature
(research papers, reports, and books) will not be reviewed based on the search term.
The following are the criteria:
e Research work that is not relevant to the research questions.
e Research work that doesn’t describe factors, classification, and detection techniques.
e Research work other than computer malware.
Selecting Primary Sources:

Primary sources will be chosen first by looking at the titles, keywords, and abstracts
of the material that has been searched. This review will disregard/exclude any literature that
does not pertain to the study topics. The main sources picked during this first selection
process will be evaluated against the aforementioned inclusion/exclusion criteria by reading
the entire text of the research papers.

The case will be submitted to the secondary reviewer if there is any doubt about the
inclusion/exclusion decision. The third reviewer will inspect the procedure.

Records of inclusion/exclusion decisions for each primary source shall be kept correctly.
This will contain a rationale for including or excluding the primary source from the final
evaluation.

Conducting The Reviews

Publication Quality Assessment:

When the final selection of publications is complete, the publication quality
evaluation is carried out. This evaluation happens at the same time as the data extraction.
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The following questions will be indicated as "Yes" or "No" or "partial" or "NA" on the
quality evaluation checklist:

e Has a clear classification/categorization of computer malwatre assaults been
established?

e s there a clear identification of detection techniques?
e It has been recognized as a factor in computer malware.

e Isit obvious how computers get infected?
Data Extraction Strategy:

The primary goal of this SLR is to collect data from academic articles that are
focused on answering our research objectives.

The following information will be retrieved from each study paper.

e Information about the publication (title, authors, journal/conference title, and other
required information)

e Information that answers our research questions

The following information will be harvested to answer our study questions:

e RQ1: Background information and computer malware classifications;

e RQ2: Background information and computer malware detection techniques;

e RQ3: Background information, computer malware factors

e RQ4: Infect computer systems, background information

Data Synthesis:

There will be four portions to the data synthesis: Q1, Q2, Q3, and Q4. The first part
(for question 1) will categorize computer malware. The detection techniques for question 2
will be maintained in the second portion, while the detection methods will be preserved in
the third section, and how malware infects computers will be shown in the fourth section.
Selection Criteria: Figure 2 shows the four phases of selection criteria.

First phase:

We utilized numerous literature studies on computer malware classification,
detection methodologies, and aspects to develop the search phrases. We began by going
through the words in the next section. After the first phase, 239 items had been gathered.
Key terms: Following key terms and search queries for each question are explored in
different repositories.

e (lassification: (“Classification” OR “Categorization” OR “Classifying” OR
“Grouping” OR “Grading” OR “Ranking” OR “Sorting” OR “Stratification” OR
“Systemization” OR “Organization” OR “Codification”)

e Malware: (“Injurious” OR “Mean” OR “Nasty” OR “Virulent” OR “Despiteful”
OR “Hateful” OR “Unkind” OR “Awful” OR “Evil” OR “Gross” OR “Bad-
natured”)

e Attacks: (“Harm” OR “Hiding” OR “Strike” OR “Violent-act” OR “Wall of fire”
OR “Oftensive” OR “Hate-crime” OR “Crushing” OR “Rade” OR “Storm” OR
“Act of war”)

e Detection: (“Observation” OR “Noticing” OR “Noting” OR “Perception” OR
“Spotting” OR “Awareness” OR “Recognition” OR “Distinguishing” OR
“Identification” OR “Diagnose” OR “Sensing”)
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e Techniques: (“Method” OR “Approach” OR “Procedure” OR “Process” OR
“System” OR “Method of working” OR “Tactics” OR “Strategy” OR “Practice”
OR “Plan” OR “Manner”)

e Factor: (“Aspect” OR “Cause” OR “Circumstance” OR “Element” OR “Part” OR
“Ingredient” OR “Component” OR “Characteristics” OR “Feature” OR “Event”
OR “Item”)

e Infect: (“Defile” OR “Effect” OR “Ruin” OR “Crush” OR “Break” OR “Strike
down” OR “Do damage to” OR “Mess up” OR “Splash” OR “Make ill” OR
“Distort”)

e Computer System: (“Computer devices” OR “Systems”)

Second phase:

The second stage involves tool-based filtering due to the enormous number of
publications collected in the previous phase. We were able to find duplicate research from
various sources and versions by filtering using the citation tool. We had a total of 72 papers
from multiple repositories after this round.

Third phase:

The emphasis during this phase was on "abstracts" rather than the complete
metadata. Irrelevant data may be deleted by looking at every papet's abstract; this approach
eliminated 8 papers, leaving us with 64 articles in our collection.

Fourth phase:

Finally, all of the remaining articles were thoroughly reviewed. As a result of this
approach, articles that did not satisfy the selection criteria or quality, or were beyond the
subject of our study, were excluded. Six papers were eliminated at this step, leaving 58
research articles to perform the study. The SLR selection process is given also.

Result And Discussion

The intense, in-depth study we conducted yielded significant results. In this section,
we summarize our findings, followed by a discussion. All four research questions were used
to analyze the papers concerning the findings. Before the research questions are discussed,
selected statistics are presented in Table 1 and Figure 3. Finally, following a detailed analytical
discussion, we offer open research challenges to researchers in the field.

Table 1 Data Sources

Sr. Questions | ACM | IEEE | Google Science | Total
No. Scholar | Direct Papers
1 Q1 7 1 2 1 11

2 Q2 6 5 10 2 23

3 Q3 2 1 7 0 10

4 Q4 3 1 9 1 14

Classification of Malware:

Static analysis and dynamic analysis are two types of malware analysis approaches.
To examine binary data and develop detection fingerprints, static analysis is utilized.
Dynamic analysis involves executing malware in a controlled environment and recording
and analyzing the executed instructions. Static anti-malware measures are more effective in
detecting malware.
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They suggested a novel paradigm for identifying and classifying malware activity that
uses a dynamic approach. They do dynamic analysis on malware samples to gather API call
sequences, which are then fed into our word embedding module.
Any Artificial Intelligence technology will be used to optimize the categorization process. It
will contribute to developing a new categorization approach that incorporates artificial
intelligence. This study's results led to identifying important issues that need to be addressed,
including the efficiency and scalability of malware categorization to scale up to millions.
Few-shot malware classification offered insight into making current classification methods
more scalable.

Figure 2 The SLR selection process and filtering in each phase
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Figure 3 Data source

They're testing the malware classification model's susceptibility by adding an
adversarial sample into the datasets to impair the quality of classification presently produced
by a trained model. New approaches, such as polymorphic and metamorphic, have
substantially boosted the quantity of malware in use today. Similar classification approaches
will be used to detect the common behavior of each malware family.

Three primary goals are outlined in the proposed framework. The first goal is to
provide a safe environment for malware analysis based on behavior. The second step is to
use a thorough approach to malware analysis. The final goal is to classify malware into a new
conceivable category. Bazrafshan et al. divide the approach into three categories: 1:
signature-based methods. 2: depending on conduct 3: based on heuristics.

Table 2 Classification of Malware

Sr. No. Papers Classification

1. [10], [11], [12], [13] Static and dynamic classifications

2. [14], [15] Dynamic analysis

3. [11],[14] Architecture and comprehensive approach,
classified malware

4. [11], [14] Quantitative measurement

5. [11], [14] Artificial intelligent technique.

0. [16], [15] Efficiency and scalability

7. [17] Adversarial

8. [14] Polymorphicand metamorphic techniques

9. [16],[14] Signature, behaviorand heuristic-based
classification.

10. [12], [18] Malware detection

Detection Techniques of Malware:

Because the training set generates many rules and it is impossible to design a classifier
that uses all of them, post-processing of correlative classification is essential for enhancing
the classifiet's accuracy and efficiency. Rule trimming, rule ranking, and rule selection are
some strategies used.

Signature-based malware detection is effective for identifying known malware but
falls short when detecting new malware. Heuristic-based detection relies on experience and
other strategies such as rules and machine learning. Although it can identify zero-day
malware with a high degree of accuracy, it cannot detect sophisticated malware. The use of
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a sandbox allows for automatic analysis. System call monitoring, file change monitoring,

registry snapshot comparison, network activity monitoring, and process monitoring.

Signature-based approaches are more efficient and quicker than other methods
because they employ patterns retrieved from malware to detect them. These technologies
cannot identify new malware variants, and extracting unique signatures requires a significant
amount of people, time, and money. Another issue is the inability to combat malware that
mutates its programs with each infection, such as polymorphic and metamorphic malware.
Behavior-based approaches are resistant to the flaws of signature-based techniques. These
approaches aggregate programs that have the same behavior. Because they constantly utilize
the same resources and services on your computer. These detection measures may uncover
malware that continually produces new mutations.

The ultimate purpose of concealing is to change data and provide a fake response to
the higher query function. General programs may scan the system by invoking the API
method from the user mode. Once the variations between the detected data and the ones in
the raw data library are discovered, it may be determined the data in the top layer has been
changed by malware. Malware using concealing technologies may have infiltrated the system,
and the higher calling return data should not be believed. SAFE is a malware detection
method that uses static analysis to discover harmful executable patterns. This approach
builds templates from the assembly code of each known malware program. Templates are
instruction sequences specified using variables and symbolic constants. The primary benefit
of this technique over SAFE is that it focuses on program semantics and defines program
behaviors at a higher level.

Deep convolution neural networks with fine-tuned parameters are used to do the
detection. Mal-Detect can be used to detect all types of malware. A dynamic taint analysis
technique looks at how tainted data was transported between system calls. This study's
findings have ramifications for detecting and visualizing new malware. Malware detection
technologies identify and counter harmful programs that may affect a computer system. To
identify and ze malware samples into an appropriate family, the input is represented in
various ways. There are three primary categories for the suggested malware detection

approaches.
Table 3 Detection Techniques of Malware
Sr. No. Papers Detection Techniques
1. [19],]201,]21],]22],]23],[24],]25], [26] Signature-based
2. [27],128], [29], [30] Machine learning-based
3. [19], [22] Anomaly-based techniques
4. [191,]20], [21], [22], [24], [25] Heuristic-based methods
5. [19], [20] Specification-based
0. [19],]20] Hybrid-based
7. [19], [24] Cloud-based
8. [19] Agent-based
Virtual machine
Rule-based
Network-based
9. [28], [24], [30] Deep learning methods
10. [19],[31] Host-based
11. [32] Using Engine Signature
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Hidden Markov Model (HMM) Detection

12. [29], [24],[33] DATA MINING

13. [24] MOBILE DEVICES-BASED
IOT-BASED

14. [34] Graph-based

15. [35] Deep Convolutional Neural Network
Deep  Generative  Adversarial ~ Neural
Network
Mal-Detect

10. [30] Convolutional neural network-based malware
detection
Recurrent Neural network-based malware
detection

17. [36] SNORT

Intrusion Detection System

Factors of Malware:

Investigate users' perceptions and attitudes regarding computer security choices. It
largely uses qualitative approaches to learn how and why people interact with computers,
including surveys, interviews, and observations. Malware encounters may be predicted using
the user’s demographic and behavioral characteristics, men and those with technical
knowledge are more likely to experience malware.

For each user in our dataset, we evaluate two coarse-grained demographic features
their age and the nation from which they access their account. These ages in our dataset are
divided into ten-year chunks due to anonymization, beginning with "18 to 24" and ending
with "65 or oldet". Age is a role in vulnerability in previous research, which we believe may
contribute to increased rates of attacker targeting. Similarly, wealth correlates with age and
country of access which we predict may be a role in targeting owing to economic rewards
for attackers.

SCADA (Supetrvisory Control and Data Acquisition) systems have low computation
CPUs, limited memory, and low power consumption. As a result, while preparing for
ransomware security, such resources' effective use should be considered. Assailants may
easily create numerous sorts of Ransomware against SCADA equipment using Ransomware-
as-a-Service (RaaS). (1) Inadequate backup policies and procedures are in place. (2)
Inadequate User Awareness (3) Payment that is anonymous and secure.

Factors affecting resources: This form of SCADA affects how attackers could access
the systems. Because SCADA equipment is not meant to keep personal data, they are
particularly vulnerable to locker ransomware. Because of the resource constraints within
SCADA CPU, memory, storage, and battery, IoT device maneuverability is limited. To guard
against these assaults, it's critical to combat locker ransomware. On the other side, crypto-
ransomware might hold the data produced and gathered by various sensors hostage during
collection or transfer. Attackers might take advantage of SCADA systems' vulnerability to
take control of services or data. As a result, attackers use several operational-related elements
that contribute to the assaults' success, as follows. (1) Data (2) Services (3) inadequate
knowledge.

The risk for falling prey to two forms of phishing greater phishing (which uses
harmful software) and small phishing (which does not use malicious software). The parallels
between (low-tech) phishing and (high-tech) malware assaults are striking. Both types of
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assaults, for example, follow a nearly identical criminal script. In addition both kinds of

criminals are content with whatever they can grab and make no distinction between affluent
and poor. There are other distinctions.

To begin with nearly none of the factors influenced phishing victimization when it
came to online visibility. Malware victims on the other hand, tell a different narrative. There
is a direct link between spending time on the Internet and being a victim. Downloading and
online gaming are two sorts of behaviors that increase your chances of being a victim. The
second distinction is in terms of internet accessibility. Whenever it came to phishing, none
of the factors mattered. However, the malware study reveals that users of specific (popular
and extensively used) operating system technology and web browsers are at a higher risk of
being hacked.

Value: Respondents' financial qualities had no bearing on phishing victimization.
None of the wealth-related characteristics (such as income or savings) can explain why
someone is likelier or less likely to become a victim. The findings reveal that phishing
attempts aren't only targeted at prospective victims.

Visibility: Certain acts raise the chance of becoming a malware victim. People who
shop online are often more likely to get infected with malware. According to a study, online
and web browsing (including targeted and untargeted) increases the chance of malware
infection.

Accessibility: It indicates that the usage of commonly used software and web
browsers has no impact on the probability of becoming a phishing victim. Table 1 illustrates
that using the Windows operating system and the Firefox browser increases the probability
of becoming a victim. Virus scanners also don't protect consumers against emails that try to
convince them to provide personal information (phishing).

Online lifestyle: In this survey, just 15% of police departments (2 out of 13 incidents)
could not pay a ransom sought by Ransomware, compared to 85% who paid. Using the
most recent version of cyber security and a secure backup system may help reduce the
chance of data loss.

This study implies that cybercriminals used spear phishing to attack police agencies'
networks with Ransomware as they understood what departments they were going after.
Ransomware uses a variety of infection vectors to propagate stealthily and undetected onto
victims' computers. Malicious emails, brute-force login credentials, drive-by program
downloads, and exploit kits are a few examples. Unaware individuals might get infected with
Ransomware via clicking on websites that promise monetary rewards or free software.
Ransomware also uses other attack channels, such as exploiting server weaknesses and self-
propagation.

Ransomware has been around since the late 1980s. In 2005, the first wave of
contemporary Ransomware appeared. The current spike in ransomware assaults has been
attributed to several facilitators. Financial income, the availability of cryptographic
technology, and undetectable payment methods are among them. Anonymous, peer-to-peer
(P2P), and decentralized. Ransomware-as-a-Service (RaaS) has lately appeared in the form
of cloud-based services that give malware authors a development environment.

It has identified possible malware victimization risk factors however, its findings are
limited, so they are dependent on self-reported rates of infection rather than real malware
detections. Microsoft identified technical risk factors associated with malware infestations
using telemetry data from the Microsoft Products Removal Tool (MPRT). They discovered,
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individuals who do not use any antivirus software or who use an out-of-date expired or
snoozed antivirus are 5.6 times more likely to be infected than those who use up-to-date
security.

Because they lack a reliable technique for correlating user behavior with computer
activity, demographic, web, and network traffic studies cannot be utilized to investigate the
connection between demographics and online danger.

The susceptibility factors discovered were divided into three categories.
Demographics are the characteristics of a population's volume, structure, and distribution
(e.g. gender, age, education/training, experience, and so on).

Personality refers to a person's thought process, attitudes, and actions.

Culture is divided into two groups. Culture at the national and organizational levels:
Cultural identity refers to the culture unique to a grouping of people in a particular
geographical region. In contrast, an organization's culture relates to a culture linked with a
certain company or organization.

Demography is an essential aspect in determining the risk of computer infections.
Aged, gender, expertise, education, work situation, and economic level are among them.
Understanding the actual value of an individual's personal information (and hence valuing
that payment of a ransom is much less valuable even than personal information, e.g., photos
ot financial information) or trying to make the hush money payment process as seamless as
possible are two examples of human factors in this context.

We may look for putative variables connected with an outcome with more than 95%
confidence. To propetly assess relative risk, the preliminary identification of such variables
may be utilized to create stronger epidemiological investigations, including such cohort or
randomized control trials.

Malware Infection:

The detected indications should be unaffected by the changing threat environment,
including Polymorphic and Metamorphic malware. Malware is known to have a heartbeat
and periodic communications that inform the relevant C&C servers of the malware's
existence and activities in the target network. The average second-order time differences of
periodic messages in a link are used to determine periodicity.

The computer's suspicious files were divided into four categories: harmful, suspect,
safe, and unrated. Additional data was gathered when we thought a file was malicious,
including browser history, the suspicious file, and any linked files. On 12 different devices,
the investigation discovered 20 probable infections.

The availability of a public-key version means that every computer may verify the
security of any other machine. it may be appears as useful but there is privacy and security
reasons to avoid it so, We conclude that architecture with only one or a few dedicated servers
is preferable to one in which any computer may query any other machine.

Table 4 Factors of Malware

Str. No Papers Factor

1. [37],[4] Human factor

2. [4, 37] Behavioral factors

3. [371,[38] Demographics factor
4. [39] Potential risk factors
5. [39] Technical Risk factors
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0. (4] Susceptibility factors
7 [4] Culture factors

. [40] Operational factors
10. [40] Resources factors
11. [41],[42] Lifestyle, putative factors
12. [43] Risk factor of phishing
13. [44] Effective infection vector
14. [4] Personality factor

Pretexting assaults include creating fictitious and convincing scenarios to acquire
victim's personal information. Bogus software assaults use fake websites to trick consumers
into thinking they're dealing with well-known and reputable software or websites. The term
"pop-up window" refers to windows on a victim's screen telling them their connection has
been lost. Rob call assaults have lately surfaced as large-scale phone calls made by machines
to people with known phone numbers.

Email, social software, websites, portable storage devices, and mobile devices are all
common places for social engineering malware to spread. Social engineering uses emotions
like fear, curiosity, enthusiasm, empathy, greed, and cognitive biases to manipulate people.
Multiple infections provide no benefit to the malware's performance, but they may be
hazardous to the system's stability since malware often lurks within the operating system.
To be effective, an infection marker must be both persistent and predictable. Each kind of
infection marker has its characteristics that affect its use as a vaccination. We developed a
system that can automatically analyze malware samples and construct a vaccination program.
Although this is a proof-of-concept for Microsoft Windows malware, the principle may be
applied to other architectures and the operating system's underlying architecture.

Regular ICT malware, including threats that aren't present in traditional business
networks, is especially vulnerable to SCADA systems. The Code Red, Nimda, Slammer, and
Scalper programs attacked SCADA systems with malware from four well-known cases.
Scalper, Nimda, and Slammer successfully infected process network machines. The control
flow between the SCADA system and the operator PCs linked through the Intranet was
interrupted. The most significant consequence was the possibility of compromised servers
executing arbitrary code. Malware may be programmed to work through firewalls and
antivirus protection. Malware uses flaws in the Modbus protocol, posing a severe threat to
industrial control systems. The more significant problem of malware that mainly targets
SCADA systems in process networks is discussed in this section.

Smart malware is highly complicated dynamic virus that uses several strategies to
accomplish its goals. The owner of smart malware may change the objectivs at any time and
update the infection's components accordingly. Smart malware has three goals: primary,
secondary, and fake. Malware is computer software that is meant to infiltrate and corrupt
computer systems. Logic bombs, viruses, worms, and botnets are a few examples. Malware
may hold harmful payloads that are delivered when susceptible hosts are infected. It can
potentially do substantial harm, including network bandwidth usage and host destruction.

Table 5 Malware Infection

Sr. No. | Papers Malware Infection
1. [45] Early indicators challenges and features
2. [406] Identification of threats and suspicious files
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3. [47],]48] Infiltration channels and tactics
4. [49], [50],[51] Extraction framework
5. [52] Infection marker mechanism
6. [53] ICT and SACADA malware
7. [52], [54] Attack classification and description
8. [54],[501,[55] Smart malware and malware infection
9. [55] Malware propagation
Conclusion

Most of the papers related to SLR are identically explained, but no one provided the
complete SLR on Classification, Detection techniques, and factors. This paper presents a

complete SLR on the factors affecting the computer system, and the method through which

the computer malware infects the computer system also.[56]-[67]
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