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 large number of studies including research articles and surveys on android malware 
detection and analysis techniques have been presented during the last one and a half 
decades. The authors proposed different systems and frameworks to identify 

malware from software applications. However, there is no recent and comprehensive 
systematic literature review on the detection and analysis of android malware methods, 
systems, and frameworks. We present a systematic review of literature on android malware 
detection and analysis techniques and tools by following standard guidelines for Systematic 
Literature Review methodology from 2010 to 2021. We selected 75 most relevant studies out 
of 3343 published studies. We found that the prominent malicious datasets are Genome 
(39%) and Drebin (36%) used by different researchers for the detection of malware. The 
static, dynamic, and hybrid source code analysis methods are applied by android malware 
detection techniques. We also identified the limitations and future research directions of 
existing techniques as research gaps for the community. Based on the pragmatic evidence of 
this research, we have proposed a hybrid analysis-based multiple feature analysis framework. 
This framework will not only address the limitations of static and dynamic-based 
approaches, but it also analyzes evolving android malware datasets using deep neural 
network and machine learning techniques and improve the accuracy of evolving malware 
samples. 
Keywords: Android Malware; Systematic Literature Review; Static Analysis; Dynamic 
Analysis and Reverse Engineering. 
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Introduction 
Android is a mobile-based open-source operating system from Google. It is 

developed for smartphones and tablets. The increasing and improved state of Android 
malware has dramatically reduced the effectiveness of security measures, leaving platforms 
like Android vulnerable to anonymous and novel types of malware [1]. The recognition of 
Android is continuously increasing due to its evolving powerful application features. 
Android applications are directly installed on mobile phones as opposed to download and 
run-on personal computers [2][3]. Android the most popular operating system has a market 
share of 72.2% of the smartphone market in the second quarter of 2021. In 2021, mobile 
phones powered by Android were placed first, reckoned for 83.8% of mobile phone sales in 
an organized manner. According to statistics, 17% of Android applications contain malware 
[4]. On the other hand, 97% of smartphone malware is reported to be on Android [5]. The 
first android malware emerged in 2010 and since then the platform has been under attack by 
diverse and unique sets of malware. Unlike a conventional program, malware continuously 
grows; eventually, it exploits security flaws and vulnerabilities to infect, propagate and 
continue [6]. To detect harmful behavior, static analysis methods investigate malware source 
code. Moreover, features are extracted from .apk files for the static analysis (e.g., Android 
App package installation). However, finding these features is very difficult when such files 
are unintelligible [7]. Bae et al. [8] investigated the possibility of employing a dynamic analysis 
method at a low cost to mobile phones. Subsequently, authors established that linking 
different features did not add an overhead, it rather produced appropriate results after 
detection. Android Malware has been evolving continuously and there is always room for 
enhancement and betterment of its detection and prevention opportunities. To get a clear 
picture of android malware detection and analysis techniques considering static, hybrid, and 
dynamic, we systematically perform a literature review after selecting rigorously connected 
studies. The major contributions of this SLR are given below: 

 We present this SLR considering the major aspects of Android malware detection 
techniques and tools. 

 We propose a hybrid analysis framework based on the comprehensive systematic 
literature review. 

 We identify research gaps that may be used for researchers in future work on this 
topic.  

The remainder of this SLR is organized as follows. Materials and Methods questions 
with the overall review protocol for this study are presented in Section 2. Results and 
Discussion on research questions are reported in Section 3. Finally, this research work 
concludes and highlights future research directions in Section 4. 
Investigation Site. 

The research community proposed several methods using dynamic, static, or hybrid 

analysis to detect and analyze evolving android malware [9] [7][8] [10] [11] [12] [13] [14]. To 

date, researchers presented very few literature reviews and surveys on android malware 

detection techniques. Y. Pan et al [15] presented a systematic literature review considering 

static analysis on Android malware detection. This SLR covers the period of January 2014 to 

March 2020 and extracted studies based on four categories such as opcode, characteristic, 

symbolic execution, and program techniques considering static analysis. Another survey 

performed by K. Liu et al [16] reviewed machine learning-based Android malware detection 

methods. Key aspects such as feature selection, machine learning models, data processing, 

and algorithms were summarized and analyzed in this review. Another review presented by 

M. Odusami et al discussed android malware detection methods for unknown types of 

malware. There exist no work that presents a systematic literature review on android 
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malware detection techniques and tools from 2010 to 2021. Moreover, to date, no state-of-

the-art literature review has been presented considering source code analysis in terms of 

static, dynamic and hybrid android malware detection methods. Existing survey and 

literature reviews do not consider tools, datasets, limitations, and future aspects of android 

malware detection methods. With the advent of time, there is an evolution in android 

malware development and different techniques are developed to analyse and detect these 

evolving malware samples. There is a need to perform a systematic literature review to 

understand the different techniques and tools used to detect and analyse android malware. 

There exists a literature review [17] on android malware detection techniques which is based 

on static analysis only. A few review studies exist but they do not provide a significant 

amount of information. A recent and comprehensive state of artwork on the topic is 

presented to provide directions for the people working in this domain. 

Material and Methods.  
This SLR (Systematic Literature Review) represents the advancements made in 

Android malware identification and prevention since its origin in the smart mobile device 
market. We follow the Planning, Conducting, and Reporting steps suggested by Kitchenham 
et al. [17]. Figure 1 represents the process followed in our SLR. 
A. Review Protocol: 

Three steps that were followed for this review are mentioned below: 

 Plan Review: This step distinguished the overall objectives and helped to construct 
the study protocols. 

 Conduct Review: This step included research questions, search strategy, selection 
criteria of the study, quality assessment criteria, data extraction, and data synthesis. 

 Report Review: This is the final step of the SLR in which a report on the review 
results was created. 

 
Figure 1 Overview of Systematic Literature Review Process 

B. Research Questions: 
Table 1 presents five Research Questions (RQ) relevant to Android malware 

detection techniques and tools based on static, hybrid, and dynamic analysis. 
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Table 1: Research Questions 

RQ No. Research Questions Motivation 

1 RQ1: What are different techniques and tools 
applied for the analysis and detection of Android 
Malware?  

To identify Android malware 
detection techniques and tools used 
by these techniques 

2 RQ2: What are the limitations of prevalent 
research techniques and tools being used for the 
analysis and detection of Android Malware?  

To determine the limitations 
highlighted in the existing state of 
the art on Android malware analysis 
and detection 

3 RQ3: Which datasets are used for the evaluation 
of Android Malware analysis and detection 
techniques?  

To identify the datasets used for 
evaluation and experimental 
purposes by the Android malware 
analysis and detection methods 

4 RQ4: Which source code Analysis methods are 
used by Android Malware techniques and tools?  

To identify source code analysis 
methods in terms of static, dynamic, 
and hybrid  

5 RQ5: What are the research gaps and future 
research directions for Android Malware analysis 
techniques and tools?  

To identify research gaps and future 
work highlighted in Android 
malware analysis and detection 
techniques  

C. Search Strategy: 
To formulate an effective search string aligned with the Metasearch sentence, the 

finalized keywords were concatenated with Boolean operators (`AND' and `OR') and 
wildcard characters (‘*’). Finally, the search string with the combination of Boolean 
operators and the wildcard is mentioned. (‘android malware’ OR ‘history of android 
malware’ OR ‘android malware evolution’ OR ‘evolution of android malware’ OR ‘android 
malware framework’ OR ‘android malware system’ AND (‘analyze*’ OR ‘detect*’ OR 
‘software*’ OR ‘revers*’) 

We investigated five electronic databases through Google Scholar and Google, which 
are listed as follows. 

 IEEE Xplore Digital Library 

 Science Direct 

 ACM Digital Library 

 Wiley Online Library 

 Springer Link 
All studies related to search string are considered and the search range is from 

August 2010 to January 2021. Table 2 presents the attributes specified for the extraction of 
information from primary studies. 

Table 2: Attributes of Research Studies 

Attributes Sub Attributes Description 

General Elements Paper No., Authors, Title, Paper Type, Year, 
Country, Features, Source Code Analysis method, 
Sub SCA, Proposed tools/techniques, Metrics, 
Emails, Datasets used, dataset types, Algorithm 
domain, Case study, Accuracy 

Report-related details 
corresponding to the 
research publications 

Research 
Publications 

Paper No., Paper Title, Publication Type, 
Publications, Year, Domain of Research, Origin 

Describe full information 
about relevant research 
publications 
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Android Malware 
Detection Tools 

Paper No., Paper Title, Tools, 
Domain/Techniques/Mechanism, Language, 
Algorithm Domain 

Report related details on 
tools  

Study assessment 
criteria 

Paper No., Paper Title, Datasets, Dataset Type, 
Source Code Analysis Type, Limitations, Future 
Work 

The selected research 
studies are evaluated based 
on different attributes 

Publication details 
with Origin 

Paper No. Publisher Name, Total Papers, Journals, 
Conferences, Workshops, References 

Report details on research 
publications 

Selected 
Publications Status 

Paper Name, Search Criteria for Paper selection, 
Study selection at step-1, Study selection at Step 2, 
Study Selection at Step 3 

Indicate the number of 
research papers after 
applying each step 

Final Publications 
Selected 

No. of Total Papers, Journals, Conferences, 
Workshops 

Represent the total 
number of research  

D. Selection Criteria of the Study: 
To ensure the most relevant research, the publication period from January 2010 to 

January 2021 was considered. We applied Kitchenham [17] guidelines to apply inclusion and 
exclusion criteria for selecting the most relevant studies. The inclusion criteria are: 

 The allowed period for the selection is from January 2010 to January 2021. 

 The research must be published in the English language. 

 Only full-length papers must be considered. 

 The selection process follows the search steps 

 The assessment mechanism must be following the specified criteria. 

 To filter out irrelevant studies, a series of exclusion criteria were formed as follows. 

 Slides”, “tutorials”, “editorials”, “posters” and other non-peer reviews were 
discarded. 

 Books and various blogs were excluded. 

 Publications other than the English language were excluded. 

 Studies with fewer than 8 pages were excluded. 

 Due to the presence of the search keyword ‘Android’, studies other than malware 
were excluded. 

The quality assessment criteria are defined in Table 3.  After this level, 68 papers 
were left on the list. 

Table 3:  Error! No text of specified style in document.: Quality Assessment Criteria and 
Primary Study Results 

QA Quality Criteria Question Score Y (1) P (0.5) N (0) 

 
1 

Did the study discuss any technique and tool for 
Android malware detection or analysis? 

“Yes = 1, Partial 
= 0.5, No= 0”  

81 6 5  

 

2 
Did the study report any key research limitations of 
prevalent techniques and tools used for Android 
malware detection or analysis? 

“Yes = 1, Partial 
= 0.5, No= 0”  

38 11 43 
 

 
3 Are the datasets mentioned in the primary studies? 

“Yes = 1, Partial 
= 0.5, No= 0”  

79 5 8  

 
4 

Did the study discuss source code analysis methods 
used by Android malware techniques and tools? 

“Yes = 1, Partial 
= 0.5, No= 0”  

78 4 10  

 

5 
Did the study discuss any future work of prevalent 
research techniques used for Android malware 
detection or analysis? 

“Yes = 1, Partial 
= 0.5, No= 0”  

42 19 34 
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E. Study Selection Process: 
To obtain independent assessments, a six-level selection process was conducted, as 

shown in Figure 2. 

 
Figure 2 Study Selection Process 

After forming all the steps, we applied snowball tracking by searching through the 
reference list of each finalized study and ensured that no important study was missed.  7 
more studies [18][19][20][21][22][23][24] were identified to make it seventy-five in total.  
Result and Discussion. 

The objective of this section is to present the results obtained from primary studies. 
We first discuss generic facts about primary studies. Secondly, according to facts, we present 
the results of this SLR considering the research questions. Finally, based on research 
evidence results, a conclusion and future suggestions are presented. 
A. Quality Assessment Criteria Evaluation: 

The overall quality assessment score of the finalized primary studies is mentioned in 
Figure 3 below. 

 
Figure 3 Selected Studies Quality Assessment Score 
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B. Description of Search Results: 
We finalized 80 papers in level III out of 3343 searched papers published between 

the years 2010 and 2021. The status of the papers along with the ratio of selection at 
different levels is mentioned in Table 4. Figure 4 indicates the percentage of the selected 
primary studies from each selected digital library mentioned in Section 3 (Methodology). 

Table 4: Error! No text of specified style in document.: Publication Status 

Dataset Level0 Level1 Level2 Level3 Level4 SNB Total % 

ACM 443 30 19 11 10 2 12 16 

Wiley 35 9 9 9 9 0 9 12 

Sci Direct 155 40 32 26 21 0 21 28 

Springer 1070 65 41 7 6 2 8 11 

IEEE 1640 112 90 27 22 3 25 35 

Total 3343 256 191 80 68 7 75  

SNB: Snow Balling 

 
Figure 4: Error! No text of specified style in document. Frequency of the selected primary 

publication and proceedings 
Table 5: Summary of the selected primary studies 

Year Journal Conference Count 

2020 5 0 5 

2019 11 1 12 

2018 13 2 15 

2017 11 3 14 

2016 9 4 13 

2015 6 0 6 

2014 3 2 5 

2013 1 1 2 

2012 0 1 1 

2011 1 1 2 

2010 0 0 0 

Total 60 15 75 

% 80 20 100 
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Figure 5 Year Wise Distribution of the primary studies 

 
Figure 6 Domain-wise frequency of the papers 

Table 5 represents the number of publications concerning the year of publication. 
Figure 5 indicates the year-wise distribution of the selected primary studies. Figure 6 
indicates the domain-wise distribution of the selected primary studies. 
C.  Results and Analysis of Research Questions: 
RQ1: What are Different Techniques and Tools Applied for the Analysis and 
Detection of Android Malware? 
Android Malware Analysis and Detection Techniques 

We discuss different Android malware analysis and detection techniques that are 
presented. The analysis mechanism contains Static analysis, Dynamic analysis, and Hybrid 
analysis as the major along with network analysis. 
a. Permission-Based Static Analysis: 

This category focuses on Android malware detection techniques considering 
permissions as a feature-based static analysis. Therefore, to analyze and detect Android 
malware using permissions, different techniques based on static analysis have been presented 
to date [3][25][12][26][27][28][29]. 
b. Graph-Based Static Analysis: 

In this category, those static Android malware detection techniques have been 
focused on, which consider call graph and subgraph analysis. There are many studies 
[5][7][29][30][31][32] that adopted graph-based techniques to analyze and detect Android 
malware. 
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c. Android Feature-Based Static Analysis: 
This category mainly focuses on features collected from android binary files based 

on byte code and binary configuration files. Therefore, techniques 
[33][34][35][27][36][37][19][38][39][40] based on the features have been proposed by 
different authors. 
d. Opcode-Based Static Analysis: 

Android malware analysis and detection techniques are based on the opcode of an 
application, which is obtained from a binary file in APK. In literature, authors have 
proposed several techniques [1][2][34][41][42][43][20] considering opcode sequences based 
on static analysis. 
b. Dynamic Analysis Based Android Malware Analysis and Detection 
Techniques: 

In dynamic analysis, the run time behavior of the malware is monitored to identify 
the malicious activity, while in static analysis source code of the malware app is analyzed to 
detect malicious behavior. Different dynamic analysis 
[9][6][10][44][18][13][45][46][47][48][49][50][51][52] techniques have been presented in the 
literature which targets the run time behavior of the app. 
c. Hybrid Analysis Based Android Malware Analysis and Detection Techniques: 

Several techniques [53][14][54][55][56][57][58][59][60][61][62][63][64] have been 
presented to date that first use static analysis to get static information of the app and then 
apply machine learning techniques to analyze the behavior of the app and detect malicious 
applications. Table 6 presents summarized information about a few android malware analysis 
and detection techniques.  

Table 6: Android malware analysis and detection techniques 

Sr.# Techniques Mechanism Experimental Evaluation 

1 Software Engineering Static Analysis Machine Learning, Signature 
Matching Algorithms 

2 Reverse Engineering Static Analysis, Hybrid 
Analysis 

Chi-Square, Fisher Score, Information 
Gain, SVM, Fast Greedy Algorithms 

3 Machine Learning Static Analysis, Dynamic 
Analysis, Hybrid Analysis 

Random Forest, Decision Trees, 
Naïve Bay's, KNN, Conforamal 
Prediction 

4 Deep Learning Static Analysis, Dynamic 
Analysis, Hybrid Analysis 

Deep Learning Algorithms 

5 Call Graph Analysis Static Analysis The batch learning algorithm, SVM, 
the signature matching algorithm 

Android Malware Analysis and Detection Tools 
Table 7 depicts a few static analysis tools with a few related examples. 

a. Static Analysis Tools for Android Malware Analysis and Detection:  
Table 7: Android Malware Static Analysis Tools and Support 

Sr.
# 

Static Analysis Tool Examples Type Domain  

1 APKTool [2][5][6][34][3
5][65][19][38]
[39] 

Industrial App Reverse Engineering Java 

2 Matplotlib [1] [34][66] Library Deep Learning, Machine 
Learning 

Python 

3 Numpy [1] [34],[66] Library Deep Learning, Machine 
Learning 

Python 

4 Pandas [1] [34][67] Library Deep Learning, Machine Python, C 
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Learning 

5 Sklearn [1][34][35][31
][19] 

Library Machine Learning Python,C
++,C 

6 Androguard [29][30][32] Industrial App API Call Graph Analysis Python 

b. Dynamic Analysis Tools for Android Malware Analysis and Detection: 
Different dynamic analysis tools few examples are presented in Table 8. 

Table 8: Android Malware Dynamic Analysis Tools and Support 

Sr.# Dynamic Analysis Tool Ref Type Domain Language 

1 Monkey [9],[8],[11],[13],[
53],[14],[51],[21],
[2],[22],[54],[55] 

Emulator Machine 
Learning 

Java, C, C++, 
Python 

2 Droid Box [68],[56],[64],[23
],[13] 

Emulator Machine 
Learning 

Python 

3 Strace [13],[22], 
[54],[58] 

CLI Behaviour 
Analysis 

C 

4 Libsvm [8] Library Support 
Vector 
Machine 

Java, C++ 

5 Flowdroid [33],[18],[53] Industrial 
App 

Software 
Engineering, 
called Graph 

Java 

RQ2: What are The Limitations of Prevalent Research Techniques and Tools Being 
Used for the Analysis and Detection of Android Malware? 

In this subsection, the limitations of various methodologies are highlighted. 43 issues 
are perceived independently from chosen research contributions which are marked with 
Limitation Number (#). These few limitations are separated into 10 software engineering 
domains. The detail is presented in Table 9. 

Table 9: Limitations of Android Malware Analysis Techniques and Tools 

L NO Limitation Ref no 

L1 the method is vulnerable to false positives when detecting information leak attack [69] 

L2 the system has external dependencies that could be replaced with a standalone 
app 

[25] 

L3 control flow and string encryption can affect user trigger dependencies method [36] 

L4 non-malicious apps are detected as malicious, and some samples remain 
undetected 

[27] 

L5 only known malware families can be detected with this approach [70] 

L6 dependence relation could not be detected with this method for repacked 
malware 

[65] 

L7 generalizability of the datasets used by Reveal Droid affects the results [41] 

L8 call graph extraction for all apps in the dataset, failed by the soot tool [7] 

L9 malicious behavior of the native code could not be detected with the proposed 
approach 

[48] 

L10 runtime malicious behavior detection may fail [38] 

RQ3: Which Datasets are used for the Evaluation of Android Malware Analysis and 
Detection Techniques? 

In Figure 7, the generic dataset types and frequency of the studies are presented. In 
Figure 8, the percentage of the datasets used in different selected primary studies is 
presented.  
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Figure 7 Dataset Type with Frequency of the selected Primary Studies 

 
Figure 8 Frequency of the Datasets Used 

RQ4: Which Source Code Analysis Methods are used by Android Malware Analysis 
Techniques and Tools? 

We further divide the group of static source code analyses into four subcategories as 
shown in Figure 9. 

 
Figure 9 Source Code Analysis Based Primary Studies Distribution 
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In Table 10 conditions mentioned used by primary studies for Android malware 
detection and analysis. In Table 11, ten studies based on the extracted information rely on 
Empirical Source Code Analysis Methods. In Table 12, studies are summarized based on 
information that uses different Algorithms for malware classification. 

Table 10: Behavioural Source Code Analysis-Based Studies 

Pre-Condition Post-Condition Ref 

The multi-view context-aware approach is adopted 
for malicious code localization 

Source Code Metrics [69] 

Three major components signature database, 
Android client, and central server are used for 
analysis 

A web-based portal is 
developed 

[25] 

Table 11 Empirical Source Code Analysis-Based Studies 

Pre-Condition Post-Condition Ref 

Java source code is extracted using dex2jar The clone detection method is 
applied 

[70] 

Intercomponent call graph analysis is 
applied and evaluated using the ProGuard29 
tool 

Static taint analysis is used [29] 

For clustering of permissions, the k-means 
algorithm is applied 

Apps are tested using Blue 
Stack App player 

[3] 

Different features are extracted using the 
Contextual Weisfeiler-Lehman kernel 
algorithm [71] 

CASANDER an online 
learning-based framework is 
developed 

[72] 

Table 12: Algorithm-based Source Code Analysis Studies 

Pre-Condition Post-Condition Ref 

Extracted Opcodes from android package, 
Source code metrics are used 

A generative Adversarial 
Network is used 

[1] 

Extracted Opcodes from android package, 
Source code metrics are used 

K-max pooling method is 
used on different datasets 

[34] 

Source code metrics results are used SVM Classifier is applied [26] 

N-gram analysis is applied to extract a multilevel 
fingerprint 

The performance metric is 
applied to the evaluation 

[73] 

Android malware detection methods based on dynamic source code analysis is reported in 
Table 13. In Table 14, information on the studies based on hybrid source code analysis is 
reported.  

Table 13: Dynamic Source Code Analysis Studies 

Pre-Condition Post-Condition Ref 

Analysis and interception modules 
are implemented based on malware 
behavior analysis 

Feature-weighted SVM is used with 
accuracy, precision, and recall metrics 
for measuring better performance 

[45] 

Logistic regression [74], KNN [75], 
Arrow [76], SVM, and Naïve Bays 
algorithms are used on frequency 
and co-occurrences 

KNN Classifier is implemented using 
the WEKA25 tool 

[46] 

The behavior-based malware 
detection system is implemented 
called AMDS 

AMDS [77] is evaluated on Nexus 4 
based on jellybean 4.2.2 

[47] 

Table 14: Hybrid Source Code Analysis Studies 

Pre-Condition Post-Condition Ref 
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Different types of misbehaviors of 
android malware are noticed using 
Madam Detection  

Four datasets are used to determine 
the effectiveness of Madam 

[55] 

Source Code Metrics The accuracy of the classification is 
enhanced by using the OKNN 
Machine Learning algorithm 

[56] 

Malware features are extracted from 
APK files using Androguard 

The classification model is generated 
using the lazy association learning 
(LAC) algorithm 

[57] 

RQ5: What are the Research Gaps and Future Research Directions for Android 
Malware Analysis Techniques and Tools?  

We summarize the following research gaps that require the attention of the research 
community. 

 Integration of different existing and new analysis methods for the detection of 
malware. 

 Generic frameworks for evaluation of malware detection techniques.  

 APIs Call analysis for detection of malware. 
D.  Pragmatic Evidence-Based Proposed Theoretical Framework: 
a) Motivation: 

The techniques which are based on permission analysis may not detect malicious 
application which has no permission or single permission [12]. So, detection techniques 
based on permission as a feature set may not solely detect the malware samples. [14]. 
Therefore, we need to develop a system that does not only apply for permission as a feature 
set but also considers the other components of the Android APK files such as API Call logs, 
API system call analysis, intent filters, and hardware component analysis. The studies 
[35][77][20][56][61] apply multiple feature extraction for android malware analysis and 
detection. But these studies have the limitations of static or dynamic analysis techniques 
which are discussed in the introduction section. Moreover, hybrid analysis techniques use 
dynamic analysis in combination with static analysis. Therefore, dynamic analysis in a few 
cases depends on the communication with the server.  In the case of congestion or the link 
of the system gets down, the android application may not communicate with the server and 
as a result performance of the system may be affected [53]. The techniques which use 
machine learning methods for the classification of android apps can be replaced with deep 
neural networks because large datasets can be analyzed with much better performance [28]. 
b) Proposed Framework: 

Based on the above discussion in the introduction and motivation section, we are 
purposing a new framework shown in Figure 10. This framework will be based on the hybrid 
analysis of the Android malware, which will address the limitations of the static and dynamic 
analysis methods. We will also investigate Deep Neural Network methods that may improve 
performance for large datasets. 
c) Datasets: 

We have identified in our systematic literature review that the most used datasets are 
Genome [78] 39% and Drebin [79] 36%. We will use Koodous Virushare, Maldroid, or 
Androzoo datasets for malicious apps. The benign apps will be collected from the Google 
play store and the Chinese app market for testing and training purposes [80]. 
d) Performance Metrics: 

We will use the following performance metrics in Table 15 to analyze the android 
malware detection framework. 
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Table 15:  Android Malware Detection Performance Metrics 

Metrics Description 

True Positive Rate (TPR) True Positive Total Positives 

False Positive Rate (FPR) False Positive Total Negatives 

Accuracy (ACC) True Positives + True Negatives 
Total Instances 

True Positives (TP) Number of malware applications classified as malware 

False Positives (FP) Number of legitimate applications classified as legitimate 

Recall (RC) TP TP+FN 

F1-Score 2*PR*RC PR+RC 

 
Figure 10 Proposed Framework 

Conclusion and Future Work.  
Authors are advised to submit concluding remarks about their findings with 

recommendations for further work. This work sums up the best-in-class methods and gives 
an extensive outline of Android malware identification techniques utilizing static, dynamic, 
and hybrid analysis. Solidly, this SLR is conducted by undertaking 75 primary studies from 
different online libraries published between August 2010 to January 2021 and analyzing five 
important research questions. 
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