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Importance of Study: This research investigates the integration of wired and wireless
communication in Smart Grid (SG) systems, addressing the challenges posed by impulse noise
and the increasing demand for bandwidth.

Novelty statement: The study explores the impact of impulse noise models on Non-
Orthogonal Multiple Access (NOMA) performance within fading environments, offering
insights into optimizing bandwidth utilization in multi-user SG communication.

Material and Method: Numerical simulations validate the derived closed form of the bit error
rate (BER) equation, utilizing a NOMA downlink system. The performance parameters for
assessing the effects of impulse noise in a Rayleigh fading channel include instantaneous signal-
to-noise ratio (SNR), bit error rate, disturbance ratio, and the trade-off between spectral
efficiency and energy efficiency.

Result and Discussion: The research reveals that NOMA demonstrates promising
performance in SG communication despite the presence of impulse noise, with BER decreasing
rapidly with increasing signal-to-noise ratio (SNR). The study highlights a performance trade-
off between impulse noise and fading, emphasizing the importance of accurate SNR levels for
power allocation in NOMA systems.

Concluding Remarks: This study contributes novel insights into the robustness of NOMA
under realistic SG conditions, offering valuable implications for enhancing reliability and
efficiency in SG communication infrastructure.

Keywords: Smart Grid (SG), Smart Meter (SM), Non-orthogonal Multiple Access (NOMA),
Power Division Multlple Access (PDMA) and Successive Interference Cancellation (SIC).
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Introduction:

The key attributes of smart power grids are fusion of computation, networking, and
physical processes requiring a control system, wireless devices, and a bi-directional
communication network that attaches consumers and power utility. Smart Grid (SG) has
facilitated domestic consumers by introducing an Advanced Metering Infrastructure (AMI)
which receives, stores, and processes information from Smart Meters (SMs) and sends it to the
smart power control and management system. SG aims to connect all the entities through
communications while improving performance without using traditional approaches.
Controllability, observability, and fast reliable information flow, over an efficient
communication system is pivotal for a safe, reliable, and secure power grid. The essential part
of SG communication is a wireless technology that links directly to the supply company to
consumers because it is very costly to develop wired networks to observe several connections
with diverse interfaces. Since numerous constraints are required to be examined in the grid,
wired networks can result in complicated and costly communication architecture, necessitating
a careful examination of constraints within the grid [1][2].

A conventional electrical meter is limited to measure the total utilization of energy in
homes or offices etc. In contrast, in-home display SMs can collect previous and on-time energy
usage parameters to manage energy consumption. Power utilities leverage this data to enhance
their energy management systems, gathering insights into usage patterns during peak and off-
peak hours, power factors, line losses, and instances of power theft. Transducers are usually
connected to the power line to measure the energy parameters that are visible to the user by
SM's display and are transmitted to power companies through the communication unit of SM.
However, challenges in the electrical system, impact the communication network and degrades
the performance of the communication unit of SM, introducing noise into Smart Grid (SG)
communication networks. This research presents modeling and analysis of impulse noise which
could be used for noise prediction and mitigation to improve the performance of the proposed
communication infrastructure of SG [3][4].

Non-Orthogonal Multiple Access:

The wireless communication technologies employed in Home Area Network (HAN)
and Building Area Network (BAN) in SG are Bluetooth, ZigBee, Wi-Fi. Although GSM,
CDMA, WCDMA, and UTMS have sufficient bandwidth, these technologies are not capable of
handling huge volumes of data generated by NAN and WAN through SG applications. A new
emerging 5G technology known as the Non-Orthogonal Multiple Access (NOMA) scheme can
fulfill the increasing demand for bandwidth in SG. NOMA has high spectral efficiency, as it
allocates the entire bandwidth to every user at the same frequency and time, and differentiates
users by allocating different power. In NOMA, users farther from the Base Station (BS) receive
higher power than those who are closer, optimizing resource utilization. The Base Station (BS)
superimposes signals of all users at the same time and frequency before transmission at the
transmitter side. The BS combines signals from all users before transmission, with closer users
employing Successive Interference Cancellation (SIC) to extract their own signals, while farther
users' signals contribute significantly to the received signal, reducing the need for SIC. NOMA
utilizes the strengths of varying distances of users from BS in order to allocate suitable power
to the SMs that are installed at different distances [5][0].

The investigation of the impact of impulse noise on Non-Orthogonal Multiple Access
(NOMA) in smart grid communication systems is driven by several pivotal factors. Firstly, it is
highly relevant to smart grid communication, which is integral to modernizing energy
distribution networks. As smart grids become increasingly prevalent, understanding the effects
of impulse noise on communication systems is essential for ensuring their reliability and
effectiveness in facilitating functions such as real-time monitoring and demand response.
Secondly, impulse noise, particularly at smart meters, poses a significant practical challenge due
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to the high-voltage environment. Investigating how impulse noise affects NOMA, a promising
communication scheme, is crucial for developing robust and resilient smart grid communication
solutions. Lastly, given the bandwidth demands of smart grid applications, NOMA offers a
potential solution to meet these requirements. Therefore, understanding its performance in the
presence of impulse noise is vital for optimizing bandwidth utilization and ensuring efficient
communication in smart grids [4][5].

The findings of this research hold several practical applications with significant
implications. Firstly, the research can inform strategies to mitigate the impact of impulse noise
on NOMA performance, thereby enhancing the reliability and efficiency of smart grid
communication systems. This optimization can lead to more reliable energy distribution,
reduced downtime, and improved grid resilience. Additionally, the findings can guide the design
and implementation of communication systems in smart grids, allowing engineers and designers
to incorporate strategies for mitigating impulse noise effects into their designs. Moreover,
policymakers and standardization bodies can utilize these findings to develop regulations and
standards for smart grid communication systems, ensuring that reliability and performance
requirements are met. Overall, the research addresses a critical challenge in modern energy
distribution networks and has broad applications for improving grid reliability, efficiency, and
resilience.

Motivation:

The deployment of a comprehensive communication infrastructure within the smart grid
(SG) network presents a formidable challenge due to its vast and intricate nature. The SG
ecosystem encompasses a diverse array of networks and environments, each with unique
communication requirements and complexities. Key challenges faced in enabling effective
communication within the SG framework include the need for scalable technology solutions to
handle the instantaneous data transmission demands across various network types. Additionally,
as the number of interconnected devices continues to grow, a spectrally efficient multiple access
scheme is essential to manage the increasing data traffic efficiently. Ensuring electrically efficient
and energy harvesting transmission methods becomes critical, especially for remote areas
hosting sensors and actuators vital to the SG's functioning. Furthermore, modeling and
analyzing the impact of impulse noise are paramount for implementing Smart Meters (SMs) and
other communication devices seamlessly integrated within the power system. The
communication challenges extend to urban areas as well, where fading environments must be
considered for robust SG communication. Lastly, the measurement and standardization of
technology implemented within the SG are crucial aspects that require thorough investigation
and evaluation to ensure interoperability and optimal performance across the network.
Addressing these challenges is fundamental to establishing a resilient and efficient
communication infrastructure that underpins the transformative capabilities of the smart grid in
modernizing energy distribution and management systems [7].

Objective:
This research comprises of following objectives:
. Modeling the impulse noise in SG environments.
. Analyzing the performance of NOMA systems under the influence of impulsive noise.
. To calculate the BER for the NOMA system in the presence of impulsive noise.
. To evaluate the reliability and effectiveness of the proposed NOMA-based
communication model under realistic conditions.

The study presents a novel examination of the performance of NOMA systems within
smart grid SG communication frameworks, particularly under the influence of Rayleigh fading
and impulse noise. This research uniquely addresses the critical challenge of integrating NOMA
with SG applications, a domain where traditional OFDMA methods often fall short in handling
the increasing bandwidth demands and noise interference. By developing detailed models and
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deriving closed-form equations for BER and SNR in these complex environments, the study
offers significant insights into optimizing spectral and energy efficiency. The innovative
approach of assessing NOMA's resilience against impulse noise provides a substantial
contribution to the field, enhancing the reliability and efficiency of smart grid communications
and offering practical solutions for noise prediction and mitigation.
Contribution:

In this research study, a communication infrastructure for SG, considering the main
requirements and constraints is proposed. The contributions are:

. A NOMA scheme is proposed to provide high spectral efficiency to fulfill the bandwidth
requirement of SG. Implementation of NOMA is suitable for static users because the
change in distance of the user from BS can affect the received power of the user and
NOMA differentiates users' signal based on power allocation.

. Utilization of the non-orthogonality of the proposed NOMA scaled for different types
of networks and data requirements, since NOMA offers electrically efficient and energy
harvesting transmission which is suitable for remote area sensors and actuators.

. Models for analyzing the effect of impulse noise on SMs are presented and an equation
for instantaneous SNR is derived considering Rayleigh fading channel.

. The closed-form equation of BER is derived to measure the performance of the
proposed model in the presence of fading and impulse noise.

. The effect of impulse noise on spectral and energy efficiency trade-off is analyzed and

compared with existing technology, namely the Orthogonal Frequency Division

Multiple Access (OFDMA) scheme.

The remaining part of the paper is organized as follows. A comprehensive review of the
implementation of wireless communication in SG is presented in Section II, Noise modeling
and the proposed system model are presented in section III and, in the end, we have summarized
the article in Section V.

Literature Review:

The transition from a conventional power grid to a smart grid, especially in terms of
communication infrastructure, remains a continuous endeavor due to the absence of efficient
wired or wireless technologies. A document published by the National Institute of Standards
and Technology (NIST) has presented a general review of some wired and wireless
communication technologies along with their framework standards that can be employed for
SG [7]. Historically, Power Line Communication (PLC) provided broadband Internet access to
residential customers, connectivity within an office, industry, home, etc. The BB-PLC
technology is adept at command and control for automation and remote metering. The basic
motivation for utilizing PLC in SG infrastructure is its cost-effectiveness since other wireless or
wired technology could be very expensive [§].

However, challenges arise when using standard PLC MODEMs designed for home users
for data transmission within the SG context. Limitations and problems that barricade
communication are discussed by authors in [9]. The research study further highlights the
opportunity of transmission and discusses the probable solutions to these challenges including
the application of pulse width modulation filters to minimize these problems. In [10], researchers
discuss the requirement of communication network and transmission concepts for usage of the
already existing power transmission and distribution infrastructure resources in order to fulfill
these requirements. In [11], researchers presented a summary of Distribution Line Carrier
(DLC), highlighting the methods of testing, integration and verification of PLC technologies
and IP communication for utilities. Bluetooth is a cost-effective wireless communication device,
widely utilized in SG communication for observing the energy usage of a single module or in an
Individual Area Network (IAN). Bluetooth is particularly useful for controlling changes, such as
switches, within a Small Area Network (SAN).Its low power consumption makes it appropriate
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for transmission in a Personal Area Network (PAN) within a radius of 10 meters. The data speed
of Bluetooth is 3 Mbps and line of sight for connection is not required [12].

Moreover, Zigbee is another economical device in terms of power efficiency and cost
effectiveness. It is suitable inside home environments or HAN applications of SG
communication and it can offer better coverage as compared to Bluetooth connection. Zigbee
is highly affective for monitoring of automatic lightning, performance of automatic metering
and energy consumption of individual load connected at home. Its low power consumption
leads to an extended battery life within a range of 10 meters. It offers low data rates of 20-250
Kbps as compared to Bluetooth connection [12]. Wi-Fi plays a crucial role in Smart Grid (SG)
communication, primarily within Local Area Networks (ILANs) for broadband Internet access.
Wi-Fi technologies are used for automatic oversight and monitoring of energy utilization in
diverse local areas. Due to the available support of mesh networking, Wi-Fi technologies permit
communication among NAN in SG and can support a distance of up to 250 m and a speed of
54 Mbps [13].

Worldwide Interoperability for Microwave Access (WiMAX) technology has several
advantages over networking techniques including low cost of deployment, long network span
seamless communications, scalability, appropriate bandwidth, robust security protocols, and
high data rates. WiMAX is suitable for wireless meter reading in AMI as it can be used to
construct a real-time automated costing scheme built on real-time energy utilization.
Furthermore, reliable and secure transmission can be made possible by utilizing WiMAX for fast
restoration and detection of outages enabling fast power transfer and distribution reliability.
Additionally, its adaptive modulation technique improves Signal-to-Noise Ratio (SNR), making
it effective even in low channel conditions with minimal Received Signal Strength (RSS) [14].
Cellular communication technology has been used as the backbone of SG communication,
generally in power substations/stations at a distance far from consumers of rural and urban
areas. These consumers generate substantial datasets, including meter readings, sensor data, and
electrical parameters. In such circumstances, cellular communication technologies provide
widespread coverage, high data rates, and 100% deployment in urban and rural areas. In [15],
the authors provided a comprehensive survey of the usage of GPRS, UMTS, GSM, and
WCDMA technologies by various companies for SG communication, highlighting the
widespread adoption and benefits of cellular technology, including enhanced data security,
authentication, and cost-effective deployment.

A multi-path channel model is essential for multiple WANs to increase spectral
efficiency and to find the optimum number of mesh clients which can concurrently utilize the
channel. Authors in [16] showed that a wireless network is designed for SG using OFDMA,
which offers enhanced efficiency and better performance in multi-path channels. The authors
in [17] assert that the adoption of 4G/LTE technology, known for its IP-based broadband
capabilities, is suitable for advancing information and communication technologies and
distributed electric power networks within Smart Grid (SG) infrastructure. Satellite
Communication (SATCOM) systems are independent of distance covered and scalability,
expand seamlessly with coverage area making satellite communication appropriate for
deployments over WAN. Utilization of satellite communication system in SG is theoretically
possible but it requires more investigation and refinement [18]. One of the research areas is to
optimize SATCOM for SG in LEO systems which offers a strong potential to implement future
networks.

Noise in SG Communication System:

Figure 1 shows an SG communication system where a Grid Station (GS) acts as a BS

and transmits data to SMs and User Equipment (UE).
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Figure 1: SG Communication System

BS utilizes power division NOMA scheme for SMs which sufficiently distant from each
other in order to implement NOMA. BS allocates access through the OFDMA scheme to SMs
at the same distance from BS because NOMA is not applicable to these SMs. Furthermore, SMs
are part of the electric grid and are affected by a high-voltage electromagnetic disturbance that
creates impulses at SMs. Therefore, the performance of the communication link is degraded by
impulse noise.

For the downlink NOMA system, input BPSK information signals ‘s’ with average
energy Hiy (s1 = VE, or sg = — VE, with equal a priori probabilities) is transmitted over the
channel with combined noise amplitude ' & of impulsive noise and Additive White Gaussian
Noise (AWGN). BS transmits two or more data streams concurrently in the same frequency and
time slot. Before transmission, the parallel data for different SMs are encoded and modulated
by utilizing BPSK modulation in the DAC unit. Then, data of different SMs is summed up to
generate a superposed signal. On the receiver side, SIC is employed to demodulate and decode
the received superposition signals. Furthermore, the Rayleigh fading channel which is
contaminated by impulse noise is considered in SG applications. Also, Perfect Channel State
Information (CSI) is considered to be available. The received symbol for i SM in the presence
of impulse noise SMi can be written as:

ri = sihj + X +§ M

Where h is the fading channel coefficient, y is the level of inter-cell interference and £ is
the average combined (background noise and Impulsive noise) noise level.
Impulse Noise Models:

The channels used in SG communication are a combination of impulsive noise and
background noise. As compared to background noise, impulsive noise changes more quickly
with time. Therefore, a combined statistical noise model is required to include the consequence
of both background noise and impulsive noise. Bernoulli-Gaussian model and Laplacian-
Gaussian model are the most suitable models used in literature for combined noise scenario
[19][20].

Bernoulli-Gaussian Model:
The level of noise can be represented using the Bernoulli-Gaussian model:
& =ng + by @)

Where b is the arrival rate of impulsive noise with portability of p, independent of ng

and n; for Bernoulli random sequence. Also, ng and nyare the Additive White Gaussian Noise
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(AWGN) with mean zero and variance o6’ and o/, respectively [19]. The noise is made up of
1.1.d. random variables with p.d.f. and is expressed as follows:
P(¥) = (1 - p)G(x,0,0%) + pG(x, 0,03 + o}) ®
Where G (v,0,06°) is a Gaussian pdf with mean . and variance o.’. & is the average
noise power, which is expressed as follows:

§ = E[n’] 4
§ = E[ng] + E[b?]E[nf] ©)
% = o¢ + pof ©)

Laplacian-Gaussian Model:

According to the Laplacian-Gaussian noise model whose PDF has a heavier tail with
zero mean and variance 2c’, the average noise power can be written as:

§o = E[ng] + E[r*]E[nf] ™)
0 = 0§ +p2c? ®)

Where r is the impulsive noise arrival rate, characterized as a Bernoulli random variable
with a probability of p: [20].

Proposed NOMA Scheme:

In non-orthogonal downlink transmission for SG, GS/BS sends signals to several SMs
at the same time and frequency. Each SM uses a percentage of total power, numerous SMs can
share the same frequency bandwidth while being distinguishable by the power level assigned by
the GS. The decoder recognizes SM signals through the SIC scheme, while other SM signals are
handled as noise [21]. The received symbol for i, SM in the presence of impulse noise SM; can
be written as:

1 = Sihy + X521 e Sjhi + € ©)

In NOMA, user signals close to the BS are considered interference, whereas user signals

further away from the BS are considered noise. Where in eq (9) the second term

f— 1_1 <3 . . .
X = 2, Sihi represents the level of inter-cell interference symbols for SM.

Xo = 23:11 gz QPR represents the average power of inter-cell interference, which is
considered as noise. P is the total power for all UEs/SMs. o is the power allocation coefficient,
o1+ ot ozt - + o= 1 and h is the fading coefficient of the wireless channel [4]. Now the
above equation becomes:

= Sihi + x + f (10)

The channel is considered a Rayleigh fading channel. The probability density function
(pdf) of the Rayleigh fading channel with random variable v = h is given by:

v —v?2
fn(v) = Zzexp (ﬁ) (11
and its ms moment is:
E[R™] = (2e2)™?T (% + 1) (12)
The average received SNR is defined as:
_ EpE|h?
7 = Efy] = St

Xo+$o
If y is the instantaneous output SNR:
_ aiEbhiz (1 4_)
¥ Xo+$o
| h|*is chi-square distributed with the constraint that | h| is Rayleigh distributed through

two degrees of freedom. If | h|?is chi-square distributed, then y is also

£O) =Lexpry >0 15

(13)
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The probability density function of Rayleich fading channel with random wvariable u =
p y ty yleig g
h? can be written as:

aiEpuy
1 ( Xo+éo )
fy(u) - ( aiEp ) exp ( aiEp ) (16)
Xo0+$o Xo0+$o
09 T . 1
0.8 ook
c c
207 208
[} [*]
5 Sor
E[]_E w
s c
2 Sosf
3 0.5 3
£ Tosf
[}
30.4 a |
2 ® 04
3% Bos}
802} EN
2 0.2 5oz}
0.1 04
0 ) ) ) \ 0 . ) ) ) . ) . ) L
0 05 1 15 2 25 | 0 02 04 06 08 1 12 14 16 18 2
Decision Variable Decision Variable
Figure 2: PDF of SNIR Figure 3: CDF of SNIR

Figure 2 and Figure 3 are the results of an analytical framework for estimating significant
statistical metrics, PDF and CDF of instantaneous SNR. The analysis is based on appropriate
expressions extracted for the NOMA downlink system, where the SIC receiver operates over
Rayleigh fading channels with impulse noise and interference of other user signals. The achieved
result specifies that a combination of interference and fading seriously affects the performance
of the system. Furthermore, obtained expressions are applied to investigate the performance of
the NOMA system, in terms of the average bit error probability.

Derivation of Bit Error Rate Equation:

The BER is given by:

Po=Jy Pee/w)fy,(w)du (1)
The BER P(e| ) depends on y. Considering the instantaneous SNR (y), pdf of r depends
on h*and s and can be derived from (3) and (9) as follows:

—(r+\/WEb)

1-p
p(r | h?,sy) = exp< )—I—
0 '7n()(0+202) Xo+202

18
p —(r+\/WEb) 18)
exp | ——=
,n()(0+20(2;+2012) Xo+20¢+20f
- —(r—y/h2aE
p(r | h%sy) = ——2 —exp < (T - b)) +
[7(xo+202) Xoreos (19)

Xot+20%+20}

— e )
n(){o+20(2;+20,2)

The conditional BER which depends on y, when the transmitted symbol s;, 1 = 0,1, is
received as:

2 _l _ h2aE} l h2aE}
Ple 112,50 =3 (1 - pQ( |2 ) + 1po | o) 20)

The conditional BER which depends on y can be written as:
P(ely)=P(el h%sy) = P(e | h?sy) 1)
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_ 1. hZaE) 1 h2aE)
Plely) = 2 (1-p)Q ( XO+20§;) + sz (\’){0+20'é+20'12> (22)

o + 202 h2aE
= Ja-nto 2 expurt
0 al-Eb Xo + ZO'G
Xo+20(;+201 h2aEy u
p a;Ep Q (\/X0+2cfé+2crlz) exp y} dy (23)

The first part of eq (23) can be written as:

Fe = [ )f Q(\/fszf 2B ) exp Ex_g dy 24

P, = %fo Q(Wexp (~¥) dy G @3)
= % [Q(\/?)(—)?)exp (— %)L:o —J" (~Pexp (— %):/—%exp (—y)y~Y2dy 26)
Where;

Q(Wx) = %Lw e tt=1/2qt

dQ(\/E) _ -1 —x.,—1/2
dx ﬁe *
b=l -reamen (<9I - & ew [ (F)]yar] @)

[ e [T
[ o) (e

7 o\?
=|—— exp (—uw)u~1/2
(y + 1) JO

=7 Lo =i Lo [Z2y7) @9

Now eq (26) becornes.

P, =%[—VQ(\/7)exp (%)— y+1 ( Hl\/_)] (29)

_1(4_ X
P =3 (1 7“) (30)
(1 |_%Eb
Fe = 2 (1 aEb+;(o+2crg> (1)

Similarly, the second part of eq (23) can be written as:

< al-Eth
_ h2aEp Xot+20%+20%
P@‘(&ﬂ O (rroctis) exv o) dy (2

2 2 2 p)
X0+208+207 X0+20G+207

_ l . aEp
Fe =3 (1 \/aEb+)(0+20C2;+2012) (33)
From eq (23), we can express the integral form of the BER as follows:
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Fe = 2 (1-p) (1 och+X0+2cyé> + 2P (1 \/aEb+x0+Zoé+2cx[2> (34)
NOMA SE-EE Trade-off in Presence of Impulse Noise:

For the SE-EE trade-off, consider two user model for NOMA and OFDMA. Their
achievable data rates can be expressed as:

= P181
R, = Blog, (1 + z ) (35)
— P282
R, = Blog, (1+ p1g2+z) (36)
Therefore, the sum rate can be expressed as:
_ p181 P282
R=B {logz (1 + : ) + log, (1 + —p1g2+‘§)} (37)

Where pi1,g1 and p2,g2are power and channel gains of SM1 and SM2 respectively and £ is

combined noise. The total power consumed at the receiver is P and can be written as;
P =P + P+ Py (38)

Where P = Yie1 kP is the true transmitting power consumed, P.is the constant power
consumption of the circuit, Pgc is the SIC power consumption for one iteration and
Psic = Y51 Pitsio)is the total power consumed to perform SIC computation. Energy efficiency
(bit/joule) for SMy is given as:

EE = — (39)
- B{log2 (1+%)+log2 (1+p$§§i§)} (40)
BP
Spectral efficiency (bit/sec/Hertz) for SMy is given as follows:
SE =~ (41)

B{logz (1+%)+log2 (1+ 282 )}

SE = p182+% (42)

Results and Discussion:
Limitations and Recommendations:

While the research demonstrates the effectiveness of NOMA in SG communication
systems, several limitations need to be addressed. The study primarily focuses on theoretical
models and simulations, which may not fully capture real-world complexities and variances in
SG environments. The assumptions made for impulse noise characteristics might differ
significantly from actual conditions, potentially affecting the accuracy of the results.
Furthermore, the research does not thoroughly explore the impact of NOMA on latency, which
is a critical parameter for many SG applications requiring real-time data processing and decision-
making. Additionally, the study does not address the potential scalability challenges of
implementing NOMA in large-scale SG networks, where the coordination and management of
multiple users could become increasingly complex. Lastly, the data security implications of
NOMA in SG communications are not discussed, leaving a gap in understanding how this
technology affects data integrity and privacy.

To address these limitations, future research should include extensive field trials and
real-world testing to validate the theoretical findings and adapt the models to practical scenarios.
It is recommended to study the impact of NOMA on latency to ensure it meets the stringent
requirements of real-time SG applications. Researchers should also investigate the scalability of
NOMA, developing strategies to manage the complexity of user coordination in large networks.
Furthermore, an in-depth analysis of the data security implications of NOMA is essential to
ensure robust protection against potential cyber threats. Integrating machine learning techniques
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to dynamically adapt to varying noise conditions and user demands could enhance the efficiency
and reliability of NOMA-based SG communication systems.

Numerical simulations are performed to validate the derived close form of the BER
equation. For this purpose, a typical NOMA downlink system is considered in which a single
BS allocates power to different SMs. All SMs are equipped with signal antennas and a flat fading
Rayleigh channel is considered for the link between each SM and BS.

Table 1: Simulation Parameters

No. Parameters Values
1 Number of SMs L,i=2
2 Available bandwidth, B 8.64MHz
3 Detection threshold of SIC receiver 10 dBm
4  Noise density at receiver, Ny 169dBm/Hz
5  Average impulse noise, N; —30dBm ~—35dBm
6  Disturbance ratio, dr 0.00135,0.00632,0.0327
7  Number of antennas at each SM 1
8  Antenna gain at BS and SM 0dBm
9  Inter-site distance of NOMA usets 0.6Km

The channel is considered a quasistatic channel therefore during transmission, channel
characteristics remain the same. Since the performance of wireless channel for SMs is affected
by impulse noise, average and instantaneous impulse noise level is considered in performance
measuring metrics. The major simulation parameters and assumptions are taken from 3GPP
LTE [22] and listed in Table 1.

T T
NOMA Bit Error Rate with Impulse Noise
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The deployment of accurate SNR level is essential in power based multiple access
scheme for power allocation to different users. Figure 4 shows the comparison of the BER
performance of AWGN and flat fading Rayleigh channel with impulse noise. The proposed
model helps define the SNR level in the Rayleigh-Impulse channel for power allocation to SMs.
It is observed from the Figure 4 that for a NOMA system in the Rayleigh fading channel, BER
decreases rapidly with an increase in SNR. This occurs because different users' signals are
superimposed and each user considers other user signals as noise. Therefore, increasing SNR
increases fading in desired signal and as well as other user’s signals. Moreover, Figure 4 shows a
significant effect of impulse at low SNR. As the SNR increases, the effect of impulse noise
decreases due to the low level of impulse between OdB and 5dB. Therefore, there is a
performance trade-off between impulse noise and fading.
The average BER of the NOMA system with the probability of impulse noise is
illustrated in Figure 6. Plot shows the frequency of data transmission in the presence of impulse
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noise with an impulse probability of p and Rayleigh fading. It is observed from the Figure 6 that
increasing the probability of impulse, increases the SNR to maintain BER of the NOMA system
constant. For a change in the probability of impulse by 0.1, there is a difference of about 1 dB
in the SNR for the same value of BER. The higher the value of BER, the less affected it is by
impulse noise compared to the low value of the BER. At 14 dB SNR, a change in the probability
of impulse from 0.1 to 0.5 degrades BER from 0.01 to 0.02. The higher value of impulse noise
(higher value of p) implies more degradation of the BER performance.
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The instantaneous value of impulse does not define the actual loss, as impulses occurs

for a very short period and increases the level of noise up to 5dB, disappearing thereafter.

. . . Eici tuss . . .
Therefore, it is defined by disturbance ratio Teotar , Where ty; is the width of iy impulse

in a sec and 1 is the total number of impulses occurring in time Tio(sec) [4].

Figure 6 illustrates a comparison of the BER performance of the NOMA system for
three impulsive noise scenarios termed as heavily disturbed, medium disturbed and weakly
disturbed. Signal power selection in NOMA is crucial because NOMA utilizes power domain
multiple access technology. Any ambiguity in power selection affects SIC decoding since SIC
decodes the desired signal from a superimposed signal based on its power difference. The
demonstrated results are helpful in relevant real-life impulse scenarios for acceptable BER

dr =

values.

Furthermore, Figure 7 illustrates the trade-off between spectral and energy efficiencies
in the presence of impulse noise. The graph reveals an inverse relationship between disturbance
ratio (dr) and the optimal trade-off. NOMA performs better with average impulse noise (dr =
0.00632) than OFDMA without impulse noise because all NOMA users utilize the same
spectrum and are differentiated by their power level. Therefore, the peak value of NOMA with
impulse noise is much higher than OFDMA without impulse noise.

The analysis of BER across different SNRs and impulse noise probabilities elucidates
critical insights. Figure 4 portrays a discernible relationship between BER and SNR, emphasizing
the necessity for optimal power allocation to counteract the adverse effects of fading and
impulse noise. This aligns with previous NOMA studies [23] but highlights its superiority in
spectral efficiency and reliability compared to conventional multiple access schemes like
OFDMA. The impact of impulse noise, as depicted in Figure 5, underscores the imperative of
higher SNR requirements to maintain a constant BER in noise-laden environments, and fill the
gap in existing literature [24] on noise mitigation challenges in wireless communications.
Furthermore, the examination of BER performance under varying disturbance ratios (Figure 6)
accentuates the sensitivity of NOMA systems to impulse noise, necessitating robust error
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correction mechanisms that are not addressed in [25]. The trade-off analysis between spectral
and energy efficiencies in the presence of impulse noise (Figure 7) elucidates NOMA's
superiority in leveraging spectrum resources, enhancing overall system efficiency even under
average impulse noise conditions compared to OFDMA. Overall, these findings advocate for
the suitability of NOMA in SG applications, offering a robust communication framework
resilient to impulse noise and fading effects. This research lays a solid foundation for future
endeavors in optimizing power allocation and developing advanced noise mitigation strategies
to further enhance the reliability and efficiency of SG communication networks.

Strengths and Weaknesses:

The research presents several strengths, including its innovative integration of NOMA
with SG communications, which addresses a crucial need for more efficient bandwidth usage
and noise management. The study provides comprehensive mathematical models for Rayleigh
fading and impulse noise, contributing to a deeper understanding of these phenomena in SG
environments. Its focus on real-world challenges, such as impulse noise in SG communications,
enhances the practical relevance of the findings, potentially leading to more reliable and efficient
SG systems. Additionally, the derivation of closed-form equations for BER and SNR offers clear
and quantifiable performance metrics to evaluate and optimize NOMA performance in the SG
environment, emphasizing the resilience of NOMA against impulse noise. However, the
research also has some weaknesses. It might rely on assumptions and simplifications in its
models, which could limit the applicability of the findings to more complex real-world scenarios.
Practical implementation of NOMA in existing SG infrastructures may face challenges,
including compatibility with current technologies and the need for significant upgrades.
Moreover, while the study focuses on impulse noise and Rayleigh fading, other types of noise
and interference in various SG environments may also need consideration. Lastly, the
conclusions are largely based on theoretical models and simulations; thus, experimental
validation in real-world SG systems would strengthen the findings and demonstrate practical
feasibility.

The practical applicability of this research is significant for the development and
optimization of SG communication systems. By demonstrating the effectiveness of NOMA in
mitigating impulse noise and improving bandwidth efficiency, this study provides crucial insights
for enhancing the reliability and robustness of SG networks. The closed-form equations for
BER and SNR developed in this research offer practical tools for engineers to design SG
communication systems that can better withstand noise interference. Additionally, the improved
bandwidth utilization enabled by NOMA allows for more efficient data transmission, which is
particularly beneficial in densely populated areas with limited spectrum resources. The scalability
of NOMA further ensures that SG systems can expand to accommodate future growth,
maintaining responsive and efficient operations. Overall, this research provides valuable
solutions for enhancing SG communications, with direct implications for improving the
performance and cost-effectiveness of smart grid infrastructure.

Conclusion:

This study contributes novel insights into the performance of NOMA systems within
the context of SG communication, particularly in the presence of impulse noise. Through
comprehensive modeling and analysis, the study reveals that NOMA holds promise for meeting
the high bandwidth demands of SG applications, despite the challenges posed by impulsive noise
in fading environments. By evaluating key performance metrics such as BER, this research
demonstrates the robustness of NOMA under realistic SG conditions. Motreover, the
comparison with existing studies highlights the unique contribution of this research in
integrating NOMA and impulse noise analysis within the SG framework. The implications of
these findings extend to the design and deployment of communication infrastructure in smart
grids, offering valuable insights for enhancing reliability and efficiency. Moving forward, future
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research should focus on optimization techniques for NOMA systems, adaptive algorithms for
impulse noise mitigation, and real-world deployment scenarios to further advance the field of
smart grid communication.
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